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Introduction 
MacOnboardingMate (MOM) is a wizard designed both to streamline the onboarding of a Mac in a 
Mobile Device Management (MDM) solution or any other type of management solution, and to 
migrate a Mac from one MDM to another MDM.


MOM offers two execution modes which are differentiated by the way MOM is launched and the 
workflows supported :


• In Setup mode, MOM is executed manually from an opened user’s session ; this execution 
mode is aimed to onboard or to migrate a Mac that is already in production


• In AutoSetup mode, MOM is executed from a management solution, either automatically or from 
a Self Service ; this execution mode is aimed to onboard a new or resetted Mac enrolled during 
the Setup Assistant or to migrate a Mac that is already in production.


The MDM migration is the flagship capacity of MacOnboardingMate 4. It implies both the assisted 
unenrollment from the previous MDM before the enrollment in the new MDM, and the copy of 
selected inventory values of the migrated device during its exodus.


Implementing MOM, our recommandation is first to master Mac onboarding towards the targeted 
MDM planned, before exploring this new MDM migration capacity that may add a slightly more 
complexity.


References 

Before reading this documentation, please consult the following references.


• Introduction


https://www.agnosys.com/services/maconboardingmate-en/


• Management solutions support


https://www.agnosys.com/services/maconboardingmate-management-solutions-support-en/


• Capacities


https://www.agnosys.com/services/maconboardingmate-capacities-en/


• Offers and pricing


https://www.agnosys.com/services/maconboardingmate-offers-en/


Terminology 

In this guide, the word "AxM" refers both to Apple Business Manager or Apple School Manager. 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Synopsis 

Implementing Setup mode 
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Implementing AutoSetup mode 
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Software requirements 
macOS 

MacOnboardingMate requires macOS 10.13.4 and later. 


MacOnboardingMate packages 

Download (only) the following packages from this URL :


https://www.dropbox.com/sh/fucxpyi7uuahjaj/AAA8bwRDlu5zYmgxnHZGyieTa?dl=0


- MOM-Core-version.pkg


- MOM-Toolkit-version.pkg


Warning : Do not install MOM-Core on your computer.


The installation of MOM-Toolkit is described in the "MOM Toolkit installation" chapter.


MacOnboardingMate requires a license key provided by Agnosys or your integrator.


Packaging editor 

Download and install the "Packages" app (free) from this URL :


http://s.sudre.free.fr/Software/Packages/about.html


Property List editor 

This documentation refers to the "PLIST Editor" app available on the Mac App Store :


https://apps.apple.com/app/plist-editor/id1157491961


You can use the Property List editor of your choice (e.g. Xcode).
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VMware Workspace ONE Admin Assistant 

If the MDM solution is VMware Workspace ONE and the MOM-Content package cannot 
eventually be signed, download and install this tool :


Workspace ONE Admin Assistant

https://getwsone.com/AdminAssistant/VMwareWorkspaceONEAdminAssistant.dmg


Automated Device Enrollment 

If the device must be enrolled in an MDM using Automated Device Enrollment, invoked by 
MacOnboardingMate or AxM, it must be provisioned for this enrollment method in AxM and the 
MDM. Using MacOnboardingMate does not replace nor interfere with that process.
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MOM Toolkit installation 
Double-click on MOM-Toolkit-version.pkg




Enter your administrator password when prompted. 


The "MOM-Toolkit" folder is created in /Users/Shared. It contains the following subfolders :

- mom_configs

- mom_content

- mom_core_companion

- mom_library

- mom_secrets


Move the "MOM-Toolkit" folder in a location in your home folder that only you can access.


Do not modify the content of the "MOM-Toolkit" folder unless instructed to do so for specific 
items.
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Encryption keys creation 
Sensitive informations in a MOM Property List are protected from direct observation using a RSA 
encryption method :

- a private / public key pair is created with the "mom_rsa_keygen" script

- the private key is automatically embedded in the MOM-Content package

- the public key is used when encrypting a string with the "mom_rsa_engine" script.





Open the "MOM-Toolkit" folder.


Open the "mom_secrets" subfolder.


Execute the "mom_rsa_keygen" script (double-click on the .command file).


The script is aimed to be executed only once because the private / public key pair must be static 
for the whole MacOnboardingMate integration lifetime.




The private / public key pair is created at the following path :

MOM-Toolkit > mom_secrets > mom_rsa_key.pri and mom_rsa_key.pub
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If you delete the private key at this path, execute the script again. It will generate another private / 
public key pair with the consequence that you will have to :

- re-encrypt all the sensitive strings

- generate a new MOM-Content package (Setup and AutoSetup modes)

- generate a new MOM-Setup-Companion disk image (Setup mode only).


The private key is automatically copied at the following path :

MOM-Toolkit > mom_content > Content > mom_rsa_key.pri


If you delete the private key at this path, execute the script again. It will copy again the existing 
private key.
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Setup configuration file edition 
This section only applies to Setup mode.


The Setup configuration file is eventually embedded in the MOM-Setup-Companion disk image.


Access to the configuration file template 




Open the "MOM-Toolkit" folder.


Open the "mom_configs" subfolder.


Open the "setup.plist" property list with you favorite editor.


License key 




Paste the MacOnboardingMate or MacOnboardingMate+ license key in the LICENSE key.


The license key is a one-line string ending exactly with two "=" characters.


Security code 

The security code is an encrypted version of the password used to protect the MOM-Setup-
Companion disk image from an unauthorized access.


To generate the security code, follow these instructions :

- open the "MOM-Toolkit" folder

- open the "mom_secrets" subfolder

- execute the "mom_rsa_engine" script (double-click on the .command file)

- enter the complex password of your choice
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- the password is encrypted, displayed and then decrypted for sanity check

- copy the encrypted password (one-line string ending exactly with two "=" characters).





Paste the encrypted password in the SECURITYCODE key.


Reference for configuration file keys 

Consult the "MOM_Dictionary" table to learn how to customize the other keys.


At the end of the table are listed the keys that are used only in the context of a migration and the 
ones that are available only with a MacOnboardingMate+ license.
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MDM configuration files edition 
At least one MDM configuration file is required.


In the context of Setup mode, the MDM configuration file(s) :

- is/are referenced in the Setup configuration file

- is/are eventually embedded in the MOM-Setup-Companion disk image.


In the context of AutoSetup mode, the MDM configuration file(s) must be converted to Custom 
configuration profile(s) and deployed via the MDM as such.


Access to the configuration file template 




Open the "MOM-Toolkit" folder.


Open the "mom_configs" subfolder.


Open the "locations_plists" subfolder.


Open the "location_1.plist" property list with you favorite editor.


Reference for configuration file keys 

Consult the "MOM_Dictionary" table to learn how to customize the keys.


The key "ENROLLMENT_PROFILE" required for enrollment in JumpCloud is not included in the 
template file and must be added manually. Do not forget to add the JumpCloud enrollment profile 
downloaded from the console to the Content folder.


The values for the "ADEHINT1" and "ADEHINT2" keys :

- are only required with Setup mode

- can only be obtained using the Terminal command "sudo profiles show -type enrollment" on a 
test device fully configured in AxM and MDM for Automated Device Enrollment.


The keys starting with "PMA_" required for registration in Parallels Mac Management are not 
included in the template file and must be added manually.


The key "MUNKI_CONFIG_SCRIPT" required for registration in Munki as the main management 
solution (MDM solution not used) is not included in the template file and must be added manually.
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The keys starting with "MIGRATION_" are only required in the context of a migration from a 
previous MDM to a new MDM that may plan a copy of selected inventory values of the migrated 
device during its exodus.


License key 




This section only applies to AutoSetup mode.


Paste the MacOnboardingMate license key in the LICENSE key.


The license key is a one-line string ending exactly with two "=" characters.


You may copy/paste the MacOnboardingMate license key from the Setup configuration file.


Password complexity 

If a local account password policy has been defined to meet your organization's requirements, 
please pay attention to the following point.


MOM creates the management account defined in the configuration file if it is detected as missing 
at the time the workflow is executed. In this context, the password of the management account is 
the password defined in the MGTACCOUNTPASSWORD key. This password must therefore 
comply with the local account password policy. In case this compliance is not respected, the 
management account creation will fail and be skipped.
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Cisco Meraki SM : APIAUTHENTICATIONSTRING key 

This section only applies if the management solution is Cisco Meraki Systems Manager.


First create a new API Key that will be used by MacOnboardingMate to make API calls.


Go to Organization > Configure > Settings > Dashboard API access. Select "Enable access to the 
Cisco Meraki Dashboard API" and click on "Save Changes".


Click on your account (email address) displayed in the upper right corner and select "My profile". 
In the API access section, click on "Generate new API key". Copy the API Key that is displayed 
only once, select "I have stored my new API key" and click on "Done".


Follow these instructions :

- open the "MOM-Toolkit" folder

- open the "mom_secrets" subfolder

- execute the "mom_rsa_engine" script (double-click on the .command file)

- paste the API Key

- the API Key is encrypted, displayed and then decrypted for sanity check

- copy the encrypted API Key (one-line string ending exactly with two "=" characters).


Paste the encrypted value in the APIAUTHENTICATIONSTRING key.


MOM Integration Guide v4.26 - 2023/05/14 Page  on 21 131



Hexnode UEM : APIAUTHENTICATIONSTRING key 

This section only applies if the management solution is Hexnode UEM.


Go to Admin > API > Configure API. Click on "Enable".


Click on the padlock to reveal the API Key.


Copy the API Key displayed (exactly) then follow these instructions :

- open the "MOM-Toolkit" folder

- open the "mom_secrets" subfolder

- execute the "mom_rsa_engine" script (double-click on the .command file)

- paste the API Key

- the API Key is encrypted, displayed and then decrypted for sanity check

- copy the encrypted API Key (one-line string ending exactly with two "=" characters).


Paste the encrypted value in the APIAUTHENTICATIONSTRING key.


MOM Integration Guide v4.26 - 2023/05/14 Page  on 22 131



Jamf Pro : APIAUTHENTICATIONSTRING key 

This section only applies if the management solution is Jamf Pro.


First create a new Jamf Pro User Account that will be used by MacOnboardingMate to make API 
calls.


This account requires the following set of privileges :


	 - Jamf Pro Server Objects


	 	 - Computer Extension Attributes : Read


	 	 - Computers : Read - Update


	 	 - Users : Update


Warning : Omitting the Users - Update privilege prevents the update of the device inventory.


To allow MOM to make an API call to remotely enable Remote Desktop after the service has been 
configured using the REMOTEMANAGEMENT key, the account must have these additional 
privileges :


	 - Jamf Pro Server Objects


	 	 - Computers : Create


	 - Jamf Pro Server Actions


	 	 - Send Computer Remote Desktop Command


To allow MOM to make an API call to remotely unenroll a device which Remote Management 
Profile is locked (option for Automated Device Enrollment), the account must have these 
additional privileges :


	 - Jamf Pro Server Objects


	 	 - Computers : Create


	 - Jamf Pro Server Actions


	 	 - Send Computer Unmanage Command


All computer attributes specified in the configuration file for both the contexts of an onboarding or 
a migration should be created manually before MOM is deployed. However, MOM can create 
these attributes when detected as missing if the account has these additional privileges :


	 - Jamf Pro Server Objects
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	 	 - Computer Extension Attributes : Create


MOM+ only — To allow MOM to make an API call to retrieve the current FileVault Personal 
Recovery Key (PRK) of a device to facilitate its reissuance during a migration, the account must 
have these additional privileges :


	 - Jamf Pro Server Actions


	 	 - View Disk Encryption Recovery Key


MOM+ only — To allow MOM to retrieve the buildings, the departments and the sites to 
dynamically populate the menus planned in the EXTRA_INPUT_MENUS key, the account must 
have these additional privileges :


	 - Jamf Pro Server Objects


	 	 - Buildings : Read


	 	 - Departments : Read


	 	 - Sites : Read	 


Concatenate in one string the username and the password of this account, separated by the 
character : (colon), then follow these instructions :

- copy the concatenated string (exactly)

- open the "MOM-Toolkit" folder

- open the "mom_secrets" subfolder

- execute the "mom_rsa_engine" script (double-click on the .command file)

- paste the concatenated string

- the concatenated string is encrypted, displayed and then decrypted for sanity check

- copy the encrypted concatenated string (one-line string ending exactly with two "=" characters).


Paste the encrypted value in the APIAUTHENTICATIONSTRING key.
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Jamf School : APIAUTHENTICATIONSTRING key 

This section only applies if the management solution is Jamf School.


First create a new API Key that will be used by MacOnboardingMate to make API calls.


Go to School > Settings > API. Click on "Add API Key" and enter "MacOnboardingMate" in the 
"Name" field. Select the two access rights "Read" and "Add". Unselect the two access rights 
"Edit" and "Delete". Click on "Apply".


Go to School > Devices > Enroll Device(s) > On-device enrollment and note the Network ID.


Concatenate in one string the Network ID and the API Key, separated by the character : (colon), 
then follow these instructions :

- copy the concatenated string (exactly)

- open the "MOM-Toolkit" folder

- open the "mom_secrets" subfolder

- execute the "mom_rsa_engine" script (double-click on the .command file)

- paste the concatenated string

- the concatenated string is encrypted, displayed and then decrypted for sanity check

- copy the encrypted concatenated string (one-line string ending exactly with two "=" characters).


Paste the encrypted value in the APIAUTHENTICATIONSTRING key.


MOM Integration Guide v4.26 - 2023/05/14 Page  on 25 131



JumpCloud : APIAUTHENTICATIONSTRING key 

This section only applies if the management solution is JumpCloud.


First create a new JumpCloud Administrator account whose API Key will be used by 
MacOnboardingMate to make API calls.


Go to Account > Administrators and create a new account with the "manager" role.

Connect to JumpCloud console with this new administrator account.


Go to Account > API Settings.


Copy the "API Key" displayed (exactly) then follow these instructions :

- open the "MOM-Toolkit" folder

- open the "mom_secrets" subfolder

- execute the "mom_rsa_engine" script (double-click on the .command file)

- paste the API Key

- the API Key is encrypted, displayed and then decrypted for sanity check

- copy the encrypted API Key (one-line string ending exactly with two "=" characters).


Paste the encrypted value in the APIAUTHENTICATIONSTRING key.
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Microsoft Intune : APIAUTHENTICATIONSTRING key 

This section only applies if the management solution is Microsoft Intune.


The key will be used by MacOnboardingMate to make API calls.


Create a new text document with 3 lines :

- Tenant domain :

- Application (client) ID :

- Client secret value : 


Connect to Azure Active Directory admin center.





Click on "Azure Active Directory" > "Custom domain names".


Copy / paste the name including the extension ".onmicrosoft.com" in the text document for the 
value "Tenant domain".





Click on "Azure Active Directory" > "App registrations".


Click on "New registration".
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Enter a name for the application.


Select "Accounts in this organizational directory only (Company only - Single tenant)".


Click on "Register".


In the "App registrations" pane, click on the name of the application created.





Copy / paste the Application (client) ID in the text document.
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Click on "Certificates & secrets" then click on "New client secret".


Enter a description and select a life time.


Click on "Add".





You will see this information only once.


Click on the "Copy" button right to the "Value" field and paste the value in the text document.


Click on "API permissions".
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Click on "Microsoft Graph (1)".





Click on "Application permissions".





Select the API permission "DeviceManagementManagedDevices.ReadWrite.All".


If you want to authorize MOM to make an API call to remotely unenroll a device which Remote 
Management Profile is locked (option for Automated Device Enrollment), the API permission 
"DeviceManagementManagedDevices.PrivilegedOperations.All" must be selected.
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Click on "Update permissions".





Click on "Grant admin consent for Agnosys". In the message "Grant admin consent confirmation", 
click on "Yes".


Check that the "Type" of the permission(s) added is "Application".





Concatenate the 3 values separated with commas then follow these instructions :

- copy the concatenated string (exactly)

- open the "MOM-Toolkit" folder

- open the "mom_secrets" subfolder

- execute the "mom_rsa_engine" script (double-click on the .command file)

- paste the concatenated string




- the concatenated string is encrypted, displayed and then decrypted for sanity check

- copy the encrypted concatenated string (one-line string ending exactly with two "=" characters).
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Paste the encrypted password in the APIAUTHENTICATIONSTRING key.
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Miradore : APIAUTHENTICATIONSTRING key 

This section only applies if the management solution is Miradore.


First create a new API key that will be used by MacOnboardingMate to make API calls.


Go to System > Infrastructure diagram > Site > API > Create key.


Step 1 of 3: Enter a descriptive name for the API key :

Name : MacOnboardingMate

Click on "Next".


Step 2 of 3: Confirm to create

Copy the displayed API key then click on "Create key".


Follow these instructions :

- open the "MOM-Toolkit" folder

- open the "mom_secrets" subfolder

- execute the "mom_rsa_engine" script (double-click on the .command file)

- paste the API key

- the API key is encrypted, displayed and then decrypted for sanity check

- copy the encrypted API key (one-line string ending exactly with two "=" characters).


Paste the encrypted value in the APIAUTHENTICATIONSTRING key.
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Mosyle Business : APIAUTHENTICATIONSTRING key 

This section only applies if the management solution is Mosyle Business.


The key will be used by MacOnboardingMate to make API calls.


Create a new text document with 3 lines :

- Service account email :

- Service account password :

- Access Token :


First create a new administrator account.


Go to Organization > Users and Groups  > Administrators. Click "Add Administrator". Enter a 
Name, a User ID, an Email and set a Password. Select the Account type "Administrator". Click on 
"View Advanced Options" and check "Limit user permissions". Click on "Select".


Click on "New Role". Define the new role :

- Name : MOM Role

- Organization > Integrations :

	 - API Integration : View - Create


All other privileges should be disabled.


Click on "Save". Back to the "Role Selector", click on "MOM Role". Check that the new 
administrator account is limited to the "MOM Role". Click on "Save".


Add the Service account email and the Service account password to the text document.


Go to Organization > Integrations > Mosyle API Integration. Click on "Add new token" and enter 
"MOM Token" in the "Profile name" field. Select "Public" for the "Access Method". Unselect 
"Allow all current and future endpoints" then select only "Devices". Click on "Save".


In the API Information pane, copy the "Access Token" displayed (exactly).


Paste the Access Token in the text document.


Concatenate the 3 values separated with commas then follow these instructions :

- copy the concatenated string (exactly)

- open the "MOM-Toolkit" folder

- open the "mom_secrets" subfolder

- execute the "mom_rsa_engine" script (double-click on the .command file)

- paste the concatenated string

- the concatenated string is encrypted, displayed and then decrypted for sanity check

- copy the encrypted concatenated string (one-line string ending exactly with two "=" characters).


Paste the encrypted value in the APIAUTHENTICATIONSTRING key.
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Mosyle Manager : APIAUTHENTICATIONSTRING key 

This section only applies if the management solution is Mosyle Manager.


First enable the API Integration that will be used by MacOnboardingMate to make API calls.


Go to My School > Integrations > API Integration. Enable "API Integration". Click on Access 
Method > Edit, select "Public" and click on "Save".


Copy the "Access Token" displayed (exactly) then follow these instructions :

- open the "MOM-Toolkit" folder

- open the "mom_secrets" subfolder

- execute the "mom_rsa_engine" script (double-click on the .command file)

- paste the Access Token

- the Access Token is encrypted, displayed and then decrypted for sanity check

- copy the encrypted Access Token (one-line string ending exactly with two "=" characters).


Paste the encrypted value in the APIAUTHENTICATIONSTRING key.
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SimpleMDM : APIAUTHENTICATIONSTRING key 

This section only applies if the management solution is SimpleMDM.


First create a new API Key that will be used by MacOnboardingMate to make API calls.


Go to Account > API. Click on "Add API Key" and enter "MacOnboardingMate" in the "Name" 
field.


Select the following permissions :


	 - Custom Attributes : Write


	 - Devices : Write

All other permissions should be set to "None".


Click on "Save".


Click on Secret Access Key > Reveal.


Copy the "Secret Access Key" displayed (exactly) then follow these instructions :

- open the "MOM-Toolkit" folder

- open the "mom_secrets" subfolder

- execute the "mom_rsa_engine" script (double-click on the .command file)

- paste the Secret Access Key

- the Secret Access Key is encrypted, displayed and then decrypted for sanity check

- copy the encrypted Secret Access Key (one-line string ending exactly with two "=" characters).


Paste the encrypted value in the APIAUTHENTICATIONSTRING key.
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VMware Workspace ONE - OAuth authentication : 
APIAUTHENTICATIONSTRING key 

This section only applies if the management solution is VMware Workspace ONE and the 
authentication mechanism is OAuth2 (recommended).


The key will be used by MacOnboardingMate to make API calls.


Create a new text document with 4 lines :

- Token URL :

- Client ID :

- Client Secret :


To define the Token URL, please consult this article : https://docs.vmware.com/en/VMware-
Workspace-ONE-UEM/services/UEM_ConsoleBasics/GUID-
UsingUEMFunctionalityWithRESTAPI.html


Create a new role with limited API privileges.


Go to Accounts > Administrators > Roles.


Click on "Add Role".





Enter a specific name like "MacOnboardingMate" and a description, then in the "Categories" 
sidebar, select All > API > REST.
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The role requires the following set of privileges :


	 - Custom Attributes > Details


	 	 - Edit — Rest API Custom Attributes Write


	 	 - Read — Rest API Custom Attributes Read


	 - Devices > Details


	 	 - Edit — REST API Devices Execute


	 	 - Edit — REST API Devices Delete


	 	 - Read — REST API Devices Read


Click on "Save".


Go to Groups & Settings > Configurations > OAuth Client Management.


Click on "Add".





Enter a name and a description. Select the Organization Group that encompasses the devices 
that are to be installed with MacOnboardingMate then select the "MacOnboardingMate" role. 
Click on "Save".
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Copy both the Client ID and the Client Secret in the text document then click on "Close".





Concatenate the 3 values separated with commas then follow these instructions :

- copy the concatenated string (exactly)

- open the "MOM-Toolkit" folder

- open the "mom_secrets" subfolder

- execute the "mom_rsa_engine" script (double-click on the .command file)

- paste the concatenated string




- the concatenated string is encrypted, displayed and then decrypted for sanity check

- copy the encrypted concatenated string (one-line string ending exactly with two "=" characters).
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Paste the encrypted value in the APIAUTHENTICATIONSTRING key.
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VMware Workspace ONE - Basic authentication : 
APIAUTHENTICATIONSTRING key 

This section only applies if the management solution is VMware Workspace ONE and the 
authentication mechanism is Basic (not recommended).


The key will be used by MacOnboardingMate to make API calls.


Create a new text document with 3 lines :

- Username :

- Password :

- API Key :


First create a new role with limited API privileges.

Go to Accounts > Administrators > Roles.


Click on "Add Role".





Enter a specific name like "MacOnboardingMate" and a description, then in the "Categories" 
sidebar, select All > API > REST.


The role requires the following set of privileges :


	 - Custom Attributes > Details


	 	 - Edit — Rest API Custom Attributes Write


	 	 - Read — Rest API Custom Attributes Read
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	 - Devices > Details


	 	 - Edit — REST API Devices Execute


	 	 - Edit — REST API Devices Delete


	 	 - Read — REST API Devices Read


Click on "Save".


Then create a new Workspace ONE Administrator account that will be used by 
MacOnboardingMate to make API calls.


Go to Accounts > Administrators > List View.


Click on "Add" > "Add Admin".


Select "Basic" then click on "Next".
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Fill in the required fields.


Complete the text document with the chosen username and password.


Click on "Next".
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Select the Organization Group that encompasses the devices that are to be prepared with MOM, 
followed by the "MacOnboardingMate" role.


Click on "Next".


On the pane "3 Details", click on "Next".
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Disable "Two Factor Authentication". For "Message Type", select "None". For "Authentication", 
select "User Credentials".


Click on "Save".


Go to Groups & Settings > All Settings > System > Advanced > API > Rest API.
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Identify the service named "AirWatchAPI" with the Account Type "Admin".


Copy the API Key and paste it in the text document.





Concatenate the 3 values separated with commas then follow these instructions :

- copy the concatenated string (exactly)

- open the "MOM-Toolkit" folder

- open the "mom_secrets" subfolder

- execute the "mom_rsa_engine" script (double-click on the .command file)

- paste the concatenated string




- the concatenated string is encrypted, displayed and then decrypted for sanity check

- copy the encrypted concatenated string (one-line string ending exactly with two "=" characters).
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Paste the encrypted value in the APIAUTHENTICATIONSTRING key.
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MDM configuration files to Custom configuration profiles conversion 

This section only applies to AutoSetup mode.





Open the "MOM-Toolkit" folder.


Open the "mom_configs" subfolder.


Open the "locations_profiles" folder.


Execute the "locations_profiles_generator" script (right-click > Open on the .command file > 
Open).





If prompted to authorize the Terminal app to access files in a specific folder like your Desktop 
folder, click on "OK".
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In this example, the script has converted 2 MDM configuration files in 2 Custom configuration 
profiles ready to be deployed by the MDM (only one must be scoped to a specific device).


Do not move the generated Custom configuration profiles outside of the "output" folder. Their 
presence is required to preserve the PayloadUUID identifier when generating newer versions of 
the same Property Lists. If necessary, copy them to your targeted location.
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MOM Content building 
All pictures (.png), files (.rtf, .txt, .csv, .mobileconfig) and scripts (.sh) referenced in the Setup 
configuration file and the MDM configuration file(s) must be embedded in the MOM-Content 
package.


In the context of Setup mode, the MOM-Content package is eventually embedded with the Setup 
configuration file and the MDM configuration file(s) in the MOM-Setup-Companion disk image. 
The signature of the package is always recommended but is not required.


In the context of AutoSetup mode, the MOM-Content package is deployed alongside the Custom 
configuration profile(s), derived from the MDM configuration file(s), via the MDM. Depending of the 
MDM used and the distribution method implemented, the signature of the package, even always 
recommended, may become a requirement. However, the notarization is never required.


Package signature requirement for AutoSetup mode 

• Cisco Meraki Systems Manager 

No signature required.


• Hexnode UEM 

Signature required.


• Jamf Now 

Signature required.


• Jamf Pro 

This documentation plans that the MOM-Content package is deployed as a PreStage Enrollment 
package which requires that the package is signed.


However, if the package is deployed via the Packages payload of a policy, the package signature 
is not a requirement.


• Jamf School 

No signature required.


• JumpCloud 

No signature required.
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• Microsoft Intune 

Signature required.


• Miradore 

Signature required.


• Mosyle Business and Mosyle Manager 

No signature required unless the option "Install with Apple Protocol" is enabled in the deployment 
configuration.


• SimpleMDM 

Signature required.


• VMware Workspace ONE 

This documentation plans that the MOM-Content package is deployed either as a Bootstrap 
Package with the "Expedited Delivery" deployment type, or as a regular package with the "Full 
Software Management" deployment type.


With the "Expedited Delivery" deployment type, the package signature is a requirement.


With the "Full Software Management" deployment type, the package signature is not a 
requirement.


Package signature options 

These are some options to sign the MOM-Content package.


• Subscribe to an Apple Developer program, create a "Developer ID Installer" certificate and use it 
to sign the package.


• With Jamf Pro : create a certificate with the Jamf Pro's Built-in CA and use it to sign the package 
with these informations in mind :


- the certificate forged with the Jamf Pro's Built-in CA can be validated by a device only if it 
is already enrolled in Jamf Pro

- in the context of Setup mode, using such certificate is not an option because the device is 
not yet enrolled in Jamf Pro at the time MOM is executed

- in the context of AutoSetup mode with no migration or a migration from Jamf Pro, using 
such certificate is an option because the device is enrolled in Jamf Pro at the time MOM is 
executed

- for more information, please consult this article : https://docs.jamf.com/technical-articles/
Creating_a_Signing_Certificate_Using_Jamf_Pros_Built-
in_CA_to_Use_for_Signing_Configuration_Profiles_and_Packages.html
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• Open a MacOnboardingMate support ticket to get the package signed by Agnosys or your 
integrator.


Content gathering 




Open the "MOM-Toolkit" folder.


Open the "mom_content" subfolder.


Open the "Content" folder.


Copy your content in the "Content" folder, alongside the "mom_rsa_key.pri" file and the detection 
app named "MOM-Content.app".


You may add in this folder other resources used by other tools or helpers like a Login Window 
picture referenced by Jamf Connect or NoMAD Login.


Optionally, you can create a folder named "binaries" in the "mom_content" subfolder and copy 
packages there. These packages will be embedded in the MOM-Content package and installed 
right after the installation of the MOM-Content (e.g. DEPNotify). Do not try to install using this 
method the following packages already planned in the MDM configuration file(s) : Dockutil, Munki 
Tools, Jamf Connect, NoMAD, NoMAD LaunchAgent, NoMAD Login, Python (Macadmins).


Project opening 
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Open the "MOM-Toolkit" folder.


Open the "mom_content" subfolder.


Open the "MOM-Content.pkgproj" file with the Packages app.




The generated package will embed the "Content" folder and optionally the "binaries" folder for an 
installation in /Library/Application Support/MOM/


Please note that the missing "binaries" folder displayed in red will not prevent the building of the 
package. This behaviour is achieved because the build option "Treat missing files as simple 
warnings" is enabled in the Payload tab. You can keep the binaries folder declaration for future 
usage.


Signing configuration 

Open the Keychain Access app and check that your "Developer ID Installer" certificate is installed 
in the "login" keychain.





Click on "Project" then select the "Settings" tab.
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Select Project > Set Certificate.





Select your "Developer ID Installer" certificate and click on "Choose".





A "Certificate of authenticity" badge is now visible in the upper right corner of the project window.
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Project building 




Select Build > Build.





If prompted to authorize the Packages app to access files in a specific folder like your Desktop 
folder, click on "OK".
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In the Build Log, the warning message in red is expected if you didn't create the optional folder 
named "binaries" in the "mom_content" subfolder as mentioned above. You can safely ignore this 
message unless you planned to embed packages in the MOM-Content package.





During the building, if you previously set a signing certificate, you may be prompted to authorize 
Packages to access the private key of your "Developer ID Installer" certificate. Enter your 
account's password and click on "Always Allow".
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The package is built at the following path :

MOM-Toolkit > mom_content > build


You can now quit the Packages app. Choose to save the changes made to the project if you are 
offered to do so.
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MOM Core Companion building 
This section only applies to Setup mode.


The MOM-Setup-Companion disk image embeds the MOM-Content package, the Setup 
configuration file and the MDM configuration file(s).


The disk image is protected from an unauthorized access using the encrypted password stored in 
the SECURITYCODE key of the Setup configuration file.





Open the "MOM-Toolkit" folder.


Open the "mom_core_companion" subfolder.


Execute the "mom_core_companion_factory" script (double-click on the .command file).
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The disk image password is displayed in clear text for sanity check.





The disk image is built at the following path :

MOM-Toolkit > mom_core_companion > output
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Configuration profiles requirements 
This section details the configuration profiles required by MOM in addition to the MOM Custom 
configuration profile.


In the context of an MDM migration, the recommendation is to deploy these configuration profiles 
from both the MDM the device is leaving and the MDM the device is joining if you are not 
concerned about deploying keys that are not absolutely necessary from one of them.


Privacy Preferences Policy Control 

Restart and delete local accounts except management account 

With macOS 12 and later, a PPPC configuration profile must be deployed so MOM is able to 
delete local accounts. This action takes place in this context :


EXIT_ACTION — Dictionary


	 COMMAND — String — restart_delete_local_accounts_except_management_account


Please refer to the MOM Dictionary for details about this command.


Payload required : Privacy Preferences Policy Control


	 - Identifier Type : path


	 - Identifier : /bin/sh


	 - Code Requirement : identifier "com.apple.sh" and anchor apple


	 - Validate the Static Code Requirement : No


	 - App or Service :


	 	 - System Policy All Files : Allow


When the configuration profile is missing :

- the local accounts except the management account are not deleted

- the execution failure is silent.


Background Item Management 

With macOS 13 and later, a Background Item Management configuration profile must be 
deployed so that the system does not display a notification that MOM has installed several Login 
items that can run in the background and that can be managed in System Settings.
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Payload required : Background Item Management


	 Required rules 


	 - Rule Type : Label

	 - Rule Value : com.agnosys.mom


	 - Rule Type : Label

	 - Rule Value : com.agnosys.mom_supervisor


	 Additional rules


	 - Required only if the following conditions are met :

	 	 - Automated Device Enrollment orchestrated outside of the Setup Assistant

	 	 - PROMOTION_ALLOWED key set to true

	 - Rule Type : Label

	 - Rule Value : com.agnosys.promotion_supervisor


	 - Required only if the following condition is met :

	 	 - EXIT_ACTION > COMMAND key set to

	 	 restart_delete_local_accounts_except_management_account

	 - Rule Type : Label

	 - Rule Value : com.agnosys.delete_local_accounts_except_management_account

	 	 

	 - Required only if the following condition is met :

	 	 - JAMF_CONNECT_CONFIG key set to enabled

	 - Rule Type : Label

	 - Rule Value : com.agnosys.jamfconnect

	 

	 - Required only if the following condition is met :

	 	 - NOMAD_LOGINAD_CONFIG key set to enabled

	 - Rule Type : Label

	 - Rule Value : com.agnosys.nomadloginad

	 

	 - Required only if the following condition is met :

	 	 - LOGINUSERSCRIPT key set to a script

	 - Rule Type : Label

	 - Rule Value : com.agnosys.login_user
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Once the configuration profile is deployed on a device running MOM, open System Settings > 
Login Items and check that the provisioned Login Items are enabled and cannot be disabled.


If the MDM solution does not yet offer the payload "Background Item Management", you may 
deploy the signed profile titled "mom_btm_signed.mobileconfig" provided in the subfolder 
"mom_library" of the MOM Toolkit.
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Provisioning Cisco Meraki SM for AutoSetup mode 
Three components must be automatically deployed once the device is enrolled to achieve the 
onboarding :

- a Custom configuration profile

- a MOM-Content package

- the MOM-Core package.


This section depicts the key points for the provisioning of these three components in Cisco 
Meraki Systems Manager. Please refer to Cisco Meraki Systems Manager documentation for 
details not specific to MacOnboardingMate.


General configuration 




In this example, the devices are part of the "Paris" network and associated to the "mom" tag.


The required macOS Agent is deployed with the following steps :

- Systems Manager > Configure > General

- Agent Version > Preferred agent version > Latest

- Save

- Systems Manager > Manage > Apps

- Add app > macOS > SM agent

- Scope > Manual > All devices

- Save Changes


Custom configuration profile 

The Custom configuration profile is provisioned with the following steps :

- Systems Manager > Manage > Settings

- Add profile > Upload custom Apple profile

- Profile Configuration > Upload a .mobileconfig file

- Choose File > com.agnosys.config.Meraki_Systems_Manager.Paris.MOM.mobileconfig

- Deploy channel : Device

- Scope > Manual > with ANY of the followings tags

- Device tags : mom

- Save
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MOM-Content package 

The MOM-Content package is provisioned with the following steps :

- Systems Manager > Manage > Apps

- Add app > macOS > Custom app

- Name : MOM-Content

- Identifier : com.agnosys.pkg.MOM-Content

- Vendor : Agnosys

- Type : Upload to the Meraki cloud

- Select the file : MOM-Content.pkg

- Auto-install : enabled

- Visible in SSP : disabled

- Scope > Manual > with ANY of the followings tags

- Device tags : mom

- Save


MOM-Core package — Via Apps 

The MOM-Core package is provisioned with the following steps :

- Systems Manager > Manage > Apps

- Add app > macOS > Custom app

- Name : MOM-Core

- Identifier : com.agnosys.pkg.MOM-Core

- Vendor : Agnosys

- Type : Upload to the Meraki cloud

- Select the file : MOM-Core.pkg

- Auto-install : enabled

- Visible in SSP : disabled

- Scope > Manual > with ANY of the followings tags

- Device tags : mom

- Save


MOM-Core package — Via Provisioning Packages 

This alternative does not provide additional benefit.


The MOM-Core package is provisioned with the following steps :

- Systems Manager > Manage > ADE

- Manage profiles > Manage provisioning packages

- Add package

- Name : MOM-Core

- Package Upload > Upload : MOM-Core.pkg

- Save


Wait until the Status is "live" then create a new ADE Setting and add at the step "4 - macOS" the 
MOM-Core Package as the Provisioning Package. Assign the ADE Setting to the devices to 
onboard. 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Provisioning Hexnode UEM for AutoSetup mode 
Three components must be automatically deployed once the device is enrolled to achieve the 
onboarding :

- a Custom configuration profile

- a MOM-Content package

- the MOM-Core package.


This section depicts the key points for the provisioning of these three components in Hexnode 
UEM. Please refer to Hexnode UEM documentation for details not specific to 
MacOnboardingMate.


General configuration 




In this example, the devices are part of an Automated Device Enrollment token and associated to 
a Profile named named "Shared Mac".
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A dynamic group named "Mac enrolled using ADE" is created with the following criterion :

	 - Device info — Apple DEP — Is — Enabled


As a result, any Mac enrolled using Automated Device Enrollment will be member of the device 
group "Mac enrolled using ADE".


Custom configuration profile 

The Custom configuration profile is uploaded with the following steps :

- Content > Add

- Select the file : com.agnosys.config.Hexnode_MDM.Paris.MOM.mobileconfig > Upload

- Save





MOM-Content package 

The MOM-Content package is uploaded with the following steps :

- Apps > Apps > Add Apps > Enterprise App

- Select the Platform "macOS" (laptop with Apple logo)

- App Name : MOM-Content

- Upload with : PKG/MPKG/DMG File 
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- Category : Utilities

- Description : MOM-Content

- Choose the PKG/MPKG/DMG File > Choose File > MOM-Content.pkg > Upload

- Add





MOM-Core package 

The MOM-Core package is uploaded with the following steps :

- Apps > Apps > Add Apps > Enterprise App

- Select the Platform "macOS" (laptop with Apple logo)

- App Name : MOM-Core

- Upload with : PKG/MPKG/DMG File 

- Category : Utilities

- Description : MOM-Core

- Choose the PKG/MPKG/DMG File > Choose File > MOM-Core.pkg > Upload

- Add





Provisioning policy configuration 

The three components can be provisioned via a unique policy with the following steps :

- Policies > New Policy > New Blank Policy

- Policy Name : MOM Provisioning 
- Click on the "macOS" tab
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	 - Configurations > Deploy Custom Configuration

	 	 - Configure

	 	 - Choose File

	 	 - Select "com.agnosys.config.Hexnode_MDM.Paris.MOM.mobileconfig"

	 	 - Click "OK"

	 - App Management > Mandatory Apps

	 	 - Configure

	 	 - Add > Add App

	 	 - Select "MOM-Content" and "MOM-Core"

	 	 - Click "Done"

- Click on the "Policy Targets" tab

	 	 - Device Groups > Add Device Groups

	 	 - Select "Mac enrolled using ADE"

	 	 - Click "OK"

- Click "Save"

- In the "Associate Policy" message, click on "Yes"


The policy is validated.
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Provisioning Jamf Now for AutoSetup mode 
Three components must be automatically deployed once the device is enrolled to achieve the 
onboarding :

- a Custom configuration profile

- a MOM-Content package

- the MOM-Core package.


This section depicts the key points for the provisioning of these three components in Jamf Now. 
Please refer to Jamf Now documentation for details not specific to MacOnboardingMate.


General configuration 




In this example, the devices are assigned to the "Paris" Blueprint.


Custom configuration profile 

In "Paris" Blueprint, the Custom configuration profile is provisioned with the following steps :

- Manage > Blueprints > Paris

- Custom Profiles > Add a Custom Profile

- Select the file : com.agnosys.config.Jamf_Now.Paris.MOM.mobileconfig > Add Custom Profile


MOM-Content package 

In "Paris" Blueprint, the MOM-Content package is provisioned with the following steps :

- Manage > Apps > Add an App > Upload Your App

- Select the file : MOM-Content.pkg

- App Name : MOM-Content > Done

- Manage > Blueprints > Paris

- Apps > Edit Apps > "MOM-Content" > check "Install Automatically"

- Save Changes
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MOM-Core package 

In "Paris" Blueprint, the MOM-Core package is provisioned with the following steps :

- Manage > Apps > Add an App > Upload Your App

- Select the file : MOM-Core.pkg

- App Name : MOM-Core > Done

- Manage > Blueprints > Paris

- Apps > Edit Apps > "MOM-Core" > check "Install Automatically"

- Save Changes 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Provisioning Jamf Pro for AutoSetup mode 
Three components must be automatically deployed once the device is enrolled to achieve the 
onboarding :

- a Custom configuration profile

- a MOM-Content package

- the MOM-Core package.


Because Jamf Pro offers to deploy multiple packages in the context of Automated Device 
Enrollment, these instructions plans that the three components are eventually installed via a 
PreStage Enrollment. The only counterpart is that signing the MOM-Content package is a 
requirement.


This section depicts the key points for the provisioning of these three components in Jamf Pro. 
Please refer to Jamf Pro documentation for details not specific to MacOnboardingMate.


General configuration 

In this example, the devices are part of an Automated Device Enrollment token named "Jamf Pro" 
and associated to a PreStage Enrollment named "Shared Mac".


A smart group named "Mac enrolled using ADE" is created with the following criterion :

Enrolled via Automated Device Enrollment — is — Yes


As a result, any Mac enrolled using Automated Device Enrollment will be member of the device 
group "Mac enrolled using ADE".


Custom configuration profile 

The Custom configuration profile is provisioned with the following steps.


To upload the profile and to keep it on the device after it is enrolled :

- Computers > Content Management > Configuration Profiles > Upload

- Choose File : com.agnosys.config.Jamf_Pro.Paris.MOM.mobileconfig

- General

	 - Level : Computer Level

	 - Distribution Method : Install Automatically

- Scope

	 - Targets > Specific Computers

	 - Add > Computer Groups > Mac enrolled using ADE > Add

- Save


Please note that the "Upload" button to use is the one positioned to the right of the "New" button 
in the upper right corner of the Configuration Profiles window and not the "Upload" button 
available inside an "Application & Custom Settings" payload.


To allow the profile to be installed before the user completes the Setup Assistant :

- Computers > PreStage Enrollments > Shared Mac


MOM Integration Guide v4.26 - 2023/05/14 Page  on 71 131



- Edit

- Configuration Profiles > MCXToProfile: com.agnosys.config.MOM

- Save > Save


MOM-Content package 

The MOM-Content package is defined with the following steps :

- Settings > Computer Management > Packages > New

- General

	 - Display Name : MOM-Content

	 - Filename > Choose File : MOM-Content.pkg

- Save


The MOM-Content package is provisioned with the following steps :

- Computers > PreStage Enrollments > Shared Mac

- Edit

- Enrollment Packages > Configure

- MOM-Content.pkg > Add

- Distribution Point : Cloud Distribution Point (Jamf Cloud)

- Save > Save


MOM-Core package 

The MOM-Core package is defined with the following steps :

- Settings > Computer Management > Packages > New

- General

	 - Display Name : MOM-Core

	 - Filename > Choose File : MOM-Core.pkg

- Save


The MOM-Core package is provisioned with the following steps :

- Computers > PreStage Enrollments > Shared Mac

- Edit

- Enrollment Packages

- Click on the "+" button to add a supplemental package

- MOM-Core.pkg > Add

- Save > Save
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Provisioning Jamf School for AutoSetup mode 
Three components must be automatically deployed once the device is enrolled to achieve the 
onboarding :

- a Custom configuration profile

- a MOM-Content package

- the MOM-Core package.


This section depicts the key points for the provisioning of these three components in Jamf 
School. Please refer to Jamf School documentation for details not specific to 
MacOnboardingMate.


General configuration 




In this example, the devices are part of the "Agnosys" school and linked to the "Paris" location.





MOM Integration Guide v4.26 - 2023/05/14 Page  on 73 131



In "Paris" location, a smart group named "Mac enrolled using ADE" is created with the following 
criteria :

Match all rules

	 - Operating System — equals — maOS

	 - Enrollment Method — equals — Automated Device Enrollment / Apple School Manager


As a result, any Mac enrolled using Automated Device Enrollment will be member of the device 
group "Mac enrolled using ADE".


Custom configuration profile 

In "Paris" location, the Custom configuration profile is provisioned with the following steps :

- Profiles > Profiles > Create Profile

- Upload Custom Profile

- Profile file (.mobileconfig) : com.agnosys.config.Jamf_School.Paris.MOM.mobileconfig

- Profile name : MOM-Custom configuration profile

- This profile will be distributed to the following device groups > + > Mac enrolled using ADE

- By default, "Automatic installation" is selected for this scope.

- Save


MOM-Content package 

In "Paris" location, the MOM-Content package is provisioned with the following steps :

- Apps > Inventory > Add App > Add In-House macOS Package

- Select "MOM-Content.pkg"

- This app will be distributed to the following device groups > + > Mac enrolled using ADE

- By default, "Automatic installation" is selected for this scope.

- Save


MOM-Core package 

In "Paris" location, the MOM-Core package is provisioned with the following steps :

- Apps > Inventory > Add App > Add In-House macOS Package

- Select "MOM-Core.pkg"

- This app will be distributed to the following device groups > + > Mac enrolled using ADE

- By default, "Automatic installation" is selected for this scope.

- Save
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Provisioning JumpCloud for AutoSetup mode 
Three components must be automatically deployed once the device is enrolled to achieve the 
onboarding :

- a Custom configuration profile

- a MOM-Content package

- the MOM-Core package.


This section depicts the key points for the provisioning of these three components in JumpCloud. 
Please refer to JumpCloud documentation for details not specific to MacOnboardingMate.


General configuration 




Go to Device management > Device Groups and identify or create a device group (e.g. 
"Onboarding") to which devices will be automatically bound as part of the enrollment process.


Go to Device management > MDM > Automated Device Enrollment Configuration.


Click on "configure macOS".
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At step 1, select the targeted device group (e.g. "Onboarding").


Configure the other settings and click on "save".


Custom configuration profile 

The Custom configuration profile is provisioned with the following steps :

- Device Management > Policy Management

- "+" button > Mac > MOM Custom Configuration Profile > configure

- Select the "Details" tab :

	 - Policy Name : MOM-Custom configuration profile

	 - Settings > upload file : com.agnosys.config.JumpCloud.Onboarding.MOM.mobileconfig

- Select the "Device Groups" tab then select the "Onboarding" device group

- Save


MOM-Content package 

First store the MOM-Content package on a Web server and identify the download URL.


The MOM-Content package is provisioned with the following steps :

- Device Management > Software Management

- Apple > "+" button

- Select the "Details" tab :

	 - Software Description : MOM-Content

	 - Software Package URL : public URL to the package

	 - Validate

- Select the "Device Groups" tab then select the "Onboarding" device group

- Save


If you replace the package on the Web server, delete the configuration and start it over. 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MOM-Core package 

First store the MOM-Core package on a Web server and identify the download URL.


The MOM-Core package is provisioned with the following steps :

- Device Management > Software Management

- Apple > "+" button

- Select the "Details" tab :

	 - Software Description : MOM-Core

	 - Software Package URL : public URL to the package

	 - Validate

- Select the "Device Groups" tab then select the "Onboarding" device group

- Save


If you replace the package on the Web server, delete the configuration and start it over.


MOM Integration Guide v4.26 - 2023/05/14 Page  on 77 131



Provisioning Microsoft Intune for AutoSetup mode 
Three components must be automatically deployed once the device is enrolled to achieve the 
onboarding :

- a Custom configuration profile

- a MOM-Content package

- the MOM-Core package.


This section depicts the key points for the provisioning of these three components in Microsoft 
Intune. Please refer to Microsoft Intune documentation for details not specific to 
MacOnboardingMate.


General configuration 

In this example, the devices are part of an Automated Device Enrollment token named "Intune" 
and associated to a Profile named named "Shared Mac".


The scope of the components installation is here all devices but it should be a devices dynamic 
group containing only the Mac enrolled using Automated Device Enrollment.


Custom configuration profile 

The Custom configuration profile is provisioned with the following steps :

- Devices > macOS > Configuration profiles > Create profile

- Profile type : Templates

- Select "Custom" > Create

- Basics

	 - Name : MOM-Custom configuration profile

- Configuration settings

	 - Custom configuration profile name : MOM-Custom configuration profile

	 - Deployment channel : Device channel

	 - Select a configuration profile file :

	 com.agnosys.config.Microsoft_Intune.Paris.MOM.mobileconfig

- Assignments

	 - Included groups : Add all devices

- Review + create

	 - Create


MOM-Content package 

The MOM-Content package is provisioned with the following steps :

- Apps > macOS > Add

- App type : Line-of-business app > Select
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- App information

	 - Select file > Select app package file

	 - App package file > Select a file > MOM-Content.pkg > OK

	 - Publisher : Agnosys

	 - Ignore app version : No 

- Detection method table :

	 	 - App bundle ID : com.agnosys.MOM-Content

	 	 - Build number : keep current value (e.g. 1.0)

- Assignments

	 - Required : Add all devices

- Review + create

	 - Create
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MOM-Core package 

The MOM-Core package is provisioned with the following steps :

- Apps > macOS > Add

- App type : Line-of-business app > Select





- App information

	 - Select file > Select app package file

	 - App package file > Select a file > MOM-Core.pkg > OK

	 - Publisher : Agnosys

	 - Ignore app version : No 

- Detection method table :

	 	 - App bundle ID : com.agnosys.MOM-Core

	 	 - Build number : keep current value (e.g. 4.20)

- Assignments

	 - Required : Add all devices

- Review + create

	 - Create
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Provisioning Miradore for AutoSetup mode 
Three components must be automatically deployed once the device is enrolled to achieve the 
onboarding :

- a Custom configuration profile

- a MOM-Content package

- the MOM-Core package.


This section depicts the key points for the provisioning of these three components in Miradore. 
Please refer to Miradore documentation for details not specific to MacOnboardingMate.


General configuration 

The scope of the components installation is here all devices.


Custom configuration profile 

The Custom configuration profile is defined with the following steps :

- Management > Configuration profiles > Add

- macOS > Advanced (custom)

- Browse > com.agnosys.config.Miradore.Paris.MOM.mobileconfig

- Name : MOM-Custom configuration profile > Create


MOM-Content package 

The MOM-Content package is defined with the following steps :

- Management > Applications > Applications tab > Add

- macOS application > PKG (Uploaded)

- File > Select file > MOM-Content.pkg

- Application name : MOM-Content

- Bundle identifier : com.agnosys.pkg.MOM-Content

- Version : 1.0

- Create


MOM-Core package 

The MOM-Core package is defined with the following steps :

- Management > Applications > Applications tab > Add

- macOS application > PKG (Uploaded)

- File > Select file > MOM-Core.pkg

- Application name : MOM-Core

- Bundle identifier : com.agnosys.pkg.MOM-Core

- Version : the version imported (e.g. 4.26)

- Create
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Provisioning policy configuration 

The three components can be provisioned via a unique Business policy with the following steps :

- Management > Business policies > Add

- Apply to all devices

- Name : MOM

- Double-click on the Business policy

- Add > Application > Check MOM-Content and MOM-Core > Add

- Add > Configuration profile > Check MOM-Custom configuration profile > Add

- Click on the Items tab and check the Business policy content

- Click on "Enable"
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Provisioning Mosyle Business for AutoSetup mode 
Three components must be automatically deployed once the device is enrolled to achieve the 
onboarding :

- a Custom configuration profile

- a MOM-Content package

- the MOM-Core package.


This section depicts the key points for the provisioning of these three components in Mosyle 
Business. Please refer to Mosyle Business documentation for details not specific to 
MacOnboardingMate.


General configuration 

In this example, the devices are part of an Automated Device Enrollment token named "Mosyle 
Business" and associated to the default Automated Device Enrollment profile named "Shared 
Mac".


In Management > Devices > Device Groups, a Device Group "Agnosys > Paris" was created with 
the following criterion :

DEP Profile — is/are — Shared Mac


As a result, any enrolled Mac associated to the "Shared Mac" profile will be member of the device 
group "Paris".


Custom configuration profile 

The Custom configuration profile is provisioned with the following steps :

- Management > macOS

- Management Profiles > Certificates / Custom Profiles > Add new profile

- Profile Name : MOM-Custom configuration profile

- Select the file > com.agnosys.config.Mosyle_Business.Paris.MOM.mobileconfig

- Profile Assignment > Add Assignment > Device Enrollment > Devices from specific Device 
Groups > Paris > Tick

- Save


MOM-Content package 

Mosyle FUSE offers to host packages in Mosyle's CDN. With Mosyle Business Premium, the 
MOM-Content package must be hosted on your own Web server.


The MOM-Content package is defined with the following steps :

- Management > macOS

- Management Profiles > Install PKG > PKGs > Add new package

- Click on "Already have a .pkg"

- Select "A) Automatically set App info" then click on "Next"
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- Mosyle FUSE :

	 - Click on "Upload or Select File from CDN"

	 - Upload > Choose a file > MOM-Content.pkg

	 - Public URL : the public URL is automatically defined

	 - Click on "Add enterprise app"

- Mosyle Business Premium :

	 - Public URL : enter the public URL to the package

	 - Click on "Add enterprise app"

- Only if the MOM-Content package is signed :

	 - Management Profiles > Install PKG > PKGs > com.agnosys.pkg.MOM-Content

	 - Enable "This app is Signed"

	 - Save


The MOM-Content package is provisioned with the following steps :

- Management > macOS

- Management Profiles > Install PKG > Profiles > Add new profile

- Name : MOM-Content

- Add application > Enterprise Apps > com.agnosys.pkg.MOM-Content > Tick

- Only if the MOM-Content package is signed : enable "Install with Apple Protocol"

- Self-Service Apps > Do not show the apps in Self-Service

- Profile Assignment > Add Assignment > Device Enrollment > Devices from specific Device 
Groups > Paris > Tick

- Save


MOM-Core package — Via Management Profile 

Mosyle FUSE offers to host packages in Mosyle's CDN. With Mosyle Business Premium, the 
MOM-Core package must be hosted on your own Web server.


The MOM-Core package is defined with the following steps :

- Management > macOS

- Management Profiles > Install PKG > PKGs > Add new package

- Click on "Already have a .pkg"

- Select "A) Automatically set App info" then click on "Next"

- Mosyle FUSE :

	 - Click on "Upload or Select File from CDN"

	 - Upload > Choose a file > MOM-Core.pkg

	 - Public URL : the public URL is automatically defined

	 - Click on "Add enterprise app"

- Mosyle Business Premium :

	 - Public URL : enter the public URL to the package

	 - Click on "Add enterprise app"

- Management Profiles > Install PKG > PKGs > com.agnosys.pkg.MOM-Core

- Enable "This app is Signed"

- Save
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The MOM-Core package is provisioned with the following steps :

- Management > macOS

- Management Profiles > Install PKG > Profiles > Add new profile

- Name : MOM-Core

- Add application > Enterprise Apps > com.agnosys.pkg.MOM-Core > Tick

- Enable "Install with Apple Protocol"

- Self-Service Apps > Do not show the apps in Self-Service

- Profile Assignment > Add Assignment > Device Enrollment > Devices from specific Device 
Groups > Paris > Tick

- Save


MOM-Core package — Via InstallApplication 

This alternative requires less steps but does not provide additional benefit.


The MOM-Core package is provisioned with the following steps :

- Organization > Apple Basic Setup > Enrollment > macOS > Automated Device Enrollment

- Shared Mac (default) > Options during the enrollment

- Enable "Install the InstallApplication PKG"

- Upload new file > select "MOM-Core.pkg"

- Save


MOM Integration Guide v4.26 - 2023/05/14 Page  on 85 131



Provisioning Mosyle Manager for AutoSetup mode 
Three components must be automatically deployed once the device is enrolled to achieve the 
onboarding :

- a Custom configuration profile

- a MOM-Content package

- the MOM-Core package.


This section depicts the key points for the provisioning of these three components in Mosyle 
Manager. Please refer to Mosyle Manager documentation for details not specific to 
MacOnboardingMate.


General configuration 

In this example, the devices are part of an Automated Device Enrollment token named "Mosyle 
Manager" and associated to the default Automated Device Enrollment profile named "Shared 
Mac".


In Management > Device Groups, a Device Group "Paris" was created with the following 
criterion :

DEP Profile — is/are — Shared Mac


As a result, any enrolled Mac associated to the "Shared Mac" profile will be member of the device 
group "Paris".


Custom configuration profile 

The Custom configuration profile is provisioned with the following steps :

- macOS > Management

- Management Profiles > Certificates / Custom Profiles > Add new profile

- Profile Name : MOM-Custom configuration profile

- Select the file > com.agnosys.config.Mosyle_Manager.Paris.MOM.mobileconfig

- Profile Assignment > Select specific users or devices

- Select the users and devices > Assign to Device Groups > Select > Paris > Tick

- Save


MOM-Content package 

The MOM-Content package is hosted on a Web server.


The MOM-Content package is defined with the following steps :

- macOS > Management

- Management Profiles > Install PKG > PKGs > Add new package

- Click on "Already have a .pkg"

- Select "A) Automatically set App info" then click on "Next"

- Public URL : enter the public URL to the package

- Click on "Add enterprise app"
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- Only if the MOM-Content package is signed :

	 - Management Profiles > Install PKG > PKGs > com.agnosys.pkg.MOM-Content

	 - Enable "This app is Signed"

	 - Save


The MOM-Content package is provisioned with the following steps :

- macOS > Management

- Management Profiles > Install PKG > Profiles > Add new profile

- Name : MOM-Content

- Add application > Enterprise Apps > com.agnosys.pkg.MOM-Content > Tick

- Only if the MOM-Content package is signed : enable "Install with Apple Protocol"

- Self-Service Apps > Do not show the apps in Self-Service

- Profile Assignment > Select specific users or devices

- Select the users and devices > Assign to Device Groups > Select > Paris > Tick

- Save


MOM-Core package — Via Management Profile 

The MOM-Core package is hosted on a Web server.


The MOM-Core package is defined with the following steps :

- macOS > Management

- Management Profiles > Install PKG > PKGs > Add new package

- Click on "Already have a .pkg"

- Select "A) Automatically set App info" then click on "Next"

- Public URL : enter the public URL to the package

- Click on "Add enterprise app"

- Management Profiles > Install PKG > PKGs > com.agnosys.pkg.MOM-Core

- Enable "This app is Signed"

- Save


The MOM-Core package is provisioned with the following steps :

- macOS > Management

- Management Profiles > Install PKG > Profiles > Add new profile

- Name : MOM-Core

- Add application > Enterprise Apps > com.agnosys.pkg.MOM-Core > Tick

- Enable "Install with Apple Protocol"

- Self-Service Apps > Do not show the apps in Self-Service

- Profile Assignment > Select specific users or devices

- Select the users and devices > Assign to Device Groups > Select > Paris > Tick

- Save
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MOM-Core package — Via InstallApplication 

This alternative requires less steps but does not provide additional benefit.





The MOM-Core package is provisioned with the following steps :

- macOS > My School > Basic Setup > Enrollment > Automated Device Enrollment

- Shared Mac (default) > Options during the enrollment

- Enable "Install the InstallApplication PKG"

- Upload new file > select "MOM-Core.pkg"

- Save
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Provisioning SimpleMDM for AutoSetup mode 
Three components must be automatically deployed once the device is enrolled to achieve the 
onboarding :

- a Custom configuration profile

- a MOM-Content package

- the MOM-Core package.


This section depicts the key points for the provisioning of these three components in SimpleMDM. 
Please refer to SimpleMDM documentation for details not specific to MacOnboardingMate.


General configuration 

In this example, the devices are part of an Enrollment with type "Automated Enrollment" named 
"SimpleMDM" and configured with an initial device group named "Paris".


As a result, any enrolled Mac associated with this Enrollment will be member of the device group 
"Paris".


Custom configuration profile 

The Custom configuration profile is provisioned with the following steps :

- Configs > Profiles > Create Profile > Custom Configuration Profile

- Name : MOM-Custom configuration profile

- Mobileconfig > Choose File > com.agnosys.config.SimpleMDM.Paris.MOM.mobileconfig

- Enable "For macOS devices, deploy as a device profile instead of a user profile"

- In the Scope section, check only the OS "macOS"

- Save

- Devices > Groups > Paris > Profiles > Assign Profile

- MOM-Custom configuration profile > Assign


MOM-Content package 

The MOM-Content package is defined with the following steps :

- Apps & Media > Catalog > Apps > Add App > Custom App

- Select the file : MOM-Content.pkg > Done


The MOM-Content package is provisioned with the following steps :

- Apps & Media > Assignment

- Create Assignment Group

	 - Name : MacOnboardingMate

	 - Type : Standard — Auto deploy enabled

	 - Save

- MacOnboardingMate

	 - Search for an app or media to add > MOM-Content.pkg

	 - Search for a group or device to add > Paris
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MOM-Core package 

The MOM-Core package is defined with the following steps :

- Apps & Media > Catalog > Apps > Add App > Custom App

- Select the file : MOM-Core.pkg > Done


The MOM-Core package is provisioned with the following steps :

- Apps & Media > Assignment

- MacOnboardingMate (previously created)

	 - Search for an app or media to add > MOM-Core.pkg

	 - Search for a group or device to add > Paris
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Provisioning VMware Workspace ONE for AutoSetup 
mode 
Three components must be automatically deployed once the device is enrolled to achieve the 
onboarding :

- a Custom configuration profile

- a MOM-Content package (signed or unsigned package)

- the MOM-Core package.


Because VMware Workspace ONE offers to deploy multiple packages in the context of 
Automated Device Enrollment, these instructions plans that the two packages are eventually 
installed as Bootstrap Packages. The only counterpart is that signing the MOM-Content package 
is a requirement. However, this procedure provides an alternative to this ideal deployment path if 
the MOM-Content package cannot be signed.


This section depicts the key points for the provisioning of these three components in VMware 
Workspace ONE. Please refer to VMware Workspace ONE documentation for details not specific 
to MacOnboardingMate.


General configuration 

In this example, the devices are part of an Automated Device Enrollment token named 
"Workspace ONE" and associated to a Profile named named "Shared Mac".


The scope of the components installation is here all devices but it should be a devices dynamic 
group containing only the Mac enrolled using Automated Device Enrollment.


Custom configuration profile 

Open the VMware Workspace ONE console.


Go to Resources > Profiles & Baselines > Profiles.


Click on "Add" > "Upload Profile".


Select the platform "macOS" then click on "Upload".


Click on "Choose File", select the Custom configuration profile, click on "Upload" then click on 
"Save".
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Click on "Continue".
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Click in the "Smart Groups" field to add the Organization Group that encompasses the devices 
that are to be prepared with MOM. Click on "Save and Publish".


In the View Device Assignment pane, click on "Publish".





Refresh the page and check that the Custom configuration profile is published and assigned.


MOM-Content package (signed package) 

This section only applies if the MOM-Content package is signed. In this situation, the package 
can be deployed as a Bootstrap Package with the "Expedited Delivery" deployment type.


Open the VMware Workspace ONE console.


Go to Resources > Apps > Native.

Click on "Add" > "Application File".





Select the Organization Group that encompasses the devices that are to be prepared with MOM.


Click on "Upload" and upload MOM-Content.pkg (Type : Local File).


Click on "Continue".
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Select "Expedited Delivery".


Click on "Continue".


In the Settings pane, click on "Save & Assign".





Complete the assignment form :

- Name : MOM-Content

- Assignment Groups : select the Organization Group that encompasses the devices that are to be 
prepared with MOM

- App Delivery Method : Auto

- Display in App Catalog : disabled.
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Click on "Create".


In the Assignment pane, click on "Save".


In the Preview Assigned Devices pane, click on "Publish".





Go to Resources > Apps > Native and check that the application is published and assigned.


MOM-Content package (unsigned package) 

This section only applies if the MOM-Content package is unsigned. In this situation, the package 
cannot be deployed as a Bootstrap Package with the "Expedited Delivery" deployment type. 
Thus, it must be deployed as a regular package with the "Full Software Management" deployment 
type, which adds extra steps.


Open /Applications/Workspace ONE Admin Assistant.


Drag and drop MOM-Content.pkg in the main window.
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Once the parsing is completed, click on "Reveal in Finder".




Identify the package and its associated property list file that are both going to be uploaded.


Open the VMware Workspace ONE console.


Go to Resources > Apps > Native.
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Click on "Add" > "Application File".





Select the Organization Group that encompasses the devices that are to be prepared with MOM.


Click on "Upload" and upload MOM-Content.pkg (Type : Local File).


Click on "Continue".





Select "Full Software Management".


Click on "Upload" and upload the associated property list file.


Click on "Continue".


In the Settings pane, click on "Save & Assign".
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Complete the assignment form :

- Name : MOM-Content

- Assignment Groups : select the Organization Group that encompasses the devices that are to be 
prepared with MOM

- App Delivery Method : Auto

- Display in App Catalog : disabled.


Click on "Create".


In the Assignment pane, click on "Save".


In the Preview Assigned Devices pane, click on "Publish".





Go to Resources > Apps > Native and check that the application is published and assigned.


MOM-Core package 

Reproduce the same steps as for the MOM-Content package (signed package) :

- add the MOM-Core package as a native application

- deploy the application to the same devices using "Expedited Delivery".





Go to Resources > Apps > Native and check that the application is published and assigned.
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Implementing MOM for MDM transition 
This section applies to implement MacOnboardingMate to ease the transition between 2 MDM, 
and migrate Mac and device details from one MDM to another MDM, using both Setup or 
AutoSetup modes.


MDM transition using Setup mode 

Let's consider that a device in production must be migrated from "MDM A" to "MDM B".


The migration configuration is all defined by migration dedicated keys in the MDM configuration 
file.


If no inventory values must be migrated during the device exodus, the 
"MIGRATION_ATTRIBUTE_REDIRECTS" key is not required in the "MDM B" configuration file. In 
this context, the migration is limited to an unenrollment from "MDM A" followed by an enrollment 
in "MDM B" with facilitation options.


If selected inventory values must be migrated during the device exodus, the "MDM B" 
configuration file must contain migration keys relative to "MDM A". The required keys are the 
"MDM A" solution name, the required informations to make authenticated API calls towards 
"MDM A" and the attribute redirections between "MDM A" and "MDM B".


Let's say that the attribute "Tags" in "MDM A" must be redirected to the attribute "Asset Tag" in 
"MDM B". During the migration process, MOM will use the "MDM A" informations to create a local 
device inventory containing this redirected attribute, unenroll the device from "MDM A", enroll the 
device in "MDM B" and eventually use the local device inventory to update the device details in 
"MDM B".


Please note that if the "MDM B" configuration file plans to offer the editing of the attribute "Asset 
Tag" during the customization, the value of attribute "Tags" will be used as a placeholder and the 
final value of the attribute "Asset Tag" will be updated in "MDM B". The redirected attributes not 
planned for editing have their values directly copied as is from "MDM A" to "MDM B".


If the migrated device must be enrolled in "MDM B" with Automated Device Enrollment, in this 
context invoked by MacOnboardingMate and not by the Setup Assistant, please ensure that the 
targeted device is already provisioned for an automated enrollment in AxM and "MDM B" before 
the migration process is triggered. Otherwise, the device may silently migrate from "MDM A" to 
"MDM A" while executing a workflow planned for an enrollment in "MDM B".


MDM transition using AutoSetup mode 

Two scenarios must be considered :

- the device is in production, currently enrolled in "MDM A", and must be migrated to "MDM B"

- the device was enrolled in "MDM A", was resetted and is now provisioned to enroll in "MDM B" 
during the Setup Assistant using Automated Device Enrollment.
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Scenario #1 — The device is in production, currently enrolled in "MDM A", and must be 
migrated to "MDM B" 

Let's consider that a device in production must be migrated from "MDM A" to "MDM B".


The migration configuration is all set up in "MDM A" for MOM-Core, MOM-Content and "MDM B" 
configuration profile with migration dedicated keys. The migration from "MDM A" to "MDM B" is 
therefore under the gouvernance of "MDM A".


Planning the migration for devices in production, the main focus is to ensure that only the targeted 
devices receive those three components and therefore the others won't trigger a migration 
process inadvertently. Depending of your MDM capacities, you may use dedicated smart or static 
device groups, and trigger the migration process manually from a Self Service instead of 
automatically.


If no inventory values must be migrated during the device exodus, the 
"MIGRATION_ATTRIBUTE_REDIRECTS" key is not required in the "MDM B" configuration file. In 
this context, the migration is limited to an unenrollment from "MDM A" followed by an enrollment 
in "MDM B" with facilitation options.


If selected inventory values must be migrated during the device exodus, the "MDM B" 
configuration file must contain migration keys relative to "MDM A". The required keys are the 
"MDM A" solution name (and location name in the context of Meraki Systems Manager), the 
required informations to make authenticated API calls towards "MDM A" and the attribute 
redirections between "MDM A" and "MDM B".


Let's say that the attribute "Tags" in "MDM A" must be redirected to the attribute "Asset Tag" in 
"MDM B". During the migration process, MOM will use the "MDM A" informations to create a local 
device inventory containing this redirected attribute, unenroll the device from "MDM A", enroll the 
device in "MDM B" and eventually use the local device inventory to update the device details in 
"MDM B".


Please note that if the "MDM B" configuration file plans to offer the editing of the attribute "Asset 
Tag" during the customization, the value of attribute "Tags" will be used as a placeholder and the 
final value of the attribute "Asset Tag" will be updated in "MDM B". The redirected attributes not 
planned for editing have their values directly copied as is from "MDM A" to "MDM B".


If the migrated device must be enrolled in "MDM B" with Automated Device Enrollment, in this 
context invoked by MacOnboardingMate and not by the Setup Assistant, please ensure that the 
targeted device is already provisioned for an automated enrollment in AxM and "MDM B" before 
the migration process is triggered. Otherwise, the device may silently migrate from "MDM A" to 
"MDM A" while executing a workflow planned for an enrollment in "MDM B".
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Scenario #2 — The device was enrolled in "MDM A", was resetted and is now provisioned to 
enroll in "MDM B" during the Setup Assistant using Automated Device Enrollment. 

In this scenario, the resetted devices have an history in "MDM A". Rather than migrating devices 
in production, you may decide to reset the devices before onboarding them in "MDM B". In this 
context, MOM may help the MDM transition process by migrating selected inventory values of 
devices from "MDM A" to "MDM B" while the devices are directly enrolled in "MDM B" during 
Setup Assistant using Automated Device Enrollment.


Let's consider that a resetted device is onboarded in "MDM B" grabbing selected inventory 
values of this device in "MDM A".


The onboarding configuration is all set up in "MDM B" for MOM-Core, MOM-Content and 
"MDM B" configuration profile with migration dedicated keys. The copy of selected inventory 
values from "MDM A" to "MDM B" is therefore under the gouvernance of "MDM B".


The "MDM B" configuration file must contain migration keys relative to "MDM A". The required 
keys are the "MDM A" solution name (and location name in the context of Meraki Systems 
Manager), the required informations to make authenticated API calls towards "MDM A" and the 
attribute redirections between "MDM A" and "MDM B".


Let's say that the attribute "Tags" in "MDM A" must be redirected to the attribute "Asset Tag" in 
"MDM B". During the onboarding process, MOM will use the "MDM A" informations to create a 
local device inventory containing this redirected attribute and eventually use the local device 
inventory to update the device details in "MDM B" after the device was enrolled.


Please note that if the "MDM B" configuration file plans to offer the editing of the attribute "Asset 
Tag" during the customization, the value of attribute "Tags" will be used as a placeholder and the 
final value of the attribute "Asset Tag" will be updated in "MDM B". The redirected attributes not 
planned for editing have their values directly copied as is from "MDM A" to "MDM B".
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MDM transition with Apple Profile Manager as the MDM left 

In the context of an MDM transition where Apple Profile Manager is the MDM the devices are 
leaving, specific considerations must be taken into account.


Contrary to the other MDM solutions supported by MOM, Apple Profile Manager does not offer to 
distribute Custom configurations profiles (.mobileconfig files) nor packages (.pkg files). That 
implies that specific steps must be followed to distribute the MDM configuration file, and that 
another mechanism must be used to deploy the MOM-Content and MOM-Core packages.


• MDM configuration file


To distribute the MDM configuration file, follow these steps, adapting for your environment.




First create a Device Group named in this example "Migration to Jamf Pro" and add to this group 
the devices to migrate. Back to the "Settings" tab, click on "Edit".




Select the "Custom Settings" payload in the macOS section then click on "Configure".
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Click on "Upload File" then upload the MDM configuration file (.plist file) to distribute. Note that in 
this context, the MDM configuration file (.plist file) is imported directly, and so has not been 
converted to a Custom configuration profile (.mobileconfig file).


Once the MDM configuration file is uploaded and its properties are displayed, enter in the 
preference domain field the name "com.agnosys.config.MOM" (exactly, no .plist extension here), 
replacing the name of the imported file. Click on "OK" then "Save" and check that the profile is 
distributed to the Device Group members.


• MOM-Content and MOM-Core packages


To distribute the MOM-Content and MOM-Core packages, a software which has the capacity to 
remotely install packages must be available in addition to Apple Profile Manager. Two solutions 
are popular for this purpose :

- Munki : https://www.munki.org/munki/

- Apple Remote Desktop : https://apps.apple.com/fr/app/apple-remote-desktop/id409907375


Because Munki will probably not be implemented for the sole purpose of an MDM migration, let's 
focus on the usage of Apple Remote Desktop.


First add to Apple Remote Desktop the devices to be migrated. Please note that the "Remote 
Management" service of these devices must be configured with at least the two options "Delete 
and replace items" and "Copy items" to allow Apple Remote Desktop to install packages.
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Select at least one available device and click on "Install" in the toolbar. Please note that no logged 
in account is required for the packages to be successfully installed.
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In the Packages list, add both "MOM-Content" and "MOM-Core" packages (the order does not 
matter) then click on "Install".
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Check that the package installation task succeeded.


The migration will now be offered to the first logged in user not disallowed by the 
MIGRATION_DISALLOWED_ACCOUNTS key.
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Onboarding a Mac using MOM in Setup mode 
MOM orchestrates the onboarding of the device in the management solution from an opened 
user’s session. Outside of the context of mobile accounts, this session should be the one of the 
local account which is aimed to become the MDM enabled (capable) user aka the only user on the 
device to be able to receive User-level Configuration profiles (User Channel).


Enrollment experience 

In the context of an MDM solution, the device is enrolled according :

- Automated Device Enrollment if the device is fully provisioned in AxM and MDM

- Device Enrollment in the opposite situation.


In the context of Automated Device Enrollment, the location (destination point) of the device that 
determines the workflow to execute is automatically deducted from the detection of one or two 
specific values in the Automated Device Enrollment profile retrieved. Consult the 
"MOM_Dictionary" table to learn more.


In the context of Device Enrollment, the location (destination point) of the device that determines 
the workflow to execute is :

- manually selected from a Location Selector when two or more locations are configured in the 
Setup configuration file

- automatically selected when only one location is configured in the Setup configuration file.


In the context of Parallels Mac Management or Munki as the main management solution (MDM 
solution not used), the device is enrolled with the same experience as "Device Enrollment".
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MOM execution 




With macOS Big Sur (macOS 11) and earlier, store together "MOM-Core.pkg" and "MOM-Core-
Companion.dmg" at the location you prefer (in the logged in user home folder, a USB key, etc.).


With macOS Monterey (macOS 12) and later, store together "MOM-Core.pkg" and "MOM-Core-
Companion.dmg" in /Users/Shared or a USB key (the mounting of a disk image located in the 
logged in user home directory is not allowed).


Double-click on "MOM-Core.pkg" and proceed to its installation (administrative privileges 
required).
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Enter the security code and click on "OK".


After a couple of seconds, the Welcome pane displays a greeting message and the licence status 
(customer and expiration date).





In the context of Device Enrollment and two or more locations configured in the Setup 
configuration file, click on the "Register" button to access the Location Selector.
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Select the targeted location for the device and click on "Register".


Follow the instructions displayed according the planned workflow for the chosen location.
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The landing pane confirms that the device was fully onboarded in the management solution.
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Onboarding a Mac using MOM in AutoSetup mode 
MOM orchestrates the onboarding of the device in the management solution as soon as possible 
in the context of Automated Device Enrollment.


Enrollment experience 

The device is first enrolled with Automated Device Enrollment.


Then the device retrieves the three required components :

- a Custom configuration profile

- a MOM-Content package

- the MOM-Core package.


The Custom configuration profile is always installed right after the enrollment.


If the MOM-Core package is installed first, MOM waits until the MOM-Content package is 
installed before proceeding.


MOM is designed to offer a graphical interface that does not interfer with the onboarding. 
Depending of the Finder detection at two key stages of MOM execution, the Welcome pane is 
displayed earlier or later.


MOM execution 

Wait for the Setup Assistant to be opened then :

- configure the country or region, the written and spoken languages and the accessibility settings

- continue with "Remote Management" (this step can vary according the MDM configuration).


Please note that all these steps can be automated or bypassed using "Auto Advance for Mac" 
and an Automated Device Enrollment profile that skips the "Accessibility" pane (Ethernet 
required).
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In this example, the macOS login window is displayed a couple of seconds before the third party 
login window pane is kicked-off.
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Then the third party login window is displayed.


Once a user's session is opened, after a couple of seconds, the Welcome pane displays a 
greeting message and the licence status (customer and expiration date).


Several management solutions do not offer to skip the "Create a Computer Account" pane in the 
Automated Device Enrollment profile. As a result, the session of the created account is 
automatically opened and after a couple of seconds, the Welcome pane is displayed.
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Follow the instructions displayed according the planned workflow for the chosen location.
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The landing pane confirms that the device was fully onboarded in the management solution.
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Localizing MOM 

MOM offers two methods to localize the strings displayed during a workflow, a basic one to 
quickly localize a couple of key strings in the configuration files and an advanced one to fully 
localize all strings.


Localization of the configuration files for one language 

If Setup mode is implemented, open the Setup configuration file and localize the strings in the 
DEPNOTIFY section.


For both Setup and AutoSetup modes, open the MDM configuration file(s) and localize the strings 
in the DEPNOTIFY and INTEGRATIONS sections.


As indicated in the MOM Dictionary, use \r to create a new line and \r\r to create a blank line.


Take care of the variables used. Variables must be written exactly as indicated in the 
placeholders, keeping the starting and leading columns ( : ) otherwise their substitutions by 
expected values will fail.


The strings in the EXTRA_INPUT_MENUS offer localizable texts :

- for each menu : MENU_TITLE, BUBBLE_TITLE, BUBBLE_TEXT

- for each menu item : VALUE_DISPLAYED, VALUE_STORED.


The strings in the JAMF_PRO_POLICIES sections offer localizable texts for each policy : 
DEPNOTIFY_MAIN_TEXT, DEPNOTIFY_STATUS.


Eventually, other individual keys can be localized :

- EXIT_ACTION > BUTTON_LABEL : the label for the button to exit the workflow

- MIGRATION_POSTPONE : only the label for each defer button, e.g. "1 day", "1 hour".


Localization of the configuration files for multiple languages 

In the Setup configuration file, the following keys can be localized for multiple languages :

- DEPNOTIFY_MAIN_TITLE

- DEPNOTIFY_MAIN_TEXT


In the MDM configuration file(s), the following keys can be localized for multiple languages :

- DEPNOTIFY_MAIN_TITLE_WELCOME

- DEPNOTIFY_MAIN_TEXT_WELCOME

- DEPNOTIFY_MAIN_TITLE_SETTINGS

- DEPNOTIFY_MAIN_TEXT_SETTINGS_FUTURE

- DEPNOTIFY_MAIN_TEXT_SETTINGS_PRESENT

- DEPNOTIFY_MAIN_TITLE_EULA

- DEPNOTIFY_MAIN_TEXT_EULA

- DEPNOTIFY_BUTTON_LABEL_EULA

- DEPNOTIFY_TITLE_EULA_FORM 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- DEPNOTIFY_SUBTITLE_EULA_FORM

- DEPNOTIFY_MAIN_TITLE_MUNKICHECKIN

- DEPNOTIFY_MAIN_TEXT_MUNKICHECKIN

- DEPNOTIFY_MAIN_TITLE_LANDING

- DEPNOTIFY_MAIN_TEXT_LANDING


1. Identify the language codes to use in the configuration file(s) :


	 - in the Language & Region System Setting (Preference), set the Preferred languages


	 - open a Terminal Window


	 - type the following command :


	 	 defaults read .GlobalPreferences.plist AppleLanguages

	 - read the output for a user which preferred languages are French then English :


(
    "fr-FR",
    "en-FR"

)

2. Convert the Strings to Dictionaries and add one entry for each language supported.





For each entry of the Dictionary, the key name is one of the codes identified at step 1, the key 
type is a string and the key value is the text to display.


When MOM is executed, the previous command is used to define the preferred languages, read 
from top to bottom. Each time a translation is supported, a localizable string is searched 
according to the order of the preferred languages. If no string is available in the preferred 
languages, the fallback is firstly the string in English (en), secondly the first string found in the 
Dictionary, and thirdly the built-in string in English.
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Advanced localization 

Once familiar with the basic localization, you can go with the advanced localization. This 
localization is based on building a custom PO file from a template POT file.


The localization is aimed firstly to translate the built-in strings of MOM in English to another 
language, but can also be diverted to just customize those strings in English.


The POT file is provided in the mom_library subfolder of the MOM Toolkit folder. An example of a 
PO file for French language is available at the same place.


To create a new PO file for your language with the POedit application, please follow these steps.


1. Download Poedit : https://poedit.net/download


2. Open Poedit


3. File > New From POT/PO File...


4. Select MOM Toolkit > mom_library > mom.pot > Open


5. Language of the translation > select the targeted language (e.g. "French")


6. Translate offered strings


In the translations, use \n to create a new line and \n\n to create a blank line. Poedit 
automatically manages the \n when inserting a carriage return.


Take care of the variables used. Variables must be written exactly as indicated in the 
placeholders, keeping the starting and leading columns ( : ) otherwise their substitutions by 
expected values will fail.


If a translation is blank in the PO file, the fallback is the built-in string in English.


To display an image instead of a DEPNotify "MainText", enter for the translation 
"MainTextImage:" followed by the name of the picture in the MOM Content (e.g. 
"MainTextImage:welcome_picture.png).


7. Identify the language code to use in the PO filename :


	 - in the Language & Region System Setting (Preference), set the Preferred languages


	 - open a Terminal Window


	 - type the following command :


	 	 defaults read .GlobalPreferences.plist AppleLanguages
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	 - read the output for a user which preferred languages are French then English :


(
    "fr-FR",
    "en-FR"

)

8. File > Save > Save As : name the file "mom_languagecode.po" (e.g. "mom_fr.po")


9. Add the PO file to the MOM Content (MO files are not supported, see POedit Preferences to 
stop their compilation)


10. To update an existing PO file with the strings of an updated mom.pot file : Translation > 
Update from POT File


When MOM is executed, the previous command is used to define which PO file must be invoked. 
The languages are read from top to bottom. As a PO file matches the language read, it is cached 
for the length of the workflow and the evaluation stops. If the language read is English and no PO 
file is available for English, the built-in strings in English are displayed.
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Updating MOM 
To safely update your MOM implementation with the latest version of the product, please follow 
these instructions carefully.


The components to be updated are respectively :

- MOM Toolkit (Setup and AutoSetup modes)

- Setup configuration file (Setup mode only)

- MDM configuration file(s) (Setup and AutoSetup modes)

- Custom configuration profile(s) (AutoSetup mode only)

- MOM Content package (AutoSetup mode only)

- MOM Setup Companion (Setup mode only)

- MOM Core package (Setup and AutoSetup modes).


MOM Toolkit (Setup and AutoSetup modes) 

First of all, backup your current MOM-Toolkit folder. It contains ressources that must be preserved 
during the update.


1. Rename your current MOM-Toolkit folder, adding a suffix like "_previous"


2. Download and install the updated version of MOM Toolkit


3. Place the updated MOM-Toolkit folder next to the previous MOM-Toolkit folder


4. Copy from the previous folder the .plist files stored in mom_configs > locations_plists to the 
updated folder in mom_configs > locations_plists


5. Copy from the previous folder the folder mom_configs > locations_profiles > output to the 
updated folder in mom_configs > locations_profiles (.mobileconfig files included)


6. Rename the file mom_configs > setup.plist, adding a suffix like "_template"


7. Copy from the previous folder the file mom_configs > setup.plist to the updated folder in 
mom_configs


8. Copy from the previous folder the folder mom_content > binaries to the updated folder in 
mom_content (.pkg files included)


9. Copy from the previous folder the content of the folder mom_content > Content except 
MOM-Content.app to the updated folder in mom_content > Content (mom_rsa_key.pri and 
other resources included)
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10. Copy from the previous folder the following 2 files stored in mom_secrets to the updated 
folder in mom_secrets :


	 - mom_rsa_key.pri

	 - mom_rsa_key.pub


To summarize, the figure below shows the copied resources with green dots.





Setup configuration file (Setup mode only) 

Open the updated MOM Dictionary alongside the updated setup_template.plist file and complete 
your current setup.plist file to implement as desired new capacities of MOM.
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MDM configuration file(s) (Setup and AutoSetup modes) 

Open the updated MOM Dictionary alongside the updated location_1.plist file and complete your 
current .plist file(s) to implement as desired new capacities of MOM.


Custom configuration profile(s) (AutoSetup mode only) 

1. Refer to this documentation to convert your updated MDM configuration file(s) to Custom 
configuration profile(s). This one / these ones will reuse the same Identifier(s) as the previous 
Custom configuration profile(s), thanks to the output folder copied at the expected location.


2. Refer to this documentation and the MDM documentation to distribute the new Custom 
configuration profile(s) generated.


MOM Content package (Setup and AutoSetup modes) 

As the private key contained in the file "mom_rsa_key.pri" is static and if you didn't update the 
other resources, no action is necessary.


If you implemented an advanced localization, you may have to revise your PO files after importing 
the updated POT file provided. Otherwise, built-in strings in English may be unexpectedly 
displayed.


If you updated the other resources :

- refer to this documentation to build an updated MOM-Content package

- refer to this documentation and the MDM documentation to deploy the updated package.


MOM Setup Companion (Setup mode only) 

If something has been updated either in the Setup configuration file, the MDM configuration file(s) 
or the MOM Content package, refer to this documentation to build an updated MOM-Setup-
Companion disk image.


MOM Core package (Setup and AutoSetup modes) 

Download the updated version of MOM Core.


In the context of Setup mode, execute MOM opening the updated package.


In the context of AutoSetup mode, refer to this documentation and the MDM documentation to 
deploy the updated package.
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Edge cases 
Remediation scenario 

In addition to onboarding and migration scenarios, some customers have experimented with 
using MacOnboardingMate as a remediation wizard.


The remediation scenario is aimed to give a device a fresh start with the management solution, 
without wiping it. It is supposed to be triggered on demand by the end user from the Self Service 
of the management solution.


The remediation scenario is technically a diverted version of the migration scenario, using 
identical informations for the keys that qualify the MDM to leave and the MDM to join.


The following key pairs must match :

- MDMSOLUTION / MIGRATION_MDMSOLUTION

- APIURL / MIGRATION_APIURL

- APIAUTHENTICATIONSTRING / MIGRATION_APIAUTHENTICATIONSTRING


Some other keys require an appropriate configuration :

- MIGRATION_DISALLOWED_ACCOUNTS should contain the management account(s)

- MIGRATION_DISALLOWED_AFTER_WORKFLOW_DONE must be set to "false"

- MIGRATION_WARNING_MIGRATION_DONE must be set to "false"

- MIGRATION_CHOOSE_INVENTORY_SOURCE must be set to "false"

- MIGRATION_POSTPONE should be set to "undefined"

- MIGRATION_POWER_MANAGEMENT should be set to "battery"

- MIGRATION_ATTRIBUTE_REDIRECTS :


- must be set to "undefined" if the unenrollment process does not imply that the device 
details are lost ; in this context, no migration of attributes is planned

- must contain matching pairs of attributes if the unenrollment process implies that the 
device details are lost, like Asset_Tag>Asset_Tag,Building>Building ; in this context, 
attributes are stored before the unenrollment and restored after the enrollment.


Preflight and postflight scripts may be invoked during the remediation process to execute specific 
provisioning and cleaning tasks.


As for the onboarding and migration scenarios, the remediation scenario must be carefully tested 
before being made available to the end users.
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MDM migration / Meraki Systems Manager / Locked Management Profiles 

Context of the edge case :


- Migration planned from Meraki Systems Manager to UltimateMDM with AutoSetup mode

- Device executing :

	 - any version of macOS 11

	 - any version of macOS 12 except macOS 12.3.x (a required call to Apple Business 
Manager or Apple School Manager is rate limited to once every 23 hours)

	 - any version of macOS 13

- Device enrolled in Meraki Systems Manager with a locked Remote Management profile

- Device assigned to an Automated Device Enrollment Profile :

	 - linked to Meraki Systems Manager

	 - Removable : No

- Logged in user is a standard account or an admin account


Known macOS limitation : the unenrollment must be performed from the same user session as the 
one used for the enrollment if the associated user account still exists on the device.


This is the chronology of the required interactions between the IT Support and the End User.


• IT Support :


- Device assigned to a Custom configuration profile that plans a migration from Meraki Systems 
Manager to UltimateMDM

- MOM Content and MOM Core packages pushed to the device

- Webhook message received :

"Workflow of type migration started"


• End User :


- MOM started

- User chooses to execute the migration now (postpone possible if planned)

- Message displayed :

"The Remote Management Profile of this device is locked. The workflow will be paused until the 
unenrollment is done. Please follow the displayed instructions."

- Dialog displayed :

"Please contact the IT Support. Once confirmed that an Automated Device Enrollment Profile that 
plans a removable Remote Management Profile is assigned to the device, click on Continue."

- User contacts the IT Support


• IT Support :


- Webhook message received :

"Device pending unenrollment from Meraki Systems Manager"

- Device assigned to an Automated Device Enrollment Profile :

	 - still linked to Meraki Systems Manager

	 - Removable : Yes
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- IT Support confirms to the user that he can click on "Continue"


• End User :


- User clicks on "Continue"

- Dialog displayed :

"After clicking the Continue button, a device enrollment notification is going to be displayed in the 
upper right corner of the screen. Please click inside this notification and proceed to the update of 
the management configuration."

- User clicks on "Continue"

- macOS notification displayed :

"Device Enrolment - Update company name configuration"

- User clicks inside the notification

- Profiles System Preference is automatically opened

- macOS dialog displayed :

"Update Device Enrolment? - Update management configuration for company name"

- User clicks on "Update"

- Depending of how fast the update action is done, reminder dialog displayed :

"The Remote Management Profile of this device is still locked. After clicking the Continue button, 
a device enrollment notification is going to be displayed in the upper right corner of the screen. 
Please click inside this notification and proceed to the update of the management configuration."

- User clicks on "Continue"

- Once the device enrollment update is done, the Remote Management Profile becomes 
removable

- MOM deletes locally the unlocked Remote Management Profile


• IT Support :


- Webhook message received :

"Device unenrolled from Meraki Systems Manager"


• End User :


- Message displayed :

"The MDM enrollment provisioning of this device must be managed by the IT Support. Please 
follow the displayed instructions."

- Dialog displayed :

"Once the IT Support has confirmed that the planned MDM enrollment provisioning is assigned to 
the device, click on Continue."


• IT Support :


- Webhook message received :

"Device pending provisioning to enroll in UltimateMDM"

- In Apple Business Manager : device assigned to UltimateMDM

- In UltimateMDM : device assigned to an Automated Device Enrollment Profile

- IT Support confirms to the user that he can click on "Continue"
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• End User :

- User clicks on "Continue"


The workflow continues first with the device enrollment in UltimateMDM using Automated Device 
Enrollment.
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Troubleshooting 
When using the commands described below, pay attention to use "straight" double quotes and 
not "curly" double quotes often generated automatically by word processing applications.


Enable the logging manually 

Open the Terminal utility located in /Applications/Utilities.


Two level of logging can be enabled, depending of the debug flag created.


To enable a standard logging, type :

sudo touch "/Library/Application Support/MOM/debug"


To enable a verbose logging, type :

sudo touch "/Library/Application Support/MOM/debugverbose"


Enter your password.


Logs are written in /private/var/log.


Warning : Do not forget to delete the MOM logs once the log analysis is completed.


Enable the logging with Custom configuration profile 

Two level of logging can be enabled, depending of the value entered for the DEBUGMODE.


To enable a standard logging, set the DEBUGMODE key to "debug".


To enable a verbose logging, set the DEBUGMODE key to "debugverbose".


Logs are written in /private/var/log.


Warning : Do not forget to delete the MOM logs once the log analysis is completed.


Note that this setting is ignored if the logging has been already enabled by the manual creation of 
a debug flag. 


Display the logs from the Console utility 

Open the Console utility located in /Applications/Utilities.


Select Reports > Log Reports > a log file whose name begins with "MOM-"
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Display the logs from the Terminal utility 

Select Finder > Go > Go to Folder > /private/var/log


Open the Terminal utility located in /Applications/Utilities.


Type : sudo cat

Type a space then drag and drop a log file whose name begins with "MOM-"


Enter your password.


In the context of a request for support, please attach a verbose log to your message.


Solve a non-reinstallation issue 

This section only applies if the management solution is Microsoft Intune.


To help the MDM determine that the MOM-Core package and/or the MOM-Content package have 
been successfully installed so these last are not reinstalled in loop at each sync, MOM generates 
two hidden detection apps :

- /Applications/MOM-Core.app

- /Applications/MOM-Content.app.


The side effect of their presence is that the MDM will persist to think the packages are installed 
even after the MOM main folder has been removed, which prevents a reinstallation.


To solve this issue, open the Terminal utility located in /Applications/Utilities, type one of the 
following command depending of the package to be reinstalled and enter your password when 
prompted.


sudo rm -Rf /Applications/MOM-Core.app

sudo rm -Rf /Applications/MOM-Content.app

Then trigger an MDM sync to reinstall the targeted package(s).


Reset the safeguards that may prevent a MOM workflow to be executed 

MOM implements multiple safeguards to prevent the unexpected execution of a MOM workflow :

- detection of a MOM workflow in Setup mode already executed

- detection of a MOM workflow in AutoSetup mode already executed

- detection of a running MOM workflow (another one which has not yet ended)

- detection of a postponed MOM workflow (another one which is scheduled to run later).


The counterpart is that these safeguards may prevent a MOM workflow to be executed, 
specifically during testings.
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To defeat the safeguard associated to the 
"MIGRATION_DISALLOWED_AFTER_WORKFLOW_DONE" key set to "true" :

- open a Terminal Window as an administrator account

- type the following command :


rm /Library/Application\ Support/MOM/MOM-*.done

To terminate the execution of a running workflow :

- open a Terminal Window as an administrator account

- type the following commands :

	 


sudo launchctl bootout system/com.agnosys.mom_supervisor
	 sudo launchctl bootout system/com.agnosys.mom

Alternatives to terminate the execution of a running workflow :

- log out and leave the Mac 20 seconds on the login window

- restart or shutdown the Mac.


In the context of an MDM migration, mom_supervisor remains bootstrapped after these actions 
so the migration process is automatically restarted when a user logs in. To terminate an MDM 
migration, mom_supervisor must be deactivated manually using the launchctl bootout command.

No enrollment notification displayed while recording a screencast 

To enable the display of enrollment notifications while recording a screencast :

- open System Preferences > Notifications & Focus

- in the "Allow notifications" section, enable "When mirroring or sharing the display".


In the context of a migration, the "screencapture" process can be added to the list of processes 
that prevent a migration workflow from running when detected 
("MIGRATION_DISALLOWED_PROCESSES" key).
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Support 
Paid support included in MacOnboardingMate offers 

Send your support request to mom.support@agnosys.fr


Support is delivered by email in English and French.


Support is opened Monday to Friday 10:00-17:00 Time Zone Europe/Paris.


The first callback is targeted to be done within 4 hours after the reception of the support request.


Free community support 

Join our Slack channel at https://macadmins.slack.com/archives/C01JLJ8S0RW


The free support is offered as time permits for basic cases, bug report studies and feature request 
discussions.


The community is encouraged to help the other adopters and share its findings.


MacOnboardingMate announcements and public release notes, which are a summary of the 
release notes, are published in the Slack channel.


Release notes 

The release notes are available in the Dropbox folder where the software is available for 
download. They contain a detailed log of the changes introduced with the different released 
versions and the one in development.
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