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Introduction

EasyLAPS is a tool designed to regularly rotate the local administrator account password of a
Mac and store it in a Mobile Device Management (MDM) solution. The main purpose of EasyLAPS
is to have unique passwords on a Mac fleet which are centralized in the MDM console.

EasyLAPS operates a true rotation of the local administrator password, so the account keeps its
cryptographic status. That means that once the password is changed, the account is still a Crypto
user and Volume owner, able to unlock the device, install macOS updates, make changes to the
startup security policy, initiate an Erase All Content and Settings, and more.

Before reading this documentation, please consult the following pages.

* Introduction

https://www.agnosys.com/logiciels/easylaps-en/

* Management solutions support
https://www.agnosys.com/logiciels/easylaps-management-solutions-support-en/

+ Capabilities

https://www.agnosys.com/logiciels/easylaps-capabilities-en/

« Offers and pricing

https://www.agnosys.com/logiciels/easylaps-offers-en/

Important notice

EasyLAPS is designed with a mechanism that will cancel the rotation if the password written to
the MDM (either in encrypted form or in clear text) cannot be validated by a reread and match
process. However, it remains recommended to enable FileVault on computers running
EasyLAPS. In the event of an highly unexpected incident, it will then be possible to revert
manually the local administrator account password to a default one that will then be rotated.




Synopsis

Resources overview

Resources provided by Agnosys or your integrator
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Resources created from the EasyLAPS Toolkit
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rotated passwords

Private Key to decrypt
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Resources used to rotate passwords
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Implementation workflow

Step

Chapter in this document

Get an EasyLAPS License Key

Download the EasyLAPS-Core Package

Download the EasyLAPS-Toolkit Package

Install the Packages app

Install a Property List editor

Install the EasyLAPS-Toolkit

Create the encryption keys

Customize the EasyLAPS configuration file

Create other EasyLAPS configuration files if necessary
Convert configuration files to Custom configuration profiles
Build (and sign) the EasyLAPS-Content package
Provision the MDM for Background Item Management
Provision the MDM with EasyLAPS components
Observe the result of a successful rotation

Display a password stored in encrypted form in MDM
Renewing the license code (once every year)

Updating EasyLAPS to a newer version (year-round)
Enable logging and display logs

Run a rotation manually

Learn more about error codes

Software requirements

EasyLAPS Toolkit installation

Encryption keys creation

EasyLAPS configuration file edition

EasyLAPS Content building

Configuration profiles requirements

Provisioning MDM

Revealing an encrypted password
Renewing EasyLAPS license

Updating EasyLAPS

Troubleshooting



EasyLAPS logics

EasyLAPS offers two functioning logics and is designed to manage transparently a change
between the two.

You may find that neither of these two logics fits perfectly your security requirements, specifically
in highly regulated environments. The main purpose of EasyLAPS remains to have unique
passwords on a Mac fleet which are centralized in the MDM console. If you know what should be
improved in EasyLAPS after seeing the product in action so this last fits your requirement, please
feel free to share your ideas with Franck Sartori (francks) on the EasyLAPS Slack community,
publicly or privately.

Logic #1 or Logic #2 can be enabled anytime due to the failover to the other logic planned at the
"Define current password" step in the following diagrams.

The Key pair used to encrypt and decrypt values in the Configuration Profiles and new password
for Logic #1 are generated by the customer and therefore unknown by the vendor.



Logic #1

Logic 1 - Password Discovery mode 1 (recommended)

Password stored in encrypted form in MDM
Password always stored in EasyLAPS Keychain
v

EasyLAPS Content
Private key L i
Initialization
EasyLAPS Core Using Configuration Profile
LaunchDaemon / Script +

Management account
Created if missing - Properties edition

Script started

Execution interval

Configuration Profile
Encrypted Initial p.
Management account properties +

Rotation frequency

Encrypted API credentials
New password policy Accounts status

Public Key for Password encryption Promote to admin / demote to standard

Password discovery
1) EasyLAPS Keychain 4---*{ Current password read from EasyLAPS Keychain l‘— »
2) MDM (EasyLAPS) attribute 1

3) Initial password

‘ Encrypted password
N "
| Current password defined ? [**#| Rotation aborted |
i Yes
Time to rotate? [, - -
According rotation frequency [~ SCprt exited
Forced if initial p used
* Yes

Define new password
According password policy (letters, numbers, symbols)

* Yes

New password encryption
Using Public Key for Password encryption

Update password in MDM |5 A8 FFSTE . > Password decryption
MDM (EasyLAPS) attribute Using Private Key for Password encryption

Encrypted password

A

| Password read matches Password written ? |>'-“-°->| Attempt to revert to previous password FE' =iy a —| Rotation aborted

y Yes Encrypted new password
| Update password in Keychain |—> m

Encrypted new password

Follow-up File Update

Last password rotation time
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The password is stored in encrypted form in the MDM and in the EasyLAPS Keychain. EasyLAPS
uses the locally stored password as the current password to manage the rotation to the new
generated one which is then written in the MDM. The public key used for the encryption is part of
the EasyLAPS configuration file. The private key is not present on the device and must be kept in
restricted access.

This logic fits best when a large number of technicians have access to the MDM console and only
those who own a copy of the EasyLAPS-Toolkit with the private key can reveal a rotated
password.

When the new password fails to be updated in the MDM, a password reversion to the previous
one is triggered so the management account password continues to match the password stored
in MDM. If this reversion fails, most of the time because it is prevented by a password policy,
there will be a mismatch between the management account password and the password stored in
the MDM. This mismatch will be solved at the next rotation as the management account
password is always stored in encrypted form in the EasyLAPS Keychain. Expecting the next
rotation is successful, the password stored in MDM will be the correct one at the next EasyLAPS
execution.

To activate this logic, the MDMPASSWORDENCRYPTIONKEY key must be configured in the
EasyLAPS configuration file. The "public key" placeholder must therefore be replaced by a public
key generated with the "easylaps_rsa_keygen_passwd" script as explained in this document.



Logic #2

Logic 2 - Password Discovery mode 1 (recommended)

Password stored in clear text form in MDM
Password not stored in EasyLAPS Keychain unless a rotation issue occurs

EasyLAPS Content
Private key
EasyLAPS Core
LaunchDaemon / Script

Configuration Profile
Encrypted Initial password
Management account properties
Rotation frequency
Encrypted API credentials
New password policy

Script started

Execution interval

v

Initialization
Using Configuration Profile

v

Management account
Created if missing - Properties edition

v

Accounts status
Promote to admin / demote to standard

4---*{ Current password read from MDM (EasyLAPS) attribute I‘— m

Password discovery
Clear text password

1) MDM (EasyLAPS) attribute
2) EasyLAPS Keychain
3) Initial password

| Current password defined ? |‘N-°'> Rotation aborted |

i Yes

Time to rotate ?
According rotation frequency
Forced if initial password used

-
§ Yes

Define new password
According password policy (letters, numbers, symbols)

| Password rotation in Local Directory |

| New password validated ?

Encrypted new password

v Yes

Update password in MDM

@ Rotation aborted
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MDM (EasyLAPS) attribute
Clear text password Encrypted new password
v A No
Password read matches Password written ? P"‘">| Password read is the previous password ? |-""v'e-s'>
i Yes

Encrypted new password

y
Password read is still the previous
password after 10 seconds ?
‘ No
Follow-up File Update

Last password rotation time

Follow-up File Update

Last password rotation time
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The password is stored in clear text in the MDM and is not stored in the EasyLAPS Keychain
unless a rotation issue occurs. EasyLAPS reads the password stored in the MDM and uses it as
the current password to manage the rotation to the new generated one which is then written in
the MDM.

The logic fits best when a restricted number of technicians have access to the MDM console and
then are able to reveal a rotated password.

When the new password fails to be updated in the MDM, the management account password is
temporarily stored in encrypted form in the EasyLAPS Keychain. Expecting the next rotation is
successful, the password stored in MDM will be the correct one at the next EasyLAPS execution.

To activate this logic, the MDMPASSWORDENCRYPTIONKEY key must be deleted in the
EasyLAPS configuration file. Please note that the only presence of this key, even with an empty
value, will trigger the activation of Logic #1.



Software requirements

macOS

EasyLAPS requires macOS 10.13.4 and later.

EasyLAPS packages

Download (only) the following packages from this URL :
https://www.dropbox.com/sh/x5tn8u3gpokotgc/AAAaygDDf-ZWzT-ni7csZ4KOa?dl=0
- EasyLAPS-Core-version.pkg

- EasyLAPS-Toolkit-version.pkg

The installation of EasyLAPS-Toolkit is described in the "EasyLAPS Toolkit installation" chapter.
EasyLAPS requires a license key provided by Agnosys or your integrator.
Packaging editor

Download and install the "Packages" app (free) from this URL :

http://s.sudre.free.fr/Software/Packages/about.html

Property List editor

This documentation refers to the "PLIST Editor" app available on the Mac App Store :
https://apps.apple.com/app/plist-editor/id1157491961

You can use the Property List editor of your choice (e.g. Xcode).

Text Editor

If the MDM solution is VMware Workspace ONE, this documentation refers to "Sublime Text"
available at this address for the opening of a Plist file :

https://www.sublimetext.com/download_thanks?target=mac
VMware Workspace ONE Admin Assistant
If the MDM solution is VMware Workspace ONE, download and install this tool :

Workspace ONE Admin Assistant
https://getwsone.com/AdminAssistant/VMwareWorkspaceONEAdminAssistant.dmg



EasyLAPS Toolkit installation

Double-click on EasyLAPS-Toolkit-version.pkg

@ « Install EasyLAPS-Toolkit 8

Welcome to the EasyLAPS-Toolkit Installer

elintroduction You will be guided through the steps necessary to install this
software.

Continue

Enter your administrator password when prompted.

The "EasyLAPS-Toolkit" folder is created in /Users/Shared. It contains the following subfolders :
- easylaps_configs

- easylaps_content

- easylaps_library

- easylaps_secrets

Move the "EasyLAPS-Toolkit" folder in a location in your home folder that only you can access.

Do not modify the content of the "EasyLAPS-Toolkit" folder unless instructed to do so for specific
items.



Encryption keys creation

EasyLAPS uses two private / public key pairs :
- one pair recommanded to encrypt the sensitive informations in an EasyLAPS Property List
- one pair required only if you want to encrypt the rotated passwords stored in the MDM.

Key pair to encrypt the sensitive informations in an EasyLAPS Property List

Sensitive informations in an EasyLAPS Property List are protected from direct observation using a
RSA encryption method :

- a private / public key pair is created with the "easylaps_rsa_keygen" script

- the public key is used when encrypting a value with the "easylaps_rsa_engine" script

- the private key is used by EasyLAPS to decrypt locally the encrypted values

- the private key is automatically embedded in the EasyLAPS-Content package.

v [ EasyLAPS-Toolkit

> 07 easylaps_configs

> 07 easylaps_content

> T easylaps_library

v [ easylaps_secrets
easylaps_rsa_decrypt_passwd.command
easylaps_rsa_engine.command
easylaps_rsa_keygen_passwd.command
easylaps_rsa_keygen.command

Open the "EasyLAPS-Toolkit" folder.
Open the "easylaps_secrets" subfolder.
Execute the "easylaps_rsa_keygen" script (double-click on the .command file).

The script is aimed to be executed only once because the private / public key pair must be static
for the whole EasyLAPS integration lifetime.



@ @® & apple — easylaps_rsa_keygen.command — 112x17

Last login: Thu Aug 12 14:54:59 on console
/Users/apple/Desktop/EasyLAPS-Toolkit/easylaps_secrets/easylaps_rsa_keygen.command ; exit;

apple@MacBook-Air ~ % /Users/apple/Desktop/EasyLAPS-Toolkit/easylaps_secrets/easylaps_rsa_keygen.command ; exit;
**%* Start : easylaps_rsa_keygen.command sk

Private key not detected. Proceeding...

Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)

writing RSA key

Saving session...

...copying shared history...

...saving history...truncating history files...
...completed.

Deleting expired sessions...none found.

[Process completed]

The private / public key pair is created at the following path :
EasyLAPS-Toolkit > easylaps_secrets > easylaps_rsa_key.pri and easylaps_rsa_key.pub

If you delete the private key at this path, execute the script again. It will generate another private /
public key pair with the consequence that you will have to :

- re-encrypt all the sensitive strings

- generate a new EasyLAPS-Content package.

The private key is automatically copied at the following path :
EasyLAPS-Toolkit > easylaps_content > Content > easylaps_rsa_key.pri

If you delete the private key at this path, execute the script again. It will copy again the existing
private key.

Key pair to encrypt the rotated passwords stored in the MDM

This section only applies if the activation of Logic #1 is planned.

Rotated passwords stored in MDM can be protected from direct observation (aka not displayed
as clear text) using a RSA encryption method :

- a private / public key pair is created with the "easylaps_rsa_keygen_passwd" script

- the public key is used by EasyLAPS to encrypt the password before storing it in MDM

- the private key is used when decrypting a password with the "easylaps_rsa_decrypt_passwd"
script.



v 07 EasyLAPS-Toolkit
__ easylaps_configs
= easylaps_content
= easylaps_library

v VvV Vv

[
—

v | easylaps_secrets
easylaps_rsa_decrypt_passwd.command
easylaps_rsa_engine.command
easylaps_rsa_keygen_passwd.command
easylaps_rsa_keygen.command

Open the "EasyLAPS-Toolkit" folder.
Open the "easylaps_secrets" subfolder.
Execute the "easylaps_rsa_keygen_passwd" script (double-click on the .command file).

The script is aimed to be executed only once because the private / public key pair must be static
for the whole EasyLAPS integration lifetime.

[ ] @® {3 apple — easylaps_rsa_keygen_passwd.command — 127x29

Last login: Thu Aug 12 15:40:30 on ttys00e@
/Users/apple/Desktop/EasyLAPS-Toolkit/easylaps_secrets/easylaps_rsa_keygen_passwd.command ; exit;

apple@MacBook-Air ~ % /Users/apple/Desktop/EasyLAPS-Toolkit/easylaps_secrets/easylaps_rsa_keygen_passwd.command ; exit;
*%*k Start : easylaps_rsa_keygen_passwd.command %

No Private Key detected. Assuming this tool is executed for the first time.

This tool is going to generate an RSA Key Pair used when the rotated password must be stored in encrypted form in the MDM.
Private Key : easylaps_rsa_key_passwd.pri

- this key is used to decrypt a password

— this key must be kept in restricted access.

Public Key : easylaps_rsa_key_passwd.pub

— this key is used to encrypt a password

- this key must be added manually in the EasyLAPS configuration file.

Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)

writing RSA key

RSA Public Key : LS@tLS1CRUdJITiBQVUIMSUMgSOVZLSOtLSOKTU1IQk1lqQUSCZ2txaGtpRz13MEIBUUVGQUFPQOFROEFNSULCQ2dLQ@FRRUFZWXNrUDZIMXhmbV
BNZkRrZ1FHQgpMdmhKcTArSjYyUFF6WGUveG9IMnd4TWAXdUMVNFQ5¢cG9jUVdqd29xZ1Z2qZzQyW1RHL2hrNW1YRFhGQ2pscFI3C11MMDZXeF11QV1qYTRRViM2bE1Qe

GhwakpIUEhDZzh3ejAyUnIWWmhtU@s@dW8rcTAzRVg5VStYUTdvdkRuMlcKdUtjSHABbWFOVNVMK3J4YzNPW1dUbG5JUHFqVWIONUdPbWZrRO9XxUOXCA3N6YFhKMHp4
bVgyd1YyVjidmM21gZQpIZXVnYk1BbDAzRkg50WVRaU9wek8zb@kveXkxengwecmhEMExncFJZ0Tg1UGZPd1Bil 3FMQUZFAXRZb1c@SWZ3Cm1jRWO2a2p4QmdncUdlazB
DRWZFT2V6Z21QekVuWlovWXVXNORUSTh2UTFzcm90Rk43S2VQYZzByQOhGd21xZ1IKMHAIREFRQUIKLSOtLS1FTkQQUFVCTEIDIEtFWSOtLSOtCg==

Copy / paste the RSA Public Key in the MDMPASSWORDENCRYPTIONKEY key of the EasyLAPS configuration file

*%% Disclaimer : Do not renew this RSA Key Pair once EasyLAPS has been used in production. Access to encrypted passwords stored
in MDM may be lost definitely if the previous RSA Key Pair used can't be restored from a backup. skx

Saving session...

...copying shared history...

...saving history...truncating history files...

...completed.

Do not close this window that displays the encoded RSA Public Key which will be used in the
next chapter to populate the MDMPASSWORDENCRYPTION key.
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The private / public key pair is created at the following path :
EasyLAPS-Toolkit > easylaps_secrets > easylaps_rsa_key_passwd.pri and
easylaps_rsa_key_passwd.pub

If you inadvertently closed the window, execute the "easylaps_rsa_keygen_passwd" script to
display the encoded RSA Public Key again.



EasyLAPS configuration file edition

The EasyLAPS configuration file contains a set of mandatory and optional keys that dictates the
functioning and the logic of EasyLAPS.

Access to the configuration file template

v [ EasyLAPS-Toolkit

v 7 easylaps_configs

v [ configs_plists
config_1.plist
> T configs_profiles

> T easylaps_content

> T easylaps_library

> T easylaps_secrets

Open the "EasyLAPS-Toolkit" folder.

Open the "easylaps_configs" subfolder.

Open the "configs_plists" subfolder.

Open the "config_1.plist" property list with you favorite editor.

Reference for configuration file keys

Please consult the EasyLAPS Dictionary, whose filename is "3. EasyLAPS_Dictionary.pdf", to
learn how to edit a configuration file.

All keys are important so it is recommended to take the time to read the document completely.
Some keys require extra informations that are detailed in this section.

Please do not forget to delete the MDMPASSWORDENCRYPTION key if the activation of Logic #2
is planned.



Public key to encrypt the rotated passwords stored in the MDM

This section only applies if the activation of Logic #1 is planned.

You should start with this key considering it is currently displayed in the still opened Terminal
window.

Copy the encoded RSA Public Key (one-line string ending exactly with two "=" characters) from
the Terminal window.

® © ® config_1.plist + 4 © VT 4 Q
Add Edit Value Duplicate PLIST Format Find
Key Type Value
v Root Dictionary <
LICENSE String <
MDMSOLUTION String < Jamf Pro
MDMLOCATION String T Paris
APIURL String C https://hostname.jamfcloud.com
APIAUTHENTICATIONSTRING String C RSA-encrypted_authentication_string
JQ_URL String C https://github.com/stedolan/jq/releases/download/jg-1.6/jg-0sx-amd64
BLOCKEDLIST String C /+oo0ll
SYMBOLSLIST String C 1@#5%
SYMBOLSNUMBER Number T1
MGTACCOUNT String < ladmin
MGTACCOUNTFULLNAME String C Local Administrator
MGTACCOUNTUID Number < 600
MGTACCOUNTSHELL String C /bin/zsh
MGTACCOUNTHOME String { JUsers/ladmin
MGTACCOUNTPASSWORD String { RSA-encrypted_mgt_account_password
MGTACCOUNTPICTURE String C mgtaccount_picture.png
MGTACCOUNTHIDDEN Boolean ¢ NO <
PASSWORDEXPIRATION Number < 30
PASSWORDLENGTH Number ‘12
£ tCdCtvY294QUgySj)ZajhrcU)UZzkKa3dJREFRQUIKLSOLLS 1FTkQGUFVCTEIDIEFWSOtLSOtCg = =||

MDMPASSWORDENCRYPTIONKEY String

Paste the encoded RSA Public Key in the MDMPASSWORDENCRYPTION key.

Select File > Save and then you can safely close the Terminal window.

License key

® © ® config_1.plist + 4 XML ¢ Q
Add Edit Value Duplicate PLIST Format Find
Key Type Value
v Root Dictionary ]
LICENSE String £ [CbHnjKEtrpsEHs suONVBEAAIME7eFbOBq9+E/omb2ruPx/krjrl22r5xSj9xmFxUrSDzLQisQ= =||
MDMSOLUTION String C Jamf Pro
MDMLOCATION String C Paris
APIURL String C https://hostname.jamfcloud.com
APIAUTHENTICATIONSTRING String { RSA-encrypted_authentication_string
JQ_URL String C https://github.com/stedolan/jg/releases/download/jg-1.6/jg-osx-amd64
BLOCKEDLIST String < /+ooll

Paste the EasyLAPS license key in the LICENSE key.

The license key is a one-line string ending exactly with two "=" characters.
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Management account keys

The expected starting situation is that the devices already have the management account defined
by the management account keys of the EasyLAPS configuration file.

When EasyLAPS is executed, it detects the existence of the targeted management account.

If the management account does exist, it is eventually updated for the
MGTACCOUNTFULLNAME, MGTACCOUNTSHELL, MGTACCOUNTPICTURE and
MGTACCOUNTHIDDEN keys.

If the management account does not exist, it is created according the complete set of the
management account keys which are MGTACCOUNT, MGTACCOUNTFULLNAME,
MGTACCOUNTUID, MGTACCOUNTSHELL, MGTACCOUNTHOME, MGTACCOUNTPASSWORD,
MGTACCOUNTPICTURE and MGTACCOUNTHIDDEN keys.

The MGTACCOUNT key must contain the local administrator account name (short name) whom
password will be rotated. For example, if the password of the account "sysadmin" must be
rotated, use exactly "sysadmin" for this key.

The MGTACCOUNTFULLNAME key must contain the local administrator account full name. When
the rotation occurs, if the current full name of the local administrator account is not the value of
this key, the value of this key will replace the current full name of the local administrator account,
so all local administrator accounts share the same full name.

The MGTACCOUNTUID key can be left to the example value of 600. This key is only used when
EasyLAPS creates the targeted local administrator account.

The MGTACCOUNTSHELL key can be left to the recommended value of "/bin/zsh" which is the
default Shell for new local accounts since macOS 10.15. When the rotation occurs, if the current
Shell of the local administrator account is not the value of this key, the value of this key will
replace the current Shell of the local administrator account, so all local administrator accounts
share the same Shell.

The MGTACCOUNTHOME key contains the path to the local administrator account home folder.
This key is only used when EasyLAPS creates the targeted local administrator account.

The MGTACCOUNTPASSWORD key must contain the local administrator account password as it
is currently. The password must be the existing password, therefore it cannot be an empty string
or an arbitrary string as EasyLAPS requires to know the current password to rotate it. By design,
EasyLAPS changes known passwords and never resets unknown passwords. Please do not miss
to read the "Password complexity" and "Initial password of the local administrator account"
sections below that give more details about this password and its encryption.

The MGTACCOUNTPICTURE key must contain the name of the file included in the EasyLAPS
Content that defines the local administrator account picture. When the rotation occurs, if no
custom picture has been already set, the defined picture will be used, so all local administrator
accounts share the same picture.



The MGTACCOUNTHIDDEN key defines the visibility of the local administrator account. When the
rotation occurs, the account will be made invisible if the key is set to "true", and visible if the key
is set to "false", whatever the previous visibility status was.

Password policy

If a local account password policy has been defined to meet your organization's requirements,
often enforced via a Passcode Configuration profile, please pay attention to the following points.

* When defining a new password, EasyLAPS generates a long string containing random letters
and digits. Then the characters defined in the BLOCKEDLIST key are stripped from this string and
this last is cut according to the PASSWORDLENGTH key. Eventually, the number of symbols
defined by the SYMBOLSNUMBERMAX and SYMBOLSNUMBERMIN keys, chosen at random in
the SYMBOLSLIST key, substitute characters chosen at random in the cut string.

« The BLOCKEDLIST key, the SYMBOLSLIST key and both SYMBOLSNUMBERMAX and
SYMBOLSNUMBERMIN keys are optional.

+ The substitution is triggered when the SYMBOLSLIST value is not set to "undefined" and the
SYMBOLSNUMBERMAX value is greater than 0.

* The SYMBOLSNUMBERMIN value can be equal as the SYMBOLSNUMBERMAX value to set a
fixed number of symbols. The SYMBOLSNUMBERMAX value is automatically set to the
PASSWORDLENGHT value if the former is greater than the latter. The SYMBOLSNUMBERMIN
value is automatically set to the SYMBOLSNUMBERMAX value if the former is greater than the
latter, or if it is equal to 0.

+ As defined in the EasyLAPS logics section, failures may trigger the reversion of the management
account password to the previous one. In case this reversion fails because a password history is
set to prevent the reuse of previous passwords, the new password is stored in encrypted form in
the EasyLAPS Keychain, which is the expected behaviour for Logic #1 but an exception for Logic
#2.

+ EasyLAPS creates the management account defined in the configuration file if it is detected as
missing at the time of the rotation (normally the first one). In this context, the initial password of
the management account before it is rotated is the password defined in the
MGTACCOUNTPASSWORD key. This password must therefore comply with the local account
password policy. In case this compliance is not respected, the management account creation will
fail and the rotation will be aborted.

Initial password of the local administrator account

This password will normally be used only for the first rotation. Then the current password will be
read from the local password file or from the MDM depending of the logic chosen.

To generate the value, follow these instructions :
- open the "EasyLAPS-Toolkit" folder
- open the "easylaps_secrets" subfolder



- execute the "easylaps_rsa_engine" script (double-click on the .command file)
- enter the initial password of the local administrator account

[ ON ) {5 apple — easylaps_rsa_engine.command — 114x17

Last login: Thu Dec 30 22:40:37 on ttys@e00
/Users/apple/Desktop/EasyLAPS-Toolkit/easylaps_secrets/easylaps_rsa_engine.command ; exit;

apple@MBP-de-ladmin ~ % /Users/apple/Desktop/EasyLAPS-Toolkit/easylaps_secrets/easylaps_rsa_engine.command ; exit;
*k* Start : easylaps_rsa_engine.command sk

Value to encrypt or decrypt : PasswordTooMuchKnown

Encrypted value : RSA-EBPhBwLg1N/vS@tlwADm/NTvFtEtvuaNxcY/Cu2G0Z8MX12T9gUVK4QBSAdLILWC4YSOT4DV3BryDWAF3F2ppN8/fhAYh
S9tkmNn3Sic+vYgleLb9BdX6hwWUyM@Z03tS9IpEXuVuWfnC/1c3S0hAVgZgH9800yImOpeBkCIVA17VNP59sklJavgeDZtxM26xnQhxW@2zahDJ4d
yF1lbYtmvDo3k6znkEDBVNQ2b5gcGkqrA@srlX4qaaWbFtaca9OWrvXAPMFXpsnwNfUfhIFyoRWIXmELINR+J0131+jDOGkc5bRz141L8GgyNaFdrégr
MJIbW+pdOgBURsxYQbprQsA==

Sanity check — Decrypted value of the encrypted value : PasswordTooMuchKnown

Saving session...

...copying shared history...

...saving history...truncating history files...
...completed.

[Process completedlfl

- the password is encrypted, displayed and then decrypted for sanity check
- copy the encrypted password (one-line string ending exactly with two "=" characters).

® © ® config_1.plist + 4 2L 4 Q
Add Edit Value Duplicate PLIST Format Find

Key Type Value

v Root Dictionary <
LICENSE String C 0MOgeurqzRIE46yyo/TFOAcnb9onaDDjMbtSpyb0Oh8x1wQuzC4lsQyn2mgejz+ejnp9FMyq...
MDMSOLUTION String < Jamf Pro
MDMLOCATION String C Paris
APIURL String C https://hostname.jamfcloud.com
APIAUTHENTICATIONSTRING String C RSA-encrypted_authentication_string
JQ_URL String C https://github.com/stedolan/ja/releases/download/jg-1.6/jq-osx-amd64
BLOCKEDLIST String < /+ooil
SYMBOLSLIST String $ 1@#5%
SYMBOLSNUMBER Number c1
MGTACCOUNT String C ladmin
MGTACCOUNTFULLNAME String { Local Administrator
MGTACCOUNTUID Number < 600
MGTACCOUNTSHELL String C /bin/zsh
MGTACCOUNTHOME String C Jusers/ladmin
MGTACCOUNTPASSWORD String < iUthFyoRWImelNRfJOIS11jDOCk(SszIdILSngN;\FergrMJhW+pd098URstprrQsA==
MGTACCOUNTPICTURE String { mgtaccount_picture.png
MGTACCOUNTHIDDEN Boolean ¢ NO <
PASSWORDEXPIRATION Number < 30
PASSWORDLENGTH Number T 12
MDMPASSWORDENCRYPTIONKEY String C public_key
MDMPASSWORDPREFIX String C enabled
MDMPASSWORDDATE String C enabled
ADMINACCOUNTS String C disabled

Paste the encrypted password in the MGTACCOUNTPASSWORD key.
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FileWave : APIAUTHENTICATIONSTRING key
This section only applies if the management solution is FileWave.
First create a new administrator that will be used by EasyLAPS to make API calls.

FileWave Admin > Assistants > Manage Administrators > + Local Account

FileWave Administrators

Accoun t Name Phone Email User details Permissions VPP tokens ication tokens T
A fwsupport help@filewave.com
A fwadmin Login Name: svc_easylaps
Long Name:
Phone:
Email:
Password: No change © Set password
Commen ts:

| - Manage VPP Tokens Apply cancel (D

Select "User details" then fill in the "Login Name" field and set a password.

Select "Permissions".

The administrator requires the following permission : "Modify Clients/Groups".

The Custom Field "EasyLAPS" (exactly) should be created manually before EasyLAPS is
deployed. However, EasyLAPS can create this Custom Field (and other Custom Fields required for
Immediate reporting) when detected as missing if the account has this supplemental permission :

- Modify Custom Fields

No other permission should be granted to the account.
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FileWave Administrators

Account Name Phone  Email
A& svc_easylaps
A fwsupport help@filewave.com

User details Permissions VPP tokens Application tokens TeamViewer

1token(s) Q Search

Name ~ Token

2 fwadmin
Default Token {e968fca4-424b-4d38-8175-ad78ff55¢228}

Token name:

Description:

Token:

Token (base64):

Script example:

*, - Manage VPP Tokens

Default Token

This default token is required for FileWave Admin and cannot be deleted.

{e968fcad-424b-4d38-8175-ad78ff55e228}
Regenerate token
©@2U5SNjhmY2EOLTQYNGItNGQzOC04MTc1LWFkNzhmZjU1ZTlyOHO=

curl -s -k -H "Authorization: e2U5NjhmY2EOLTQYNGItNGQzOC04MTc1LWFkNzhmZjU1ZTlyOHO=" https://agnosys.filewave.net:
20445/inv/api/v1/component/

Apply Cancel

Select "Application tokens".

Copy the value of "Token (base64)" (exactly) then follow these instructions :

- open the "EasyLAPS-Toolkit" folder

- open the "easylaps_secrets" subfolder

- execute the "easylaps_rsa_engine" script (double-click on the .command file)

- paste the Token

- the Token is encrypted, displayed and then decrypted for sanity check
- copy the encrypted Token (one-line string ending exactly with two "=" characters).

Paste the encrypted value in the APIAUTHENTICATIONSTRING key.
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Jamf Pro - API Roles and Clients : APIAUTHENTICATIONSTRING key

This section only applies if the management solution is Jamf Pro and the authentication
mechanism is based on the use of API Roles and Clients available since Jamf Pro 10.49
(recommended).

The key will be used by EasyLAPS to make API calls.
Create a new text document with 2 lines :

- Client ID :

- Client Secret :

Open Settings then click on "API Roles and Clients".

First create a new role with limited API privileges.

Click on the "API Roles" tab then on the "+ New" button.

Settings : System > APl Roles and Clients

<« EasyLAPS

Display Name
Display name for the API Role.

[EasyLAPS }

Required

[I] Privilege documentation Find out which privileges are required for each API endpoint.

[Jamf Pro APl documentation ICIassic API documentationj

Privileges Privileges to be granted for Jamf Pro objects, settings, and actions

[ Update Computers X  Read Computers X  Update User X  Create Computer Extension Attributes X  Read Computer Extension Attributes X V]

Enter a name like "EasyLAPS".
Click in the "Jamf Pro API role privileges" field and select the following privileges :

- Read Computer Extension Attributes
(not required if Jamf Pro API is enabled)

- Read Computers
- Update Computers
- Update User

Warning : Omitting the Update User privilege will result in the error "Password read from MDM
does not match password written in MDM." in the debug log and in the trace log.



The Computer Extension Attribute "EasyLAPS" (exactly) should be created manually before
EasyLAPS is deployed. However, EasyLAPS can create this attribute (and other Extension
Attributes required for Immediate reporting) when detected as missing if the Role has this
supplemental privilege :

- Create Computer Extension Attributes
Click on "Save".

Go back to "API Roles and Clients" to create a new API Client associated to the EasyLAPS API
Role.

Click on the "API Clients" tab then on the "+ New" button.

Enter a name like "EasyLAPS", select the EasyLAPS API Role and enter "120" (2 minutes) in the
"Access Token Lifetime" field.

Click on "Enable API Client" then on "Save".

Display Name Display name for the API Client

EasyLAPS

APl Roles Assign roles to determine privileges for the client. Adding multiple roles combines their privileges

EasyLAPS

Access Token Lifetime The duration in seconds that a token allows access. Revoking the token or disabling the client does not end the lifetime of an active token

120

Client ID

3ff77676-f1f8-4510-bfae-a9fcd94613ac

Generate Client Secret

Enable/Disable API Client

Enabled

Click on "Generate Client Secret" then on "Create Secret".
Copy both the Client ID and the Client Secret in the text document then click on "Close".

Concatenate in one string the Client ID and the Client Secret, separated by the character : (colon),
then follow these instructions :

- copy the concatenated string (exactly)

- open the "EasyLAPS-Toolkit" folder

- open the "easylaps_secrets" subfolder

- execute the "easylaps_rsa_engine" script (double-click on the .command file)

- paste the concatenated string

- the concatenated string is encrypted, displayed and then decrypted for sanity check

- copy the encrypted concatenated string (one-line string ending exactly with two "=" characters).



Paste the encrypted value in the APIAUTHENTICATIONSTRING key.
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Jamf Pro - User account : APIAUTHENTICATIONSTRING key

This section only applies if the management solution is Jamf Pro and the authentication
mechanism is based on the use of a Jamf Pro User account (not recommended).

First create a new Jamf Pro User Account that will be used by EasyLAPS to make API calls.
This account requires the following set of privileges :
- Jamf Pro Server Objects

- Computer Extension Attributes : Read
(not required if Jamf Pro API is enabled)

- Computers : Read - Update
- Users : Update

Warning : Omitting the Users - Update privilege will result in the error "Password read from MDM
does not match password written in MDM." in the debug log and in the trace log.

All other privileges should be disabled.

The Computer Extension Attribute "EasyLAPS" (exactly) should be created manually before
EasyLAPS is deployed. However, EasyLAPS can create this attribute (and other Extension
Attributes required for Immediate reporting) when detected as missing if the account has this
supplemental privilege :

- Jamf Pro Server Objects
- Computer Extension Attributes : Create

Concatenate in one string the username and the password of this account, separated by the
character : (colon), then follow these instructions :

- copy the concatenated string (exactly)

- open the "EasyLAPS-Toolkit" folder

- open the "easylaps_secrets" subfolder

- execute the "easylaps_rsa_engine" script (double-click on the .command file)

- paste the concatenated string

- the concatenated string is encrypted, displayed and then decrypted for sanity check

- copy the encrypted concatenated string (one-line string ending exactly with two "=" characters).

Paste the encrypted value in the APIAUTHENTICATIONSTRING key.



Jamf School : APIAUTHENTICATIONSTRING key

This section only applies if the management solution is Jamf School.
First create a new API Key that will be used by EasyLAPS to make API calls.

Go to School > Settings > API. Click on "Add API Key" and enter "EasyLAPS" in the "Name" field.
Select the two access rights "Read" and "Add". Unselect the two access rights "Edit" and
"Delete". Click on "Apply".

Go to School > Devices > Enroll Device(s) > On-device enroliment and note the Network ID.

Concatenate in one string the Network ID and the API Key, separated by the character : (colon),
then follow these instructions :

- copy the concatenated string (exactly)

- open the "EasyLAPS-Toolkit" folder

- open the "easylaps_secrets" subfolder

- execute the "easylaps_rsa_engine" script (double-click on the .command file)

- paste the concatenated string

- the concatenated string is encrypted, displayed and then decrypted for sanity check

- copy the encrypted concatenated string (one-line string ending exactly with two "=" characters).

Paste the encrypted value in the APIAUTHENTICATIONSTRING key.



JumpCloud : APIAUTHENTICATIONSTRING key

This section only applies if the management solution is JumpCloud.

First create a new JumpCloud Administrator account whose API Key will be used by EasyLAPS to
make API calls.

Go to Settings > Administrators.

Create a new account with the "manager" role and tick the option "Enable API access".
Connect to JumpCloud console with this new administrator account.

Click on your account icon in the upper right corner, then select "My API Key".
Expiration Date : No Expiration

Click on "Generate New API Key"

Click the copy button to retrieve the API Key then follow these instructions :

- open the "EasyLAPS-Toolkit" folder

- open the "easylaps_secrets" subfolder

- execute the "easylaps_rsa_engine" script (double-click on the .command file)
- paste the API Key

- the API Key is encrypted, displayed and then decrypted for sanity check

- copy the encrypted API Key (one-line string ending exactly with two "=" characters).

Paste the encrypted value in the APIAUTHENTICATIONSTRING key.



Meraki Systems Manager : APIAUTHENTICATIONSTRING key
This section only applies if the management solution is Meraki Systems Manager.
First create a new API Key that will be used by EasyLAPS to make API calls.

Go to Organization > Configure > Settings > Dashboard API access. Select "Enable access to the
Cisco Meraki Dashboard API" and click on "Save Changes".

Click on your account (email address) displayed in the upper right corner and select "My profile".
In the API access section, click on "Generate new API key". Copy the API Key that is displayed
only once, select "l have stored my new API key" and click on "Done".

Follow these instructions :

- open the "EasyLAPS-Toolkit" folder

- open the "easylaps_secrets" subfolder

- execute the "easylaps_rsa_engine" script (double-click on the .command file)
- paste the API Key

- the API Key is encrypted, displayed and then decrypted for sanity check

- copy the encrypted API Key (one-line string ending exactly with two "=" characters).

Paste the encrypted value in the APIAUTHENTICATIONSTRING key.



Microsoft Intune : APIAUTHENTICATIONSTRING key

This section only applies if the management solution is Microsoft Intune.
The key will be used by EasyLAPS to make API calls.

Create a new text document with 3 lines :

- Tenant domain :

- Application (client) ID :

- Client secret value :

Connect to Microsoft Entra admin center.

Microsoft Entra admin center O Search resources, services, and docs (G+/) ol admln.t;fsffgfvﬁss(gzgx;; &

Home > Agnosys > Manage tenants >

A Home

—| Custom domain names X

Diagnose & solve problems Agnosys
—+ Add custom domain [} Diagnose and solve problems () Refresh [F Columns & Got feedback?
*  Favorites N 4 Custom domain names
. 7

2 Custom url domains (Preview) (@® Looking to move an on-premises application to the cloud and use Microsoft Entra Domain Services

D Identity A
ol

Troubleshooting + Support A Search W Add filter
® Ooverview .

£ New support request
Q Users N Name Status Federated Primary
A8 Groups v agnosys.eu © Verified
& Devices 4 agnosys.fr © Verified v
B3 Applications v
0 Appiicatl agnosys.onmicrosoft.com © Available
& Roles & admins v
B Billing v
&3 Settings A~

Preview hub

Domain names

Mobility

Go to Identity > Settings > Domain names.

Copy / paste the name including the extension ".onmicrosoft.com" in the text document for the
value "Tenant domain".

Go to Identity > Applications > App registrations.



crosoft Entra admin centt £ Search resources, services, and docs (G+/)

®

"
=)

&

o
@

Home

Diagnose & solve problems

Favorites v
Identity A
Overview

Users ~
All users

Deleted users

User settings

Groups v
Devices v
Applications A

Enterprise applications

App registrations

Roles & admins v

fice365@agno:

AGNOSYS (AGNOS)

Home > App registrations > Jamf School Agnosys Demo | Branding & properties >

App registrations # - X

& Got feedback?

~+ Newregistration @ Endpoints X Troubleshoot () Refresh 3 Download Preview features

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security updates
but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

All applications ~ Owned applications  Deleted applications

O Start typing a display name or application (client) ID to filter these r. *p Add filters

5 applications found

Display name Application (client) ID Created on 1 Certificates & secrets

. Jamf School Agnosys Training a7f1b824-1026-4cf8-9de3-e0c3f7b33c93 3/20/2024 @ Current
Jamf Connect 7593f7dc-e727-deaf-a2e5-fbc4f208295¢ 12/31/2020 -
Jamf School Agnosys Demo 2271eddc-4e0d-4241-81de-3991650040ec 10/10/2020 @ Current
XCreds b1e8f52b-e4f9-4be-8507-a98d8cdedec 10/8/2023 -
™S b2ae9eaa-68c1-4250-a8b5-2e1d8e97fbda 2/25/2020 @ current

Click on "All applications", then on "New registration”.

Microsoft Entra admin cente P Search resources, services, and docs (G+/)

®

il

Home

Diagnose & solve problems

Favorites v
Identity A~
Overview
Users AN
All users

Deleted users.

User settings

Groups v
Devices v
Applications A

Enterprise applications

App registrations

Roles & admins v
Billing v
Learn & support ~

admin.office365@agno:

AGNOSYS (AGNOS!

Home > App registrations > Jamf School Agnosys Demo | Branding & properties > App registrations >

Register an application X

* Name

The user-facing display name for this application (this can be changed later).

[ Mac_API_calld o

Supported account types

Who can use this application or access this API?
(® Accounts in this organizational directory only (Agnosys only - Single tenant)
(O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

(O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

(O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform v | | eg. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies !

Enter a name for the application.

Select "Accounts in this organizational directory only (Company only - Single tenant)".

Click on "Register".
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Home > App registrations > Jamf School Agnosys Demo | Branding & properties > App registrations >

g Mac_API_calls

<

l 0 Search

‘<<

B Overview
& Quickstart
P4 Integration assistant
X Diagnose and solve problems
Manage
& Branding & properties
2 Authentication
Certificates & secrets
{I! Token configuration

-9~ APl permissions

]ﬁ] Delete @ Endpoints Preview features

0 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —>

\ Essentials

Copy to clipboard

Display name : Mac_API_calls

Application (client) ID : 80a68fd0-d040-44aa-a0fe-4326b62219b5 [

Object ID : 4c0cb9a2-8e18-4144-a263-a4d 18eb3b45d
Directory (tenant) ID : 5af9425b-19f9-47e4-a654-bbefb7ae0416

Supported account types : My organization only.

Get Started  Documentation

Client credentials
Redirect URIs

Application ID URI

Managed application in ...

Copy / paste the Application (client) ID in the text document.

Home > App registrations > Jamf School Agnosys Demo | Branding & properties > App registrations > Mac_API_call:

Mac_API_calls | Certificates & secrets =

‘ £ Search

‘«

B Overview
&5 Quickstart
F 4 Integration assistant

X Diagnose and solve problems

Manage

& Branding & properties

3 Authentication
Certificates & secrets

{I! Token configuration

-9~ API permissions

& Expose an API

S5 Approles

&5 Owners

&, Roles and administrators

I Manifest

Support + Troubleshooting

£ New support request

,0? Got feedback?

Credentials enable confidential applications to identify themselves to the authentic
scheme). For a higher level of assurance, we recommend using a certificate (insteac

Certificates (0) Client secrets (0) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a to

+ New client secret

Description Expires Value ©

No client secrets have been created for this application.

Add a client secret

Description

Expires

Click on "Certificates & secrets" then click on "New client secret".

Enter a description and select a life time.

Click on "Add".

Certificates (0)

Client secrets (1)

Federated credentials (0)

X
. Add a certificate or secret
: Add a Redirect URI
: Add an Application ID URI
: Mac API_calls
X
| Client secret for Mac_API_calls l
| 730 days (24 months) v |

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

~+ New client secret

Description

Client secret for Mac_API_calls

EasyL APS Integration Guide

Expires Value (O

9/13/2026

Secret ID

v2.15 - 2025/07/02

VIs8Q~EIf7T1wqErgbNSWO0sS8XSSgPzwl.... [ ¢3f33d70-e61e-4bda-9b00-9¢12913e3316 [  [il]
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You will see this information only once.

Click on the "Copy" button right to the "Value" field and paste the value in the text document.

Home > App registrations > Jamf School Agnosys Demo | Branding & properties > App registrations > Mac_API_calls

- Mac_API_calls | API permissions = - X

(£ search | « () Refresh | & Got feedback?

i Overview
Quickstart Configured permissions
< Integration assistant Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

X Diagnose and solve problems

-+ Add a permission /" Grant admin consent for Agnosys

Manage
API / Permissions name Type Description Admin consent requ... Status

&= Branding & properties
\/ Microsoft Graph (1)
3 Authentication
User.Read Delegated  Sign in and read user profile No

Certificates & secrets

iI!' Token configuration
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

-9~ API permissions

@ Expose an API

Click on "API permissions", then click on "Microsoft Graph (1)".

Request API permissions X

—, Microsoft Graph
’\
=4 https://graph.microsoft.com/ Docs '

A

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all

L Start typing a permission to filter these results

Permission Admin consent required

Click on "Application permissions”.

If the password is to be stored in the device notes, select the following API permissions :
- "DeviceManagementManagedDevices.ReadWrite. All"
- "Device.ReadWrite.All" only if Immediate reporting is configured.

If the password is to be stored in an Extension attribute, select the following API permissions :
- "Device.ReadWrite. All"
- "DeviceManagementManagedDevices.Read.All".

Click on "Update permissions".
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() Refresh 27 Got feedback?

A Youare editing permission(s) to your application, users will have to consent even if they've already done so previously.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

+ Adda permission /" Grant admin consent for Agnosys
API / Permissions name Type Description Admin consent requ... Status

\ Microsoft Graph (3)

Click on "Grant admin consent for Company". In the message "Grant admin consent
confirmation", click on "Yes".

Check that the "Type" of every permission added is "Application" and that its status is "Granted
for Company".

Tenant domain : agnosys.onmicrosoft.com
Application (client) ID : 66974f69-d2be-4b76-9415-2b8863bc3caa
Client secret value : znGafqg6e.V4HT.C34kGNO09-D~ZV_iyetv

agnosys.onmicrosoft.com,66974f69-d2be-4b76-9415-2b8863bc3caa, znGafq6e.V4HT.C34kGNOO9-D~ZV_iyetv

Concatenate the 3 values separated with commas then follow these instructions :

- copy the concatenated string (exactly)

- open the "EasyLAPS-Toolkit" folder

- open the "easylaps_secrets" subfolder

- execute the "easylaps_rsa_engine" script (double-click on the .command file)

- paste the concatenated string

- the concatenated string is encrypted, displayed and then decrypted for sanity check

- copy the encrypted concatenated string (one-line string ending exactly with two "=" characters).

Paste the encrypted value in the APIAUTHENTICATIONSTRING key.
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Miradore : APIAUTHENTICATIONSTRING key

This section only applies if the management solution is Miradore.

First create a new API key that will be used by EasyLAPS to make API calls.
Go to System > Infrastructure diagram > Site > AP| > Create key.

Step 1 of 3: Enter a descriptive name for the API key :
Name : EasyLAPS
Click on "Next".

Step 2 of 3: Confirm to create
Copy the displayed API key then click on "Create key".

Follow these instructions :

- open the "EasyLAPS-Toolkit" folder

- open the "easylaps_secrets" subfolder

- execute the "easylaps_rsa_engine" script (double-click on the .command file)
- paste the API key

- the API key is encrypted, displayed and then decrypted for sanity check

- copy the encrypted API key (one-line string ending exactly with two "=" characters).

Paste the encrypted value in the APIAUTHENTICATIONSTRING key.



Mosyle Business : APIAUTHENTICATIONSTRING key

This section only applies if the management solution is Mosyle Business.
The key will be used by EasyLAPS to make API calls.

Create a new text document with 3 lines :
- Service account email :

- Service account password :

- Access Token :

First create a new administrator account.

Go to Organization > Users and Groups > Administrators. Click "Add Administrator". Enter a
Name, a User ID, an Email and set a Password. Select the Account type "Administrator”. Deselect
"Send welcome e-mail with the first steps". Click on "View Advanced Options" and check "Limit
user permissions". Click on "Select".

Click on "New Role". Define the new role :
- Name : EasyLAPS Role
- Organization > Integrations :

- API Integration : View - Create

All other privileges should be disabled.

Click on "Save". Back to the "Role Selector", click on "EasyLAPS Role". Check that the new
administrator account is limited to the "EasyLAPS Role". Click on "Save".

Add the Service account email and the Service account password to the text document.

Go to Organization > Integrations > Mosyle API Integration. Click on "Add new token" and enter
"EasyLAPS Token" in the "Profile name" field. Select "Public" for the "Access Method". Unselect
"Allow all current and future endpoints" then select only "Devices". Click on "Save".

In the API Information pane, copy the "Access Token" displayed (exactly) and paste it in the text
document.

Concatenate the 3 values separated with commas then follow these instructions :

- copy the concatenated string (exactly)

- open the "EasyLAPS-Toolkit" folder

- open the "easylaps_secrets" subfolder

- execute the "easylaps_rsa_engine" script (double-click on the .command file)

- paste the concatenated string

- the concatenated string is encrypted, displayed and then decrypted for sanity check

- copy the encrypted concatenated string (one-line string ending exactly with two "=" characters).

Paste the encrypted value in the APIAUTHENTICATIONSTRING key.



Mosyle Manager : APIAUTHENTICATIONSTRING key

This section only applies if the management solution is Mosyle Manager.
The key will be used by EasyLAPS to make API calls.

Create a new text document with 3 lines :
- Service account email :

- Service account password :

- Access Token :

First create a new leader account.

Go to My School > Users > Administrators. Click "Add new administrator". Enter a Name, a User
ID, an Email and select the Account type "Leader". Deselect "Send welcome e-mail with the first
steps". Click on "Save". Click on "Edit". Set a Password. Click on "View Advanced Options" and
check "Limit user permissions". Click on "Select".

Click on "New Role". Define the new role :
- Name : EasyLAPS Role
- My School > Integrations :

- API Integration : View - Update

All other privileges should be disabled.

Click on "Save". Back to the "Role Selector", click on "EasyLAPS Role". Check that the new
administrator account is limited to the "EasyLAPS Role". Click on "Save".

Add the Service account email and the Service account password to the text document.

Go to My School > Integrations > Mosyle API Integration. Enable "API Integration”. Click on
Access Method > Edit, select "Public" and click "Save".

Copy the "Access Token" displayed (exactly) and paste it in the text document.

Concatenate the 3 values separated with commas then follow these instructions :

- copy the concatenated string (exactly)

- open the "EasyLAPS-Toolkit" folder

- open the "easylaps_secrets" subfolder

- execute the "easylaps_rsa_engine" script (double-click on the .command file)

- paste the concatenated string

- the concatenated string is encrypted, displayed and then decrypted for sanity check

- copy the encrypted concatenated string (one-line string ending exactly with two "=" characters).

Paste the encrypted value in the APIAUTHENTICATIONSTRING key.



SimpleMDM : APIAUTHENTICATIONSTRING key
This section only applies if the management solution is SimpleMDM.
First create a new API Key that will be used by EasyLAPS to make API calls.
Go to Account > API. Click on "Add API Key" and enter "EasyLAPS" in the "Name" field.
Select the following permissions :
- Custom Attributes : Write
- Devices : Read
All other permissions should be set to "None".
Click on "Save".
Click on Secret Access Key > Reveal.
Copy the "Secret Access Key" displayed (exactly) then follow these instructions :
- open the "EasyLAPS-Toolkit" folder
- open the "easylaps_secrets" subfolder
- execute the "easylaps_rsa_engine" script (double-click on the .command file)
- paste the Secret Access Key
- the Secret Access Key is encrypted, displayed and then decrypted for sanity check

- copy the encrypted Secret Access Key (one-line string ending exactly with two "=" characters).

Paste the encrypted value in the APIAUTHENTICATIONSTRING key.



VMware Workspace ONE - OAuth authentication :
APIAUTHENTICATIONSTRING key

This section only applies if the management solution is VMware Workspace ONE and the
authentication mechanism is OAuth2 (recommended).

The key will be used by EasyLAPS to make API calls.
Create a new text document with 4 lines :

- Token URL :

- Client ID :

- Client Secret :

To define the Token URL, please consult this article :

https://docs.omnissa.com/bundle/WorkspaceONE-UEM-Console-BasicsVSaaS/page/
UsingUEMFunctionalityWithRESTAPI.html

Create a new role with limited API privileges.
Go to Accounts > Administrators > Roles.

Click on "Add Role".

Create Role X
Name* EasyLAPS
Description * Limited API privileges
Categories REST
Al
> Account:
REST Admins
VA i
RES Apps
REST REST Compliance Policy
A REST Custom Attributes
)AP
REST Devices

_ REST Enterprise
RES
Integration
REST Groups

REST Products

> Configurations Py -

Enter a specific name like "EasyLAPS" and a description, then in the "Categories" sidebar, select
All > APl > REST.



The role requires the following set of privileges :
- Custom Attributes > Details
- Edit — Rest API Custom Attributes Write
- Read — Rest API Custom Attributes Read
- Devices > Details
- Edit — REST API Devices Execute
- Edit — REST API Devices Delete
- Read — REST API Devices Read
Click on "Save".
Go to Groups & Settings > Configurations > OAuth Client Management.

Click on "Add".

Register a New Client

Name * EasyLAPS-OAuth

Description *
EasyLAPS OAuth Client

Organization Group *

Agnosys
Role * EasyLAPS
Select a role with the appropriate privileges to make the required API calls,

Status @ enabied
This clie not t

t will not be able to receive, refresh or create new tokens or make REST API calls to Workspace ONE UEM when disabled

SAVE

Enter a name and a description. Select the Organization Group that encompasses the devices
that are to be installed with EasyLAPS then select the "EasyLAPS" role. Click on "Save".



Register a New Client

Name EasyLAPS-OAuth Organization Group Agnosys
Description EasyLAPS OAuth Client Role EasyLAPS
Status Enabled

@ Below is the client ID and secret for EasyLAPS-OAuth.
Client ID: 28eb19b8d9d84608a591fdaf7ffbcdad
Client Secret: E77548636BFF2C0417DB2FIEAE273505 © [3

This client ID and secret will be used to authenticate Workspace ONE UEM API calls.

The secret access key displayed on this screen will not be saved in the Workspace ONE UEM console. Please copy it and save to a secure location to authenticate your API client.

CLOSE

Copy both the Client ID and the Client Secret in the text document then click on "Close".

Token URL : https://uat.uemauth.vmwservices.com/connect/token
Client ID ¢ 3c46dbb9377c449189698%ea2fdaelf0
Client Secret : 9A78D983F619CB7873A90908F6AA1409

https://uat.uemauth.vmwservices.com/connect/token,3c46dbb9377c4491896989ea2fdaelfd,9A78D983F619CB7873A90908F6AA1409

Concatenate the 3 values separated with commas then follow these instructions :

- copy the concatenated string (exactly)

- open the "EasyLAPS-Toolkit" folder

- open the "easylaps_secrets" subfolder

- execute the "easylaps_rsa_engine" script (double-click on the .command file)

- paste the concatenated string

- the concatenated string is encrypted, displayed and then decrypted for sanity check

- copy the encrypted concatenated string (one-line string ending exactly with two "=" characters).

Paste the encrypted value in the APIAUTHENTICATIONSTRING key.



VMware Workspace ONE - Basic authentication :
APIAUTHENTICATIONSTRING key

This section only applies if the management solution is VMware Workspace ONE and the
authentication mechanism is Basic (not recommended).

The key will be used by EasyLAPS to make API calls.
Create a new text document with 3 lines :

- Username :

- Password :

- APl Key :

First create a new role with limited API privileges.

Go to Accounts > Administrators > Roles.

Click on "Add Role".

Create Role X
Name EasyLAPS
Description * Limited API privileges
Categories REST
A
|
> Account:
REST Admins
vA
REST Apps
REST REST Compliance Policy
. REST Custom Attributes
OA
REST Devices

REST Enterprise

Integration

REST
REST Groups

REST Products

> Configurations

Enter a specific name like "EasyLAPS" and a description, then in the "Categories" sidebar, select
All > APl > REST.

The role requires the following set of privileges :
- Custom Attributes > Details

- Edit — Rest API Custom Attributes Write



- Read — Rest API Custom Attributes Read
- Devices > Details
- Edit — REST API Devices Execute
- Edit — REST API Devices Delete
- Read — REST API Devices Read
Click on "Save".

Then create a new Workspace ONE Administrator account that will be used by EasyLAPS to make
API calls.

Go to Accounts > Administrators > List View.
Click on "Add" > "Add Admin".

Select "Basic" then click on "Next".



Add Admin

1 Definition

Fill in the required fields.

Define and select your admin.

Admin Type

Username

Password

Confirm Password

Require password
change at next login

First Name

Middle Name
(Optional)

Last Name

Email address

Time Zone

Locale

Initial Landing Page

Basic

svc_easylaps

»

EasyLAPS

Service

technigue@agnosys.fr

(GMT+01:00) Brussels, Copenhage

English (United States) [English (U

O, Devices > Dashboard

CANCEL NEXT

Complete the text document with the chosen username and password.

Click on "Next".
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Add Admin

Select roles for this admin.
1 Definition

2 Roles Organization Group Role
Agnosys EasyLAPS ]
ADD ROLE

CANCEL BACK NEXT

Select the Organization Group that encompasses the devices that are to be installed with
EasyLAPS, followed by the "EasyLAPS" role.

Click on "Next".

On the pane "3 Details", click on "Next".
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Add Admin

Two Factor Authentication Method

Two Factor C)

1 Definition

2 Roles Authentication
3 Details
. Notification
4 Settings
Message Type ° None Email SMS
A Mobile Telephone number is required under the Details tab to
send an SMS message.
API

Console will default to user credentials unless a client certificate has been
generated.

Authentication ° User Credentials Certificates

The administrator username and password are being used for
User Credentials type APl authentication.

CANCEL BACK SAVE

Disable "Two Factor Authentication". For "Message Type", select "None". For "Authentication”,
select "User Credentials".

Click on "Save".

Go to Groups & Settings > All Settings > System > Advanced > API > Rest API.
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Settings o

System > Advanced > AP

REST API

Event Notifications

REST API
Device Root Certificate ZMj#ul/BIDRG7HVANOPP2MSQEHGXUNABE3 Yes

Site URLs

Identify the service named "AirWatchAPI" with the Account Type "Admin".

Copy the API Key and paste it in the text document.

Username : svc_easylaps
Password : SuperSecretPassword
API Key : zMj+ul/8tDSG7HVdnOPQ2M5Q8HGxuhdB8J3Sy5/pgjN=

svc_easylaps,SuperSecretPassword,zMj+ul/8tDSG7HVdnOPQ2M5Q8HGXxuhdB8J3Sy5/pgjN=

Concatenate the 3 values separated with commas then follow these instructions :

- copy the concatenated string (exactly)

- open the "EasyLAPS-Toolkit" folder

- open the "easylaps_secrets" subfolder

- execute the "easylaps_rsa_engine" script (double-click on the .command file)

- paste the concatenated string

- the concatenated string is encrypted, displayed and then decrypted for sanity check

- copy the encrypted concatenated string (one-line string ending exactly with two "=" characters).

Paste the encrypted value in the APIAUTHENTICATIONSTRING key.



Microsoft Teams integration

EasyLAPS can report to a dedicated Microsoft Teams channel the status message of its
execution.

First create a dedicated Microsoft Teams channel of type "Standard" (everyone on the team has
access).

o0 < Q  Search (Cmd+E) s,
ASW Teams w T oaF easylaps-feedback Posts Files Notes ) v oc @
S)

<. Discover
Chat

o v Your teams
Teams
v Agnosys
General

Calendar
easylaps-feedback

Calls mog [} Channel notifications @
telej °
<7 Pin

(@) povy
OneDrive e
)R Hide 3
—
‘2“3 —
Admin 5 Get email address 0
a
@ G Get link to channel

Bookings
/> Rename channel

o2 Workflows I Welcome to the easylaps-feedback channel

@] Delete channel Let's start the conversation.

Apps

4 start a post

Click on the "..." button to the right of the channel name, then select "Workflows".
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e Workflows
Save time with automations

Select the workflow you want to set up for Agnosys > easylaps-feedback.

webhook

Templates

Post to a channel when a webhook request is received

£33 Manage More workflows

Type "webhook" in the search field, then click on "Post to a channel when a webhook request is
received".
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o!:? Post to a channel when a webhook request is received
Workflows via Power Automate | See all templates

Post card to channel in Microsoft Teams Name

when webhook request is received

Post to a channel when a webhook request is received

Connections *

For this workflow to run, all apps must have a valid connection.

Microsoft Teams sartori.f@agnosys.fr © -

Once the connection is indicated as valid with a green tick, click on "Next".

Oe Post to a channel when a webhook request is received
Workflows via Power Automate | See all templates

o Details
Post card to channel in Microsoft Teams

when webhook request is received *Microsoft Teams Team

I Agnosys

*Microsoft Teams Channel

I easylaps-feedback

Add workflow

Check the Microsoft Teams team and the Microsoft Teams channel, then click on "Add workflow".
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08 Post to a channel when a webhook request is received
Workflows via Power Automate | See all templates

Workflow added successfully!

Your workflow has been created. Run it by making a POST request to

ttps://prod-54.westeurope.logic.azure.com:443/workflows/64b7206dc5a043cda1f41c64e9e28c0¢

Want to make changes? Manage your workflow

Click on the button to the right of the URL displayed to copy it, then follow these instructions :
- open the "EasyLAPS-Toolkit" folder

- open the "easylaps_secrets" subfolder

- execute the "easylaps_rsa_engine" script (double-click on the .command file)

- paste the copied URL

- the URL is encrypted, displayed and then decrypted for sanity check

- copy the encrypted URL (one-line string ending exactly with two "=" characters)

- paste the encrypted URL in the INTEGRATIONS > TEAMS_CONFIGURATION >
INCOMING_WEBHOOK_URL key.

Make sure that :
- the INTEGRATIONS > TEAMS_INTEGRATION key is set to "true"
- the INTEGRATIONS > TEAMS_CONFIGURATION > INCOMING_WEBHOOK_PROCESSING key

is set to "workflows".

Back in the pane, click on "Done".
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o < P

Ac.%y Teams = easylaps-feedback Posts Files Notes = )
@ <, Discover

Chat

00

L L] o
Teams

AR Q_ Search for apps
Calendar

Calls

Workflows Stream Meet °

S =0
OneDrive 0N

m} gg =

Admin A

People Shifts Help c e
Bookings
m a Welcome to the easylaps-feedback channel
Visio Word Excel .
Let's start the conversation.
Al
PpS N X

7
Get more apps @ startapost

..." Button in the sidebar, then click on "Workflows" to display this app.

Click on the "
S
[ BON ] ﬁ < Q  Search (Cmd+E) FS°
C oo

al Workflows Home Create Chat About

Activity
@ Y Microsoft Teams flows L Search flows —+ New flow

Chat

200
o
VS Flow name Status Modified  Co-owners Type

Calendar 5 Post to a channel when a webhook request is received o On 39 sec ago @

Team an...

Instant N/A

OneDrive

o

Workflows

Apps

Click on the created workflow to display its details if you want to.
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EasyLAPS configuration files to Custom configuration profiles conversion

If the MDM solution is Jamf Pro — This step is optional because this MDM offers to upload an
EasyLAPS configuration file directly into a Configuration profile that includes an "Application &
Custom Settings" payload. However, if you prefer to upload in Jamf Pro a pre-built Custom
configuration profile, follow these instructions.

If the MDM solution is not Jamf Pro — This step is required. Follow these instructions.

Open the "EasyLAPS-Toolkit" folder.

Open the "easylaps_configs" subfolder.

Open the "configs_profiles" subfolder.

Execute the "configs_profiles_generator" script (select the script > right-click > Open).

o

“Terminal” would like to access
files in your Desktop folder.

Don't Allow OK

If prompted to authorize the Terminal app to access files in a specific folder like your Desktop
folder, click on "OK".
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v [ EasyLAPS-Toolkit
v [ easylaps_configs
v [ configs_plists
... config_1.plist
.. config_2.plist
v 07 configs_profiles
... configs_profiles_generator.command
v 7 output
@ com.agnosys.config.Jamf_Pro.Paris.EasyLAPS.mobileconfig
... com.agnosys.config.VMware_Workspace_ONE.Paris.EasyLAPS.plist
easylaps_content
> easylaps_library
easylaps_secrets

|

>-

. N

In this example, the script has converted two EasyLAPS configuration files into two Custom
configuration profiles ready to be deployed by the MDM (only one must be scoped to a specific
device).

If the MDM solution is VMware Workspace ONE, please note that the file extension is ".plist"
instead of ".mobileconfig". The content of the file is used to populate a Custom Settings payload.
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EasyLAPS Content building

The EasyLAPS-Content package currently embeds 3 custom resources :

- the private key used to decrypt sensitive informations in an EasyLAPS Custom configuration
- a detection app named "EasyLAPS-Content.app"

- an icon for the management account.

The EasyLAPS-Content package is deployed alongside the Custom configuration profile derived
from the EasyLAPS configuration file, via the MDM.

Depending of the MDM used and the distribution method implemented, the signature of the

package, even always recommended, may become a requirement. However, the notarization is
never required.

Package signature requirement
* FileWave

No signature required.

+ Jamf Pro

This documentation plans that the EasyLAPS-Content package is deployed via the Packages
payload of a policy which does not require that the package is signed.

+ Jamf School

No signature required.

* JumpCloud

Signature required since the package is hosted in the JumpCloud Private Repo.
* Meraki Systems Manager

No signature required.

* Microsoft Intune

No signature required when the package is provisioned as a macOS app.

* Miradore

Signature required.



* Mosyle Business

No signature required unless the option "Install with Apple Protocol" is enabled in the deployment
configuration.

* Mosyle Manager

No signature required unless the option "Install with Apple Protocol" is enabled in the deployment
configuration.

* SimpleMDM
Signature required.
* VMware Workspace ONE

This documentation plans that the EasyLAPS-Content package is deployed as a regular package
with the "Full Software Management" deployment type which does not require that the package is
signed.

Package signature options

These are some options to sign the EasyLAPS-Content package.

« Subscribe to an Apple Developer program, create a "Developer ID Installer" certificate and use it
to sign the package.

+ With Jamf Pro : create a certificate with the Jamf Pro's Built-in CA and use it to sign the package
with these informations in mind :
- the certificate forged with the Jamf Pro's Built-in CA can be validated by a device only if it
is already enrolled in Jamf Pro
- for more information, please consult this article : https://docs.jamf.com/technical-articles/
Creating_a_Signing_Certificate_Using_Jamf_Pros_Built-
in_CA_to_Use_for_Signing_Configuration_Profiles_and_Packages.html
- once the signing identity is available in the "login" keychain, click on "Certificates" to
check the certificate associated with the private key, then sign the unsigned package
produced by the Packages app with the following command :
productsign --sign "name of certificate" EasyLAPS-Content.pkg
EasyLAPS-Content signed.pkg
- ignore the section below titled "Signing configuration" as the package is now signed.

+ Open an EasyLAPS support ticket to get the package signed by Agnosys or your integrator.



Project opening

v 0 EasyLAPS-Toolkit
> [ easylaps_configs

—_—

v [ easylaps_content
v 2 Content
easylaps_rsa_key.pri
EasyLAPS-Content
« mgtaccount_picture.png
_ | easylaps_content_postinstall.sh
& EasyLAPS-Content.pkgproj
easylaps_library
easylaps_secrets

—_—
—
—_—
—_—

Open the "EasyLAPS-Toolkit" folder.
Open the "easylaps_content" subfolder.

Open the "EasyLAPS-Content.pkgproj" file with the Packages app.

o @® EasyLAPS-Content.pkgproj
Project Settings Payload Scripts
Packages Settings

& EasyLAPS-Content
Default Destination: /

Contents Type:

Nam Owne Group Permissions
v B/ root wheel drwxr-xr-x
> Applications root admin drwxrwxr-x

v [ Library root wheel drwxr-xr-x
v [ Application Support root admin drwxr-xr-x

v [ EasyLAPS root wheel drwxr-xr-x Empty Selection

[ Content root wheel drwxr-xr-x

> Automator root wheel drwxr-xr-x

> Document tation root wheel drwxr-xr-x

> Extensions root wheel drwxr-xr-x

> Filesystems root wheel drwxr-xr-x

> Frameworks root wheel drwxr-xr-x

> Input Methods root wheel drwxr-xr-x

> Internet Plug-Ins root wheel drwxr-xr-x

> LaunchAgents root wheel drwxr-xr-x

> LaunchDaemons root wheel drwxr-xr-x

S 7 DraforaneaDanae st wheal  dArwwreveey

The generated package will embed the "Content" folder for an installation in /Library/Application
Support/EasyLAPS/
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Signing configuration

Open the Keychain Access app and check that your "Developer ID Installer" certificate is installed
in the "login" keychain.

| NON | EasyLAPS-Content.pkgproj
Settings Presentation
Packages Build

‘& EasyLAPS-Content
Name: EasyLAPS-Content

Click on "Project" then select the "Settings" tab.

.’ Packages File Edit View Presentation Hierarchy ' Project Build Window

Project #0

New Package #EN
New Package Reference U 3EN

Import Package...

Upgrade to Distribution

Set Certificate...
Remove Certificate...

Select Project > Set Certificate.

A

Choose the certificate to be used for signing the distribution.

Signing Installer packages or distributions with a Developer ID Installer
certificate lets Gatekeeper verify that a downloaded package or distribution is
not known malware and has not been tampered with.

Developer ID Installer: AGNOSYS FRANCE (WDLELDR2B7) (Developer ID C...

Show Certificate Cancel
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Select your "Developer ID Installer" certificate and click on "Choose".

[ JON ) EasyLAPS-Content.pkgproj
Settings Presentation Requirements & Resources Comments

Packages Build
‘& EasyLAPS-Content

A "Certificate of authenticity" badge is now visible in the upper right corner of the project window.

Project building

« Packages File Edit View Presentation Hierarchy Project | Build Window Help

Build Results

Build #B
Build and Run ¥R
Build and Debug BY

Select Build > Build.

“packages_dispatcher” would

like to access files in your
Desktop folder.

If prompted to authorize the Packages app to access files in a specific folder like your Desktop
folder, click on "OK".
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[ NON ] EasyLAPS-Content.pkgproj - Build Log

5 Build EasyLAPS-Content.pkgproj
V) Project EasyLAPS-Content.pkgproj

O Build Succeeded 12/08/2021 17:07

No issues

Build succeeded

The Build Log must display "Build Succeeded — No issues".

7\ Packages wants to sign using key “privateKey” in
your keychain.

gg To allow this, enter the “login” keychain password.

Password: || I

? Always Allow Deny Allow

During the building, if you previously set a signing certificate, you may be prompted to authorize
Packages to access the private key of your "Developer ID Installer" certificate. Enter your
account's password and click on "Always Allow".
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v [ EasyLAPS-Toolkit

> 07 easylaps_configs

v 7 easylaps_content

v 7 build

‘& EasyLAPS-Content.pkg
Content
easylaps_content_postinstall.sh
-] EasyLAPS-Content.pkgproj
> [ easylaps._library
> [ easylaps_secrets

The package is built at the following path :
EasyLAPS-Toolkit > easylaps_content > build

You can now quit the Packages app. Choose to save the changes made to the project if you are
offered to do so.
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Configuration profiles requirements

This section details the configuration profiles required by EasyLAPS in addition to the EasyLAPS
Custom configuration profile.

» Background Item Management
With macOS 13 and later, a Background Item Management configuration profile must be
deployed so that the system does not display a notification that EasyLAPS has installed a Login
item that can run in the background and that can be managed in System Settings.
Payload required : Background Item Management
- For the EasyLAPS Launch Daemon :
- Rule Type : Label
- Rule Value : com.agnosys.easylaps
- For the EasyLAPS Crypto Helper Launch Daemon :
- Rule Type : Label
- Rule Value : com.agnosys.easylaps_cryptohelper

easylaps_cryptohelper.sh
& This setting has been configured by a profile.

easylaps.sh
& This setting has been configured by a profile.

Once the configuration profile is deployed on a device running EasyLAPS, open System
Settings > Login ltems and check that the Login items "easylaps.sh" and

"easylaps_cryptohelper.sh" (visible only when the Crypto Helper is active) are enabled and cannot
be disabled.

If the MDM solution does not yet offer the payload "Background Item Management", you may
deploy the signed profile titled "easylaps_btm_signed.mobileconfig" provided in the subfolder
"easylaps_library" of the EasyLAPS Toolkit.



Provisioning FileWave

Three components must be automatically deployed to the devices :
- a Custom configuration profile

- an EasyLAPS-Content package

- the EasyLAPS-Core package.

This section outlines the key points for the provisioning of these three components in FileWave.
Please refer to FileWave documentation for details not specific to EasyLAPS.

General configuration

In this example, the devices are part of group named "EasyLAPS" following this structure.

&% Dashboard 4

Search: Everything Clients Mobile
(] Clients —_— N
2 Filesets v @ -Enrollment

v @ Computers

(2] Deployments
€ & " MacBook Pro

@ Associations » [l Mobile

v [ Software
v [ EasyLAPS
EE; License Management t" MacBook Pro

{ Boosters » [l Telepod

|[]j iOS Inventory

EasyLAPS Custom Field

The EasyLAPS Custom Field should be created manually before the first rotation.

FileWave Admin > Assistants > Custom Fields > Edit Custom Fields
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o Custom Fields

Custom Fields Q, Search Fleld Details

Display Name  ~ Internal Name N
T
EasyLAPS easylaps

EasyLAPS

Internal Name

Using internal name the field can be referenced in other parts of FileWave

easylaps

Description

Provided By

Defines how the field value shall be populated

Administrator

Assigned to all devices

Values
Data Type

String

Restrict allowed values
Use a default value

+ - Import Export Duplicate Cancel

Enter "EasyLAPS" in the Name field and "easylaps" (exactly) in the Internal Name field.
In the "Provided By" menu, select "Administrator".

Tick the option "Assigned to all devices" then click on "Save".
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Custom configuration profile

The Custom configuration profile is provisioned with the following steps :

- Filesets > New Fileset Group > Name : EasyLAPS

- Select the Fileset Group "EasyLAPS"

- Click on "New Desktop Fileset" then click on "Profile"

- In the Profile Editor, click on "Load Profile"

- Select the file : com.agnosys.config.FileWave.Paris.EasyLAPS.mobileconfig > Open
- Back to the Profile Editor, click on "Save".

&% Dashboard

Name ~

L] Clients v £ EasyLAPS

@ Filesets . Profile - MCXToProfile: com.agnosys.config.EasyLAPS
> £ Telepod

(2] Deployments

The Custom configuration profile is linked to the "EasyLAPS" Fileset Group.

EasyLAPS-Content package

The EasyLAPS-Content package is defined with the following steps :
- Filesets > EasyLAPS

- Click on "New Desktop Fileset" then click on "MSI / PKG"

- Select the file : EasyLAPS-Content.pkg > Open.

&) Dashboard

Name A
L Clients v (5 EasyLAPS
B PKG - EasyLAPS-Content
@ Filesets ' y
@ Profile - MCXToProfile: com.agnosys.config.EasyLAPS
(2] Deployments > {3 Telepod

The EasyLAPS-Content package is linked to the "EasyLAPS" Fileset Group.

EasyLAPS-Core package

The EasyLAPS-Core package is defined with the following steps :
- Filesets > EasyLAPS

- Click on "New Desktop Fileset" then click on "MSI / PKG"

- Select the file : EasyLAPS-Core.pkg > Open.
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&% Dashboard

Name A

L] Clients v £ EasyLAPS

g PKG - EasyLAPS-Content
@ Filesets ‘ y

@ PKG - EasyLAPS-Core-1.51
(2] Deployments @ Profile - MCXToProfile: com.agnosys.config.EasyLAPS

® Associations » (= Telepod

The EasyLAPS-Core package is linked to the "EasyLAPS" Fileset Group.

Deployment on the EasyLAPS group
The EasyLAPS Fileset is associated to the EasyLAPS group with the following steps :

- Filesets > EasyLAPS
- In the toolbar, click on "New Association".

Create New Association(s)

Associate EasyLAPS with EasyLAPS 1Client (6 Clones) 9 Groups, 3 Mobile Devices Q, Search clients or group...
Search:  Everything Clients Mobile Groups : Clear all filters
Name -~ ID  Model P Last Connect Lock Free Space Platform Comment Serial/MAC Imaging MAC Address
> A -Enrollment 201
> i -Platform 204
v I Software 210

v i EasyLAPS 209

& MacBook Pro 221 49 176.187.169.40 06/07/2023 07:41 200,6 GB macOS (Intel) C02Z15BYLVDG
> [ Telepod 212

Cancel Create Association

Select the EasyLAPS group and click on "Create Association".

R = =

Update Model New Desktop Fileset New Fileset Group New Mobile Fileset New Imaging Fileset

& Dashboard

Name -~
L Clients v (5 EasyLAPS
g PKG - EasyLAPS-Content
@ Filesets o y

@ PKG - EasyLAPS-Core-1.51
E)'I Deployments ' Profile - MCXToProfile: com.agnosys.config.EasyLAPS

® Associations > £ Telepod

In the toolbar, click on "Update Model".
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Update Server Model

Do you really wish to update the FileWave server
model?

Update Model Cancel

Click on "Update Model".

Result of a successful rotation

MacBook Pro de ladmin - Client Info

Last Connected: 06/07/2023 23:37
From: 176.187.169.40
Free Space: 213 GB ’
Platform: macOS (Intel)
Model: 61 ‘
Version: Not connected
Enrollment Type: User approved enrollment

Missing Updates: 1 missing | O critical

Export Current Tab Client Monitor Verify Tools &

Filesets Status Device Details Command History Installed Apps Installed Profiles Users Policies Software Updates

Edit Custom Field(s) Values... Q Filter Device Details
Property ~ Value Last Update Time

Device Name MacBook Pro de ladmin

Device Product Name MacBookPro15,2

EACS Preflight success

EasyLAPS !@ground-6observing1-last rotation: 2023-07-06 23:27:08 07/07/2023 01:27

Enroll Date 06/07/2023 21:12

Enrolled via DEP false

Enrollment Approved By User true

Enrollment State Enrolled

Enrollment Type User approved enroliment

Enrollment Username

After the first successful rotation, the new password is visible in the Custom Field named
"EasyLAPS". In this example, the password is stored in clear text.
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Note that the EasyLAPS Custom Field is created automatically if missing when the FileWave
administrator account has the appropriate privileges.
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Provisioning Jamf Pro

Three components must be automatically deployed to the devices :
- a Custom configuration profile

- an EasyLAPS-Content package

- the EasyLAPS-Core package.

This section outlines the key points for the provisioning of these three components in Jamf Pro.
Please refer to Jamf Pro documentation for details not specific to EasyLAPS.

General configuration

In this example, the devices are part of a computer group named "EasyLAPS".

Custom configuration profile : importing a .plist file

Follow these instructions if you want to upload in Jamf Pro an EasyLAPS configuration file (.plist
file) via a Configuration profile that includes an "Application & Custom Settings" payload.

The Custom configuration profile is provisioned with the following steps :
- Computers > Content Management > Configuration Profiles > New
- General
- Name : a name of your choice (e.g. EasyLAPS-Custom configuration profile)
- Level : Computer Level
- Distribution Method : Install Automatically
- Application & Custom Settings > Upload > Add
- Preference Domain : com.agnosys.config.EasyLAPS
- Upload > config_1.plist
- Scope
- Targets > Specific Computers
- Add > Computer Groups > EasyLAPS > Add
- Save

Custom configuration profile : importing a .mobileconfig file

Follow these instructions if you want to upload in Jamf Pro a pre-built Custom configuration
profile (.mobileconfig file) generated by an EasyLAPS configuration file to Custom configuration
profile conversion.



The Custom configuration profile is provisioned with the following steps :
- Computers > Content Management > Configuration Profiles > Upload
- Choose File : com.agnosys.config.Jamf_Pro.Paris.EasyLAPS.mobileconfig
- General
- Name : a name of your choice (e.g. EasyLAPS-Custom configuration profile)
- Level : Computer Level
- Distribution Method : Install Automatically
- Scope
- Targets > Specific Computers
- Add > Computer Groups > EasyLAPS > Add
- Save

Please note that the "Upload" button to use is the one positioned to the right of the "New" button
in the upper right corner of the Configuration Profiles window and not the "Upload" button
available inside an "Application & Custom Settings" payload.

EasyLAPS-Content package

The EasyLAPS-Content package is defined with the following steps :
- Settings > Computer Management > Packages > New
- General
- Display Name : EasyLAPS-Content
- Filename > browse for a file : EasyLAPS-Content.pkg
- Save

The EasyLAPS-Content package is provisioned with the following steps :
- Computers > Policies > New
- Options
- General
- Display Name : EasyLAPS-Content Install
- Trigger : Recurring Check-in — Execution Frequency : Once per computer
- Packages
- Configure > EasyLAPS-Content.pkg > Add
- Scope
- Targets > Specific Computers
- Add > Computer Groups > EasyLAPS > Add
- Save

EasyLAPS-Core package

The EasyLAPS-Core package is defined with the following steps :
- Settings > Computer Management > Packages > New
- General
- Display Name : EasyLAPS-Core
- Filename > browse for a file : EasyLAPS-Core.pkg
- Save



The EasyLAPS-Core package is provisioned with the following steps :
- Computers > Policies > New
- Options
- General
- Display Name : EasyLAPS-Core Install
- Trigger : Recurring Check-in — Execution Frequency : Once per computer
- Packages
- Configure > EasyLAPS-Core.pkg > Add
- Scope
- Targets > Specific Computers
- Add > Computer Groups > EasyLAPS > Add
- Save

Result of a successful rotation

eoe M- < 8 sartori.jamfcloud.com @ e © M +
"4 Pro Ful JamfPro v Q&
o Computers
Os [}
Computers < LP'001
a
@ Inventory Inventory ~ Management History
& Search Inventory ﬁ oonerel Bar Code 2:
LP-001
Search Volume Content
& Bluetooth Low Energy Capability: Not Capable
Licensed Software | MHardware )
MacBook Air (M1, 2020)
acBook Alr (M1, Supports i0S and iPadOS App Yes
Installations:
Content Management Eﬂ Operating System
141
Policies Logged in to the App Store: Active
; ; % User and Location
Configuration Profiles Declarative Device Management: Enabled
Software Updates ) .
1 security Extension Attributes
Restricted Software -
" EasyLAPS: Molecular-4!fretful08@%
Mac Apps @  Purchasing Y olecular ulos@
Patch Management ® @
History Delete
eBooks

After the first successful rotation, the new password is visible in the Extension attribute named
"EasyLAPS". In this example, the password is stored in clear text.

Note that the EasyLAPS Extension attribute is created automatically if missing when the API
Client or the Jamf Pro User Account has the appropriate privileges.



Re-enrollment settings

Settings : Global
< Re-enroliment

These settings are applied to inventory information for computers and mobile devices when they are re-enrolled with Jamf Pro via user-initiated enroliment, PreStage enrollment, or
Apple Configurator 2 (mobile devices only). Use Recon to override these settings for computers.

Clear user and location information on mobile devices and computers
Clears computer and mobile device information from the User and Location category on the Inventory tab in inventory information during re-enroliment

Clear user and location history information on mobile devices and computers
Clears computer and mobile device information from the User and Location History category on the History tab in inventory information during re-enrollment

v | Clear policy logs on computers Clears the logs for policies that ran on the computer and clears computer information from the Policy Logs category on the History tab in inventory information during re-enroliment

Clear extension attribute values on computers and mobile devices
Clears all values for extension attributes from computer and mobile device inventory information during re-enrollment. This does not apply to extension attributes populated by scripts or Directory Service Attribute Mapping

Clear Management History On Mobile Devices And Computers Clears computer and mobile device information from the Management History category on the History tab in inventory information during re-enroliment

Clear pending and failed commands

Make sure the option "Clear extension attribute values on computers and mobiles devices" is
disabled so that the password stored in MDM is not lost after the device is re-enrolled.

If you need that this option is enabled, do not forget to copy the content of the EasyLAPS
attribute before the device is re-enrolled.
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Provisioning Jamf School

Three components must be automatically deployed to the devices :
- a Custom configuration profile

- an EasyLAPS-Content package

- the EasyLAPS-Core package.

This section outlines the key points for the provisioning of these three components in Jamf
School. Please refer to Jamf School documentation for details not specific to EasyLAPS.

General configuration

In this example, the devices are part of a device group named "EasyLAPS" in "Paris" location.

Custom configuration profile

In "Paris" location, the Custom configuration profile is provisioned with the following steps :
- Profiles > Overview > Create Profile

- Upload Custom Profile

- Profile file (.mobileconfig) : com.agnosys.config.Jamf_School.Paris.EasyLAPS.mobileconfig
- Profile name : EasyLAPS-Custom configuration profile

- This profile will be distributed to the following device groups > + > EasyLAPS

- By default, "Automatic installation" is selected for this scope.

- Save

EasyLAPS-Content package

In "Paris" location, the EasyLAPS-Content package is provisioned with the following steps :
- Apps > Inventory > Add App > Add In-House macOS Package

- Select "EasyLAPS-Content.pkg"

- This app will be distributed to the following device groups > + > EasyLAPS

- By default, "Automatic installation" is selected for this scope.

- Save

EasyLAPS-Core package

In "Paris" location, the EasyLAPS-Core package is provisioned with the following steps :
- Apps > Inventory > Add App > Add In-House macOS Package

- Select "EasyLAPS-Core.pkg"

- This app will be distributed to the following device groups > + > EasyLAPS

- By default, "Automatic installation" is selected for this scope.

- Save



Result of a successful rotation
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After the first successful rotation, the new password is visible in the field named "Notes". In this
example, the password is stored in clear text.
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Provisioning JumpCloud

Three components must be automatically deployed to the devices :
- a Custom configuration profile

- an EasyLAPS-Content package

- the EasyLAPS-Core package.

This section outlines the key points for the provisioning of these three components in JumpCloud.
Please refer to JumpCloud documentation for details not specific to EasyLAPS.

General configuration

mjumpcloud Device Groups @ ® Pricing & Alerts @ Resources @ Support  (FS
@ Home
+ 2 groups delete
Users Type Group =
User Groups @ Onboarding
Group of Devices
LDAP @ Paris
Group of Devices

3 RADIUS

SSO

Devices

Device Groups

Policy Management

Go to Device management > Device Groups and identify or create a device group (e.g. "Paris")
that encompasses the devices that are to be installed with EasyLAPS.

Custom configuration profile

The Custom configuration profile is provisioned with the following steps :
- Device Management > Policy Management
- "+" button > Mac > MDM Custom Configuration Profile > configure
- Select the "Details" tab :
- Policy Name : EasyLAPS-Custom configuration profile
- Settings > upload file : com.agnosys.config.JumpCloud.Paris.EasyLAPS
- Select the "Device Groups" tab then select the "Paris" device group
- Save



EasyLAPS-Content package

The EasyLAPS-Content package is provisioned with the following steps :
- Device Management > Software Management
- Apple > "+" button > JumpCloud Private Repo
- From the "Details" tab :
- Application Name : EasyLAPS-Content
- Choose A File > EasyLAPS-Content.pkg > Upload
- Select the "Device Groups" tab then select the "Paris" device group
- Save & Install > Tick "l understand this can't be undone." > Install

If you need to update the package, delete the configuration and start it over.

EasyLAPS-Core package

The EasyLAPS-Core package is provisioned with the following steps :
- Device Management > Software Management
- Apple > "+" button > JumpCloud Private Repo
- From the "Details" tab :

- Application Name : EasyLAPS-Core

- Choose A File > EasyLAPS-Core.pkg > Upload
- Select the "Device Groups" tab then select the "Paris" device group
- Save & Install > Tick "l understand this can't be undone." > Install

If you need to update the package, delete the configuration and start it over.

Result of a successful rotation

mjumpcloud Devices © ® Pricing  Q Alerts @ Resources @ Support  (ES
(@ Home )
New requiremen’ X
Q  Users + Highlights&&d Details Device Groups Users MDM Policies Policy Results
User Groups
Mac OS Device Details
LDAP Status  Devic Device Name
3 RADIUS o LP-001
1 LP-001
22 sso
Description
0 laps-KbEw$HBBc$M7-last rotation: 2022-02-07 23:14:17
System Insights Enabled v easylaps W © ast rotation:
Devices
MFA Login Disabled v
Device Groups
RocyManseerent Status Last Contact
& Policy Groups Security Commands Active, System Reporting a few seconds ago
Learn more about when to use the
Commands
following commands. Recovery Key
MDM iew ke
lock device Get agent log

Settings

cancel save device

After the first successful rotation, the new password is visible in the field named "Description". In
this example, the password is stored in clear text.



Provisioning Meraki Systems Manager

Three components must be automatically deployed to the devices :
- a Custom configuration profile

- an EasyLAPS-Content package

- the EasyLAPS-Core package.

This section outlines the key points for the provisioning of these three components in Meraki
Systems Manager. Please refer to Meraki Systems Manager documentation for details not specific
to EasyLAPS.

General configuration

In this example, the devices are part of the "Paris" network and associated to the "easylaps" tag.

The required macOS Agent is deployed with the following steps :
- Systems Manager > Configure > General

- Agent Version > Preferred agent version > Latest

- Save

- Systems Manager > Manage > Apps

- Add app > macOS > SM agent

- Scope > Manual > All devices

- Save Changes

Custom configuration profile

The Custom configuration profile is provisioned with the following steps :

- Systems Manager > Manage > Settings

- Add profile > Upload custom Apple profile

- Profile Configuration > Upload a .mobileconfig file

- Choose File > com.agnosys.config.Meraki_Systems_Manager.Paris.EasyLAPS.mobileconfig
- Deploy channel : Device

- Scope > Manual > with ANY of the followings tags

- Device tags : easylaps

- Save

EasyLAPS-Content package

The EasyLAPS-Content package is provisioned with the following steps :
- Systems Manager > Manage > Apps

- Add app > macOS > Custom app

- Name : EasyLAPS-Content

- Identifier : com.agnosys.pkg.EasyLAPS-Content

- Vendor : Agnosys

- Type : Upload to the Meraki cloud

- Select the file : EasyLAPS-Content.pkg

- Auto-install : enabled



- Visible in SSP : disabled

- Scope > Manual > with ANY of the followings tags
- Device tags : easylaps

- Save

EasyLAPS-Core package

The EasyLAPS-Core package is provisioned with the following steps :

- Systems Manager > Manage > Apps

- Add app > macOS > Custom app

- Name : EasyLAPS-Core

- Identifier : com.agnosys.pkg.EasyLAPS-Core
- Vendor : Agnosys

- Type : Upload to the Meraki cloud

- Select the file : EasyLAPS-Core.pkg

- Auto-install : enabled

- Visible in SSP : disabled

- Scope > Manual > with ANY of the followings tags
- Device tags : easylaps

- Save

Result of a successful rotation

eoe M < () & n311meraki.com @ ¢ ©® M +
BETA
alialn . Q « Announcements v ® Help ~ sartori.f@agnosys.fr v @
asco Meraki
ORGANIZATION Devices » LP-001
Agnosys - Meraki
Enterprise
Details | & Refresh details = | Edit details Approximate location @ | =& Refresh location
NETWORK
Name || p_0g1 Marseille, France (via IP, updated 5 minutes ago) I
Paris Change network Paris v |or . m
TAG Quarantine ® | Epable _
Select tag NOtes A z4v0hYUMRISING5YORAKAIKU7buKGHyVUBIIRS
Dyi2WAbz8qv2Jes/vmdzk4YXXtqj1KQBUKzW2G NOTRE-DAME-LIMITE
4
Tags | . casylaps g
Systems Manager
Address @ SAINT-ANTOINE
Organization 15TH ARR.
4
Owner Choose -
LA VISTE
Cancel \ LES AYGALADES
SAINT-ANDRE
(Please allow 1-2 minutes for changes to take effect.) a CHATEAU

After the first successful rotation, the new password is visible in the field named "Notes". In this

example, the password is stored in encrypted form.
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Provisioning Microsoft Intune

Three components must be automatically deployed to the devices :
- a Custom configuration profile

- an EasyLAPS-Content package

- the EasyLAPS-Core package.

This section outlines the key points for the provisioning of these three components in Microsoft
Intune. Please refer to Microsoft Intune documentation for details not specific to EasyLAPS.

The packages must be provisioned as macOS apps. More informations about this new type of
provisioning are available at https://learn.microsoft.com/en-us/mem/intune/apps/macos-
unmanaged-pkg

General configuration

The scope of the components installation is here all devices.

Custom configuration profile

The Custom configuration profile is provisioned with the following steps :
- Devices > macOS > Configuration > Create > New Policy
- Profile type : Templates
- Select "Custom" > Create
- Basics
- Name : EasyLAPS-Custom configuration profile
- Configuration settings
- Custom configuration profile name : EasyLAPS-Custom configuration profile
- Deployment channel : Device channel
- Select a configuration profile file :
com.agnosys.config.Microsoft_Intune.Paris.EasyLAPS.mobileconfig
- Assignments
- Included groups : Add all devices
- Review + create
- Create



EasyLAPS-Content package
The EasyLAPS-Content package is provisioned with the following steps :

- Apps > macOS > Add
- App type : macOS app (PKG) > Select

(1) App information

Selectfile * @ EasyLAPS-Content.pkg
Name * O EasyLAPS-Content.pkg I
Description * EasyLAPS-Content.pkg
Publisher * I Agnosys ]
Category @ [ 0 selected v ]
Information URL [ Enter a valid url ]
Privacy URL ‘ Enter a valid url l
Developer O ‘ l
Owner ‘ l
Notes ©®
Logo ® Select image

[ Previous ‘ Next

- App information
- Select file > Select app package file
- App package file > Select a file > EasyLAPS-Content.pkg > OK
- Publisher : Agnosys

- Program : no scripts need to be configured

Q App information Q Program o Requirements

Minimum operating system * © | macOS High Sierra 10.13 v

- Requirements
- Minimum operating system : macOS High Sierra 10.13
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0 App information 0 Program Q Requirements o Detection rules

Ignore app version © 1 No )

Configure the app bundle identifiers and version numbers to be used to detect the presence of the app.

Included apps

0 Provide the list of apps included in the uploaded file. The app list is case-sensitive. The app listed first is used as the primary app in
app reporting. Learn more about included apps.

App bundle ID (CFBundleldentifier) App version (CFBundleShortVersionString)
com.agnosys.EasyLAPS-Content 1.0 Tii]
’ Enter bundle ID } ‘ Enter app version I

- Detection rules
- Ignore app version : No
- Detection method table :

- App bundle ID : com.agnosys.EasyLAPS-Content
- App version : keep current value (e.g. 1.0)

- Assignments
- Required : Add all devices

- Review + create
- Create

EasyLAPS-Core package
The EasyLAPS-Core package is provisioned with the following steps :

- Apps > macOS > Add
- App type : macOS app (PKG) > Select
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Review + create

o App information Program Requirements Detection rules Assignments
Select file * @ EasyLAPS-Core-2.10.pkg
Name * EasyLAPS-Core-2.10.pkg

Description * EasyLAPS-Core-2.10.pkg

Publisher * I Agnosys

Category @© l 0 selected

Information URL [ Enter a valid url

Privacy URL © I Enter a valid url

Developer I

Owner (O I

Notes

Logo ® Select image

- App information
- Select file > Select app package file

- App package file > Select a file > EasyLAPS-Core.pkg > OK

- Publisher : Agnosys

- Program : no scripts need to be configured

0 App information Q Program o Requirements Detection rules

Assignments

Review + create

Minimum operating system * (© I macOS High Sierra 10.13

- Requirements
- Minimum operating system : macOS High Sierra 10.13
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0 App information 0 Program 0 Requirements O Detection rules

Ignore app version @© Yes m

Configure the app bundle identifiers and version numbers to be used to detect the presence of the app.

Included apps

0 Provide the list of apps included in the uploaded file. The app list is case-sensitive. The app listed first is used as the primary app in
app reporting._Learn more about included apps.

App bundle ID (CFBundleldentifier) App version (CFBundleShortVersionString)

com.agnosys.EasyLAPS-Core 2.10 Til]

I Enter bundle ID l I Enter app version l

- Detection rules
- Ignore app version : No
- Detection method table :

- App bundle ID : com.agnosys.EasyLAPS-Core
- App version : keep current value (e.g. 2.10)

- Assignments
- Required : Add all devices

- Review + create
- Create
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Result of a successful rotation

eoe M < 0 & endpoint.microsoft.com 2= N © M +

admin.office365@agno.

AGNOSYS (AGNOSYS.FR) @
Home > Devices > macOS > LP-001

A Home 111 LP-001| Properties X

4l Dashboard

i= All services lp Search (Cmd+/) ‘ « save X Discard

FAVORITES .
* © Overview .
Device name (O

Apps

‘I Properties Management name *
@ Endpoint security [ asm.teacher01_MacOS_8/20/2021_10:39 AM ]
. Monitor
P 2 Device category
5 Hard:
A4 Users u rardware l Unassigned ~ l
:® Discovered apps
° H
45 Groups Device ownership
A2} Tenant administration % Device compliance l Corporate v ]
X Troubleshooting + support B, Device configuration Primary user
:® App configuration ASM Teacher01
@ Endpoint security configuration Change primary user Remove primary user
@5 Recovery keys

% Managed Apps
o To auto assign scope tags to devices, go to Roles > Scope(Tags) > Assign scope tag to
all devices in selected group. The scope tags will overwrite the assignments listed in this
section.

Notes

IEALXpOizB+n11X85cof83nvdHHkzymJzNKTHMMxoEpEOB3LELr8euCJ+1g41Xroobj10HB
9gQ3NtIHPMIORIWVF 11gXPtKPgDu8GRLAGPgA0syLFMo60W7FRSUNRGO +rTbwZhZSMVvY
sK7IG+YTr7VmpNCfVB2eiYtrfw8)cawHMr+1TmgmWUHbKIvinVwGO0I9AiMIzIgkKzKSjLglF
10+KZh64hUDKnBdQYVQWS5+/QEgQCguGp6rytPLkO4xmgjdF7EoPh6ZkYSX1XhxGjy38u
0O00v/cLyJR68SVIZ4Lt2Cx+TImMWUBI3c11rDMCW87q +/mWjxaMLGFrezgM30TPQ==

In this example, after the first successful rotation, the new password is visible in the field named
"Notes" and the password is stored in encrypted form.
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Provisioning Miradore

Three components must be automatically deployed to the devices :
- a Custom configuration profile

- an EasyLAPS-Content package

- the EasyLAPS-Core package.

This section outlines the key points for the provisioning of these three components in Miradore.
Please refer to Miradore documentation for details not specific to EasyLAPS.

General configuration

The scope of the components installation is here all devices.

Custom configuration profile

The Custom configuration profile is defined with the following steps :

- Management > Configuration profiles > Add

- macOS > Advanced (custom)

- Browse > com.agnosys.config.Miradore.Paris.EasyLAPS.mobileconfig
- Name : EasyLAPS-Custom configuration profile > Create

EasyLAPS-Content package

The EasyLAPS-Content package is defined with the following steps :
- Management > Applications > Applications tab > Add

- macOS application > PKG (Uploaded)

- File > Select file > EasyLAPS-Content.pkg

- Application name : EasyLAPS-Content

- Bundle identifier : com.agnosys.EasyLAPS-Content

- Version : 1.0

- Create

EasyLAPS-Core package

The EasyLAPS-Core package is defined with the following steps :
- Management > Applications > Applications tab > Add

- macOS application > PKG (Uploaded)

- File > Select file > EasyLAPS-Core.pkg

- Application name : EasyLAPS-Core

- Bundle identifier : com.agnosys.EasyLAPS-Core

- Version : the version imported (e.g. 1.49)

- Create



Provisioning policy configuration

The three components can be provisioned via a unique Business policy with the following steps :

- Management > Business policies > Add
- Apply to all devices

- Name : EasyLAPS

- Double-click on the Business policy

- Add > Application > Check EasyLAPS-Content and EasyLAPS-Core > Add
- Add > Configuration profile > Check EasyLAPS-Custom configuration profile > Add
- Click on the Items tab and check the Business policy content

- Click on "Enable"

Result of a successful rotation

© Upgrade

eoe M+ < [ )] pronto.online.miradore.com/Device/2 G ¢
100 Device - Apple MacBookAir10,1 - Miradore - pronto
Agnosys > Management > Devices > Apple MacBookAir10,1
# Home —
Welcome m m Lfecycle v
Setup guide
Dashboard Category User +
Reports Sartori Franck -
Map Device Software
Apple MacBookAir10,1 mac0S 13.3.1
O Enroliment —
IMEI Serial number
Android Enterprise C02DW9Q7Q6L5
Apple DEP Last reported Business policy compliance
Enroll device ® 7sago Not available o
Enroliment log Tags
x
# Management — : dep
Devices
Main Settings Applications Inventory Deployments Action log

Configuration profiles

Applications
Internal storage
Files and certificates
Business policies |
474 GB f 494 GB
Patches
Action log £} Enrollment
A Company - Completed 5/7/2023 8:01:38 PM
Users
Attributes Type Enrolled by MDM

Retired devices

& System
Permissions
Infrastructure diagram

Subscription

Il Management
Management type
Built-in MDM last seen
Miradore client last seen
Client version
Framework version
Boot time

Local IP address
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Client + MDM

5/7/2023 9:26:14 PM

5/7/2023 9:18:00 PM

155.0

NET6.0.6

5/6/2023 5:08:13 PM

192.168.1.66

O

ﬂ Security

FileVault

Warranty ends

Recovery key type
Recovery key
Wipe device PIN code
Lock device PIN code
Bootstrap token escrowed on
server

ﬁ Custom attributes
Building

Department

EasyLAPS

v2.15 - 2025/07/02

Ownership type
Purchased ©
Warranty starts

France > Massy

Device location set manually

Q - not reported by the device

Days left

__ Warranty status

Disabled
Unknown

Unknown
Yes

Minneapolis
Sales

Deepness647@@@-last rotation: 2023-05-07 14:16:38
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After the first successful rotation, the new password is visible in the Custom Attribute named
"EasyLAPS". In this example, the password of type passphrase is stored in clear text.

Note that the EasyLAPS Custom Attribute is created automatically if missing.



Provisioning Mosyle Business

Three components must be automatically deployed to the devices :
- a Custom configuration profile

- an EasyLAPS-Content package

- the EasyLAPS-Core package.

This section outlines the key points for the provisioning of these three components in Mosyle
Business. Please refer to Mosyle Business documentation for details not specific to EasyLAPS.

General configuration

In this example, the devices are part of a device group hamed "Paris".

Custom configuration profile

The Custom configuration profile is provisioned with the following steps :

- Management > macOS

- Management Profiles > Certificates / Custom Profiles > Add new profile

- Profile Name : EasyLAPS-Custom configuration profile

- Select the file > com.agnosys.config.Mosyle_Business.Paris.EasyLAPS.mobileconfig

- Profile Assignment > Add Assignment > Device Enroliment > Devices from specific Device
Groups > Paris > Tick

- Save

EasyLAPS-Content package

Mosyle FUSE offers to host packages in Mosyle's CDN. With Mosyle Business Premium, the
EasyLAPS-Content package must be hosted on your own Web server.

The EasyLAPS-Content package is defined with the following steps :
- Management > macOS
- Management Profiles > Install PKG > PKGs > Add new package
- Click on "Already have a .pkg"
- Select "A) Automatically set App info" then click on "Next"
- Mosyle FUSE :
- Click on "Upload or Select File from CDN"
- Upload > Choose a file > EasyLAPS-Content.pkg
- Public URL : the public URL is automatically defined
- Click on "Add enterprise app"
- Mosyle Business Premium :
- Public URL : enter the public URL to the package
- Click on "Add enterprise app"
- Only if the EasyLAPS-Content package is signed :
- Management Profiles > Install PKG > PKGs > com.agnosys.pkg.EasyLAPS-Content
- Enable "This app is Signed"
- Save



The EasyLAPS-Content package is provisioned with the following steps :

- Management > macOS

- Management Profiles > Install PKG > Profiles > Add new profile

- Name : EasyLAPS-Content

- Add application > Enterprise Apps > com.agnosys.pkg.EasyLAPS-Content > Tick

- Only if the EasyLAPS-Content package is signed : enable "Install with Apple Protocol"

- Self-Service Apps > Do not show the apps in Self-Service

- Profile Assignment > Add Assignment > Device Enroliment > Devices from specific Device
Groups > Paris > Tick

- Save

EasyLAPS-Core package

Mosyle FUSE offers to host packages in Mosyle's CDN. With Mosyle Business Premium, the
EasyLAPS-Core package must be hosted on your own Web server.

The EasyLAPS-Core package is defined with the following steps :
- Management > macOS
- Management Profiles > Install PKG > PKGs > Add new package
- Click on "Already have a .pkg"
- Select "A) Automatically set App info" then click on "Next"
- Mosyle FUSE :
- Click on "Upload or Select File from CDN"
- Upload > Choose a file > EasyLAPS-Core.pkg
- Public URL : the public URL is automatically defined
- Click on "Add enterprise app"
- Mosyle Business Premium :
- Public URL : enter the public URL to the package
- Click on "Add enterprise app"
- Management Profiles > Install PKG > PKGs > com.agnosys.pkg.EasyLAPS-Core
- Enable "This app is Signed"
- Save

The EasyLAPS-Core package is provisioned with the following steps :

- Management > macOS

- Management Profiles > Install PKG > Profiles > Add new profile

- Name : EasyLAPS-Core

- Add application > Enterprise Apps > com.agnosys.pkg.EasyLAPS-Core > Tick

- Enable "Install with Apple Protocol"

- Self-Service Apps > Do not show the apps in Self-Service

- Profile Assignment > Add Assignment > Device Enroliment > Devices from specific Device
Groups > Paris > Tick

- Save



Result of a successful rotation

eoe M - < 0 mybusiness.mosyle.com g ¢ ® M + 88
__ Session expires in: 00:13 | Franck Sartori
‘ (((v ‘ Dashboard Organization Management Security DNS Filtering Support *

¥ settings () Logout

Your Trial ends in 213 day(s). Click here to upgrade now.

‘E' Device Enrollment User Enroliment

1/1 (1 results) Personalize
Manage macOS Y adsicer reonatiz
macos v
o Bulk by Import

Devices v Device Name Tags Asset Tag Serial Number os HD Status

Devices Overview

LP-001 3 N 5 N —
Device Groups H Not Assigned o / C02DW9Q7Qé6LS 124 b S

Commands Activity Log
Device Authentication
Alerts

Applications >

Mosyle Auth 2

After the first successful rotation, the new password is visible as a Tag starting with the mandatory
prefix "easylaps-". In this example, the password is stored in clear text.
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Provisioning Mosyle Manager

Three components must be automatically deployed to the devices :
- a Custom configuration profile

- an EasyLAPS-Content package

- the EasyLAPS-Core package.

This section outlines the key points for the provisioning of these three components in Mosyle
Manager. Please refer to Mosyle Manager documentation for details not specific to EasyLAPS.

General configuration

In this example, the devices are part of a device group hamed "Paris".

Custom configuration profile

The Custom configuration profile is provisioned with the following steps :

- macOS > Management

- Management Profiles > Certificates / Custom Profiles > Add new profile

- Profile Name : EasyLAPS-Custom configuration profile

- Select the file > com.agnosys.config.Mosyle_Manager.Paris.EasyLAPS.mobileconfig
- Profile Assignment > Select specific users or devices

- Select the users and devices > Assign to Device Groups > Select > Paris > Tick

- Save

EasyLAPS-Content package

The EasyLAPS-Content package is hosted on a Web server.

The EasyLAPS-Content package is defined with the following steps :
- macOS > Management
- Management Profiles > Install PKG > PKGs > Add new package
- Click on "Already have a .pkg"
- Select "A) Automatically set App info" then click on "Next"
- Public URL : enter the public URL to the package
- Click on "Add enterprise app"
- Only if the EasyLAPS-Content package is signed :
- Management Profiles > Install PKG > PKGs > com.agnosys.pkg.EasyLAPS-Content
- Enable "This app is Signed"
- Save

The EasyLAPS-Content package is provisioned with the following steps :

- macOS > Management

- Management Profiles > Install PKG > Profiles > Add new profile

- Name : EasyLAPS-Content

- Add application > Enterprise Apps > com.agnosys.pkg.EasyLAPS-Content > Tick

- Only if the EasyLAPS-Content package is signed : enable "Install with Apple Protocol"



- Self-Service Apps > Do not show the apps in Self-Service

- Profile Assignment > Select specific users or devices

- Select the users and devices > Assign to Device Groups > Select > Paris > Tick
- Save

EasyLAPS-Core package

The EasyLAPS-Core package is hosted on a Web server.

The EasyLAPS-Core package is defined with the following steps :

- macOS > Management

- Management Profiles > Install PKG > PKGs > Add new package

- Click on "Already have a .pkg"

- Select "A) Automatically set App info" then click on "Next"

- Public URL : enter the public URL to the package

- Click on "Add enterprise app"

- Management Profiles > Install PKG > PKGs > com.agnosys.pkg.EasyLAPS-Core
- Enable "This app is Signed"

- Save

The EasyLAPS-Core package is provisioned with the following steps :

- macOS > Management

- Management Profiles > Install PKG > Profiles > Add new profile

- Name : EasyLAPS-Core

- Add application > Enterprise Apps > com.agnosys.pkg.EasyLAPS-Core > Tick
- Enable "Install with Apple Protocol"

- Self-Service Apps > Do not show the apps in Self-Service

- Profile Assignment > Select specific users or devices

- Select the users and devices > Assign to Device Groups > Select > Paris > Tick
- Save



Result of a successful rotation

Device Enrollment

"]

Manage macOS

Y . Add filter

macos v

Devices v Device Name

Devices Overview

m LP-001

Device Groups. Limbe
Commands Activity Log

Alerts

Applications >

Absent & Exceptions

User Authentication

Mosyle Auth2

Dashboard My School

myschool.mosyle.com

Unleash the full potential of Mosyle Manager: click here to upgrade now to Premium.

User Enrollment

Tags Asset Tag Serial Number os
s FVFYF1X4HV2H 130
Management Security DNSFiltering

HD

/1 (1 results)

Status.

Class Manager

Personal lize

~
s Bulk by Import

Model

MacBook Pro (13-inch
2017, Two Thunderboit 3
ports)

After the first successful rotation, the new password is visible as a Tag starting with the mandatory
prefix "easylaps-". In this example, the password is stored in clear text.
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Provisioning SimpleMDM

Three components must be automatically deployed to the devices :
- a Custom configuration profile

- an EasyLAPS-Content package

- the EasyLAPS-Core package.

This section outlines the key points for the provisioning of these three components in
SimpleMDM. Please refer to SimpleMDM documentation for details not specific to EasyLAPS.

General configuration

In this example, the devices are part of a device group hamed "Paris".

Custom configuration profile

The Custom configuration profile is provisioned with the following steps :

- Configs > Profiles > Create Profile > Custom Configuration Profile

- Name : EasyLAPS-Custom configuration profile

- Mobileconfig > Choose File > com.agnosys.config.SimpleMDM.Paris.EasyLAPS.mobileconfig
- Enable "For macOS devices, deploy as a device profile instead of a user profile"

- In the Scope section, check only the OS "macOS"

- Save

- Devices > Groups > Paris > Profiles > Assign Profile

- EasyLAPS-Custom configuration profile > Assign

EasyLAPS-Content package

The EasyLAPS-Content package is defined with the following steps :
- Apps & Media > Catalog > Apps > Add App > Custom App
- Select the file : EasyLAPS-Content.pkg > Done

The EasyLAPS-Content package is provisioned with the following steps :
- Apps & Media > Assignment
- Create Assignment Group
- Name : EasyLAPS
- Type : Standard — Auto deploy enabled
- Save
- EasyLAPS
- Search for an app or media to add > EasyLAPS-Content.pkg
- Search for a group or device to add > Paris

EasyLAPS-Core package

The EasyLAPS-Core package is defined with the following steps :
- Apps & Media > Catalog > Apps > Add App > Custom App
- Select the file : EasyLAPS-Core.pkg > Done



The EasyLAPS-Core package is provisioned with the following steps :

- Apps & Media > Assignment
- EasyLAPS (previously created)

- Search for an app or media to add > EasyLAPS-Core.pkg

- Search for a group or device to add > Paris

Result of a successful rotation

eee M - < 0

@ Simple MDM

o Devices

Devices

Info Apps
Groups
Enroliments

General
Locations

Device group

Apps & Media
SimpleMDM name
Catalog
Notes
Assignment
VPP
Munki
%  Configs
Custom Attributes
Profiles
Providers EasyLAPS
Attributes
& Scripts
> Sign Out

a.simplemdm.com

LP'001 Device Details

Users Settings Profiles

Paris

LP-001

VG!bMc$SLriC-last rotation: 2022-10-12 20:49:59

b+ O
Agnosys - 5 free devices
sartori.f@agnosys.fr

Logs Actions v

Save

After the first successful rotation, the new password is visible in the Custom Attribute named

"EasyLAPS". In this example, the password is stored in clear text.

Note that the EasyLAPS Custom Attribute is created automatically if missing.
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Provisioning VMware Workspace ONE

Three components must be automatically deployed to the devices :

- a Custom configuration profile

- an EasyLAPS-Content package

- the EasyLAPS-Core package.

This section outlines the key points for the provisioning of these three components in VMware

Workspace ONE. Please refer to VMware Workspace ONE documentation for details not specific
to EasyLAPS.

General configuration

The scope of the components installation is here all devices.
Custom configuration profile

Open the VMware Workspace ONE console.

Go to Resources > Profiles & Baselines > Profiles.

Click on "Add" > "Add Profile".

Select the platform "macOS" then click on "Device Profile".

Name the configuration profile (e.g. "EasyLAPS") and optionally add a description (e.g.
"EasyLAPS configuration").

Inside the "Custom Settings" payload, click on "Add" to reveal the XML field.

Open the Custom configuration profile (extension ".plist") with a Text Editor like Sublime Text, then
copy and paste the whole content in the XML field.

Click on "Next".

In the "Assignment" section, click in the "Smart Group" field to add the Organization Group that
encompasses the devices that are to be installed with EasyLAPS. Click on "Save and Publish".

Resources » Profiles & Baselines

Profiles

Filters » LAYOUT VI [ EXPORT

Profile Details Payloads Managed By Assignment Type Assigned Groups Installed Status Status

EasyLAPS

P Apple macQOS - Device 1 Agnosys Auto Agnosys View ()
Custom Settings



Check that the Custom configuration profile is published and assigned.
EasyLAPS-Content package
Open /Applications/Workspace ONE Admin Assistant.

Drag and drop EasyLAPS-Content.pkg in the main window.

@

Parsing completed

Reveal in Finder

EasyLAPS-Conten Done ° 6

Add More

Once the parsing is completed, click on "Reveal in Finder".
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[ JON ) < Documents

Name

® AirDrop — ) )
v ] Workspace ONE Admin Assistant

@ Recents v [ EasyLAPS-Content-1.0
& EasyLAPS-Content-1.0.pkg
.. EasyLAPS-Content-1.0.plist

A Applications
(= Desktop
[ Documents

©® Downloads

<>

Date Modified

Today at 13:18
Today at 13:18
Today at 13:18
Today at 13:18

[s]
I51
ol

]
0
o

Size

Kind

- Folder
-- Folder
84 KB Installer package
2 KB property list

Identify the package and its associated property list file that are both going to be uploaded.

Open the VMware Workspace ONE console.

Go to Resources > Apps > Native.
Click on "Add" > "Application File".

Add Application

Organization Group ID * Agnosys

Application File ™

UPLOAD

Select the Organization Group that encompasses the devices that are to be installed with

EasyLAPS.

Click on "Upload" and upload EasyLAPS-Content.pkg (Type : Local File).

Click on "Continue".
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Add Application X

Application File

Deploy this file as a Bootstrap Package for Expedited Delivery or manage the complete lifecycle with Full Software Management.

Select how you want to deploy this file below.

Deployment Type EXPEDITED DELIVERY FULL SOFTWARE MANAGEMENT

Configure advanced deployment options to manage the complete software lifecycle for macOS file types such as .dmg, .pkg, and .mpkg. Click here for more
info

@ Additional metadata is required to configure full software lifecycle management for this file.

Download and Install the VMware AirWatch Admin Assistant Tool to generate a metadata file (.plist), then upload the metadata file once complete.
Click here for more info

Generate Metadata & Workspace ONE Admin Assistant for macOS

Metadata File ™

Select "Full Software Management".
Click on "Upload" and upload the associated property list file.
Click on "Continue".

In the Settings pane, click on "Save & Assign".

EasyLAPS-Content - Assignment

Distribution

P Distribution
Restrictions ,@
Name * EasyLAPS-Content
Description
Assignment Description
Assignment Groups  * To whom do you want to assign this app?
(AgnosysX )
Deployment Begins  * 12/31/2021 () 12:00 AM v~ (GMT+01:00) Brussels, Copenhagen, Madrid, Paris
App Delivery Method  * O Auto (") On Demand
Display in App Catalog (@ )

CANCEL CREATE

Complete the assignment form :
- Name : EasyLAPS-Content
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- Assignment Groups : select the Organization Group that encompasses the devices that are to be
installed with EasyLAPS

- App Delivery Method : Auto

- Display in App Catalog : disabled.

Click on "Create".

In the Assignment pane, click on "Save".

In the Preview Assigned Devices pane, click on "Publish".

EasyLAPS-Content
v macOS y 1 version(s), Apple macOS/All/MacBook P...

Agnosys

EasyLAPS-Content
’ 1.0.0.0 Not Applicable  View

Go to Resources > Apps > Native and check that the application is published and assigned.

EasyLAPS-Core package

Reproduce the same steps as for the EasyLAPS-Content package :

- use Workspace ONE Admin Assistant to parse the EasyLAPS-Core package

- add the EasyLAPS-Core package as a native application

- deploy the application to the same devices using "Full Software Management".

N EasyLAPS-Core 12/31/2021
nacOS A macOS/All/MacB ho -
M " Agnosys @D  vpie macos/AlMacBook P 1:48:20 PM

EasyLAPS-Core
4 1.31.0.0 Not Applicable  View

12/31/2021

Go to Resources > Apps > Native and check that the application is published and assigned.

Result of a successful rotation

After the first successful rotation, the new password is visible at a place that depends of the
EasyLAPS Logic activated.



@ Workspace ONE UEM (o} D Dk @ sartori.f@ag...

Dashboard evices >

List View DK-OO,I [ ‘ ‘ =

MONITOR Details View o i
Via 2.521.5-Inch 210 | Ownership: Corporate

a Lifecycle >
DEVICES , A . 2 .
Compliance Policies > Summary Compliance Workflows Profiles Apps Updates sensors Scripts Security Notes v

Certificates >

8]

RESOURCES
Provisioning >

& [0 ADD NOTE lg
Peripherals >

Note Description

ACCOUNTS
Devices Settings
D easylaps
CONTENT DylLmU4qvbARSrcSq99U+RLSWTRoy1wYDdkbgBMsUsw5CzGcuBIU+5ESOP3B5GzmObPbXfFF8LhWAFRBfplIOUEZtg4DcXIMs85A]GGUeNH+Hg9bT
last rotation: 2021-12-31 07:44:48

[

TELECOM Items 1-1o0f 1 Page Size: 50 v

@Workspace ONE UEM (o} Q Dk @ sartori.f@ag.

FREEST Dashboard evices )  List View 171
List View DK—OO,I [ l | =
MONITOR

Details View -
iMac "Core i5" 2.5 21.5-Inch 1210 Ownership porate

u] Lifecycle >
OHIES Compliance Policies > Summary Compliance Workflows Profiles Apps Updates Sensors Scripts Security Custom Attributes v

Certificates >
Provisioning >
P lo ADD cl l EXPORT v
) —
o Peripherals >
ACCOUNTS
ource Attribute & Value
Devices Settings @2
O Server Sourced Workspace ONE Intelligent Hub EasyLAPS TpuxDj3#AZIr-last rotation: 2021-12-31 05:24:57
CONTENT
=
EMAIL
TELECOM Items 1-1of1 Page Size: 50 v
© asout <

With Logic #2 : the password is stored in clear text in the EasyLAPS Custom attribute.
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Revealing an encrypted password

First copy the encrypted password from the MDM (one-line string ending exactly with two "="
characters).

It is not required to strip the prefix "easylaps-" when it exists before the encrypted password.

v [ EasyLAPS-Toolkit
> 07 easylaps_configs

v

easylaps_content
. easylaps_library
v . easylaps_secrets

T

!

easylaps_rsa_decrypt_passwd.command
easylaps_rsa_engine.command
easylaps_rsa_key_passwd.pri
easylaps_rsa_key_passwd.pub
easylaps_rsa_key.pri
easylaps_rsa_key.pub
easylaps_rsa_keygen_passwd.command
easylaps_rsa_keygen.command

Open the "EasyLAPS-Toolkit" folder.
Open the "easylaps_secrets" subfolder.

Execute the "easylaps_rsa_decrypt_passwd" script (double-click on the .command file).

o o & apple — easylaps_rsa_decrypt_passwd.command — 123x14

Last login: Thu Aug 12 23:19:41 on ttys00e
/Users/apple/Desktop/EasyLAPS-Toolkit/easylaps_secrets/easylaps_rsa_decrypt_passwd.command ; exit;

apple@MacBook—Air ~ % /Users/apple/Desktop/EasyLAPS-Toolkit/easylaps_secrets/easylaps_rsa_decrypt_passwd.command ; exit;
*kk Start : easylaps_rsa_decrypt_passwd.command sk

Password to decrypt : jxbzIxzr4FtgqlOaautidRjw3ffmD9@+sCubep2BVbs8vsPglxyvb51Yh/3XPdSTYTRk1kgQXx+DZt8kLxmzaxvHONnI8uvhriNz9Q
a++2w5MKF6RVW80yDWuZaYN1w@qzy@NbVSSKfb7dIcAvpv/Z@PUSDBFPV6rZ7sAqpPMWLWT FViAI2v2mpatIZpWémC31vOPGXWDVQoDHDAbgU1nJEFHSQWLUUAK
©AhggRaFOP15XSDW8MNinC6IDNSONXmw+//XT8CLL+Z70+Sgj jXu7P8XKnwZ4jXhAbk9FyzsT46s1nUNBMvAgiBPXUHUq91NyHAFLFODVGONApso/ fnUCw==
Decrypted password : skClbSé6fxwjl

Saving session...

...copying shared history...

...saving history...truncating history files...

...completed.

[Process completed]f]

Paste the encrypted password and press the Return key.

The decrypted password is displayed at the line "Decrypted password".
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Note that the only elements required in the EasyLAPS-Toolkit to reveal an encrypted password are
those 2 files in the same folder :

- easylaps_rsa_decrypt_passwd.command

- easylaps_rsa_key_passwd.pri

Important notice

When EasyLAPS Logic #1 is enabled, it is crucial that the file "easylaps_rsa_key_passwd.pri" is
not lost. Without the private key contained in this file, no password currently stored in
encrypted form in the MDM can be decrypted. However, as the rotation does not rely on
reading this password, generating a new key pair and deploying the new public key will
remediate the loss of the initial private key when the next rotation will occur.
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Renewing EasyLAPS license

An EasyLAPS license is valid for one year. An annual license can be purchased at any time before
the current license expires. The message sent on completion of the order contains both the new
license code and the new expiration date. The new license code can be used as soon as it is
supplied. To apply the new license code, please follow these steps.

Editing the LICENSE key of the deployed Custom configuration profile

If your MDM solution offers an interface for directly modifying, and not just reading, the keys of
the deployed Custom configuration profile, you can choose to carefully replace the current license
code with the new license code in the LICENSE key.

Warning : Bear in mind that the EasyLAPS configuration file stored in the EasyLAPS Toolkit will
still contain the current and probably soon-to-expire license code, unless you also update this file
as well.

* Jamf Pro

The Custom configuration profile can be edited with the following steps :

- Computers > Content Management > Configuration Profiles

- Click on the name of the profile (e.g. EasyLAPS-Custom configuration profile)

- Application & Custom Settings > Upload

- Edit

- Carefully replace the current license code with the new license code in the LICENSE key.
- Save.

* SimpleMDM

The Custom configuration profile can be edited with the following steps :

- Configs > Profiles > EasyLAPS-Custom configuration profile

- Carefully replace the current license code with the new license code in the LICENSE key.
- Save.

* VMware Workspace ONE

Open the VMware Workspace ONE console.

Go to Resources > Profiles & Baselines > Profiles.

Click on the EasyLAPS profile to display its details then click on "Add version".

Click inside the "Custom Settings" payload then carefully replace the current license code with
the new license code in the LICENSE key.

Click on "Next".



Click on "Save and Publish".

Editing the EasyLAPS configuration file(s)

If your MDM solution does not offer an interface for directly modifying, and not just reading, the
keys of the deployed Custom configuration profile, follow these instructions.

First of all, backup your current EasyLAPS-Toolkit folder.

v 07 EasyLAPS-Toolkit
= 1. EasyLAPS_EULA.pdf
= 2. EasyLAPS_Integration_Guide.pdf
= 3. EasyLAPS_Dictionary.pdf
v [ easylaps_configs
v [ configs_plists
.. config_1.plist
v 7 configs_profiles
... configs_profiles_generator.command
v 7 output
@ com.agnosys.config.Jamf_Pro.Paris.EasyLAPS.mobileconfig

It contains particularly the EasyLAPS configuration file named by default "config_1.plist" and the
current Custom configuration profile that was generated from the EasyLAPS configuration file
using the script named "configs_profiles_generator.command".

® © ® config_1.plist + 4 © L ° Q
Add Edit Value Duplicate PLIST Format Find
Key Type Value
v Root Dictionary <
LICENSE String £ [GbHnjkEtrpsEHssuoNVB64AIME7eFbOBqI +E/om62ruPx/krjri22r5xSj9xmFxUrSDzLQIsQ = =|
MDMSOLUTION String < Jamf Pro
MDMLOCATION String $ Paris
APIURL String C https://hostname.jamfcloud.com
APIAUTHENTICATIONSTRING String C RSA-encrypted_authentication_string
JQ_URL String C https://github.com/stedolan/jq/releases/download/jq-1.6/jq-osx-amd64
BLOCKEDLIST String ¢ /+o01

Open the EasyLAPS configuration file and replace the current license code with the new license

code in the LICENSE key. The license key is a one-line string ending exactly with two "=
characters.

Save the EasyLAPS configuration file, then follow these instructions :
1. Refer in this documentation to the section titled "EasyLAPS configuration files to Custom

configuration profiles conversion" to convert your updated EasyLAPS configuration file to a
Custom configuration profile, if applicable.



2. Refer in this documentation to the section titled "Custom configuration profile" included in each
chapter titled "Provisioning MDM", and consult the MDM documentation if necessary, to
distribute the updated Custom configuration profile, replacing the previous one.



Updating EasyLAPS

To safely update your EasyLAPS implementation with the latest version of the product, please
follow these instructions carefully.

The components to be updated are respectively :
- EasyLAPS Toolkit

- EasyLAPS configuration file(s)

- Custom configuration profile(s)

- EasyLAPS Content package

- EasyLAPS Core package.

However, there is a shortcut. If you want to distribute a newer version of EasyLAPS without
modifying the configuration, go directly to the "EasyLAPS Core package" section below.

EasyLAPS Toolkit

First of all, backup your current EasyLAPS-Toolkit folder. It contains ressources that must be
preserved during the update.

1. Rename your current EasyLAPS-Toolkit folder, adding a suffix like "_previous"

2. Download and install the updated version of EasyLAPS Toolkit

3. Place the updated EasyLAPS-Toolkit folder next to the previous EasyLAPS-Toolkit folder

4. Copy from the previous folder the .plist files stored in easylaps_configs > configs_plists to the
updated folder in easylaps_configs > configs_plists. Be sure to keep the updated template named

"config_1.plist".

5. Copy from the previous folder the .mobileconfig and .plist files stored in easylaps_configs >
configs_profiles > output to the updated folder in easylaps_configs > configs_profiles > output

6. Copy from the previous folder the content of the folder easylaps_content > Content except
EasyLAPS-Content.app to the updated folder in easylaps_content > Content

7. Copy from the previous folder the following 4 files stored in easylaps_secrets to the updated
folder in easylaps_secrets :

- easylaps_rsa_key_passwd.pri (file created only when implementing logic #1)
- easylaps_rsa_key_passwd.pub (file created only when implementing logic #1)
- easylaps_rsa_key.pri

- easylaps_rsa_key.pub

To summarize, the figure below shows the copied resources with green dots.



v [ EasyLAPS-Toolkit
v [ easylaps_configs
v [ configs_plists

config_1.plist
Jamf_Pro_Paris.plist @)
VMware_Workspace_ONE_Paris.plist O

v [ configs_profiles
- configs_profiles_generator.command
v 7 output @)
@ com.agnosys.config.Jamf_Pro.Paris.EasyLAPS.mobileconfig O
com.agnosys.config.VMware_Workspace_ONE.Paris.EasyLAPS.plist @)
v [ easylaps_content
v [ Content

easylaps_rsa_key.pri O
& EasyLAPS-Content
& mgtaccount_picture.png O

sn easylaps_content_postinstall.sh
EasyLAPS-Content.pkgproj
> 07 easylaps_library
v [ easylaps_secrets
easylaps_rsa_decrypt_passwd.command
easylaps_rsa_engine.command
easylaps_rsa_key_passwd.pri
easylaps_rsa_key_passwd.pub
easylaps_rsa_key.pri
easylaps_rsa_key.pub
- easylaps_rsa_keygen_passwd.command
easylaps_rsa_keygen.command

o000
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EasyLAPS configuration file(s)

Complete your current .plist file(s) to implement as desired new capabilities of EasyLAPS, helping
you with the updated EasyLAPS Dictionary and the updated config_1.plist file. The release notes
indicate, for each version of EasyLAPS, which keys may have been modified, deprecated, or
become obsolete. Do not hesitate to contact EasyLAPS support if you need any clarifications.

Warning : Ensure that your EasyLAPS configuration file(s) contain(s) your current EasyLAPS
license, as it may have been updated directly in the MDM solution, but not in the EasyLAPS
configuration file(s).

Even if your MDM solution offers an interface for directly modifying, and not just reading, the keys
of the deployed Custom configuration profile(s), it is recommended to update the EasyLAPS
configuration file(s) using your preferred Property List editor to ensure no structural errors are
introduced accidentally. The only key supported for direct modification is the license code.

Custom configuration profile(s)

1. Refer in this documentation to the section titled "EasyLAPS configuration files to Custom
configuration profiles conversion" to convert your updated EasyLAPS configuration file(s) to
Custom configuration profile(s), if applicable. This one / these ones will reuse the same identifier(s)
as the previous Custom configuration profile(s), thanks to the content of the output folder copied
at the expected location.

2. Refer in this documentation to the section titled "Custom configuration profile" included in each

chapter titled "Provisioning MDM", and consult the MDM documentation if necessary, to
distribute the updated Custom configuration profile(s), replacing the previous one(s).

EasyLAPS Content package

As the private key contained in the file "easylaps_rsa_key.pri" is static and if you didn't update the
management account picture, no action is necessary.

If you updated the management account picture :

- refer to this documentation to build an updated EasyLAPS-Content package
- refer to this documentation and the MDM documentation to deploy the updated package.

EasyLAPS Core package

1. Download the updated version of EasyLAPS Core.

2. Refer to this documentation and the MDM documentation to deploy the updated package.



Edge cases

* The current password of the local administrator account is not unique on all the Mac
deployed

Defining the current password of the local administrator account is a requirement for the
execution of the first rotation. In the context where the current password of the local administrator
account is not unique on all the Mac deployed, three solutions are offered.

Solution #1 : Generate a Custom configuration profile containing all known current passwords and
distribute it to all Mac. All defined passwords in the array will be tested until the one matching the
current password is found. Always put the most likely current password at index 0 to reduce
authentication errors as much as possible.

Solution #2 : Generate a Custom configuration profile configured for Logic #2 and the most likely
current password and distribute it to all Mac. The first rotation will fail on the couple of devices
that use a different current password. For each of these devices, enter manually its known current
password in its inventory details, in the same attribute as for the other devices. The value to be
entered is only the password in clear text, with the mandatory prefix "easylaps-" (exactly) when
using Mosyle Business or Mosyle Manager as the management solution. You may decide to
migrate to Logic #1 once the first rotation has been successful on all the Mac.

Solution #3 : Generate one Custom configuration profile per different possible current password
used by the devices. Use the MDMLOCATION key to differentiate each Custom configuration
profile generated. Then distribute each generated Custom configuration profile to the group of
devices that share the matching current password.

* The new password to be deployed on the Mac must be a determined one and not a
randomized one

This case is managed by the usage of the MGTACCOUNTPASSWORDDETERMINED key. This key
does not exist intentionally in the EasyLAPS configuration file template and must be added
manually.

Choose a password that complies to the local account password policy that meets your
organization's requirements and often enforced via a Passcode Configuration profile. Then use
the script "easylaps_rsa_engine" to generate an encrypted version of this password and paste the
full value including the "RSA-" prefix in the MGTACCOUNTPASSWORDDETERMINED key. This
process is the same as the one used to populate the MGTACCOUNTPASSWORD key.

EasyLAPS will enforce the usage of this password instead of generating a randomized password.
Note that this password is used "as is" and therefore is not transformed in any way by EasyLAPS.



Troubleshooting

The troubleshooting must be done from the opened session of an administrator account.

When using the commands described below, pay attention to use "straight" double quotes and
not "curly" double quotes often generated automatically by word processing applications.

Display the follow-up file

Open the Terminal utility located in /Applications/Ultilities.

Type the following command :

sudo defaults read "/Library/Application Support/EasyLAPS/easylaps.plist”
The informations displayed are :

- LASTEXECUTIONDATE : last execution date in the format "YYYY-MM-DD HH:MM:SS"

- LASTEXECUTIONDATEEPOCHTIME : last execution date in the format "epoch time"

- LASTPASSWORDROTATIONDATE : last successful password rotation date in the format "YYYY-
MM-DD HH:MM:SS"

- LASTPASSWORDROTATIONDATEEPOCHTIME : last successful password rotation date in the
format "epoch time"

- MGTACCOUNTPICTUREFINGERPRINT : md>5 fingerprint of the current management account
picture

- ROTATIONDEFERRAL : "true" means that a rotation deferral is active

- SAFEMODE : "true" means that the new password has been forcibly stored in the EasyLAPS
Keychain until the next rotation occurs successfully

- STATUSMESSAGE : exit message of the latest rotation triggered (raw message for a success,
information or error event)

- FILEWAVESTATUSMESSAGE : exit message of the latest rotation triggered (success,
information or error) defined by the optional FileWave Integration

- JAMFPROSTATUSMESSAGE : exit message of the latest rotation triggered (success,
information or error) defined by the optional Jamf Pro Integration

- MICROSOFTINTUNESTATUSMESSAGE : exit message of the latest rotation triggered (success,
information or error) defined by the optional Microsoft Intune Integration



- VMWAREWORKSPACEONESTATUSMESSAGE : exit message of the latest rotation triggered
(success, information or error) defined by the optional VMware Workspace ONE Integration

Please refer to the EasyLAPS-Dictionary for more informations about :

- the FileWave Integration

- the Jamf Pro Integration and the Extension attributes provided in the EasyLAPS-Toolkit

- the Microsoft Intune Integration and the Custom attributes provided in the EasyLAPS-Toolkit

- the VMware Workspace ONE Integration and the Sensors / Custom attributes (to be used in
Profiles) provided in the EasyLAPS-Toolkit.

Enable the debug logging manually

Open the Terminal utility located in /Applications/Utilities.
Two level of debug logging can be enabled, depending of the debug flag created.

To enable a standard debug logging, type :
sudo touch "/Library/Application Support/EasyLAPS/debug"

To enable a verbose debug logging, type :
sudo touch "/Library/Application Support/EasyLAPS/debugverbose"

Enter your password.

The debug logs are written in /private/var/log.

The files titled EasyLAPS-easylaps_date.log and EasyLAPS-easylaps_starter_date.log contain
sensitive informations for troubleshooting purpose only, must not be left unattended and can be

read by admin users only.

Warning : Do not forget to delete the EasyLAPS debug logs and the debug flag created once the
log analysis is completed.

Enable the debug logging with Custom configuration profile

Two levels of debug logging can be enabled, depending of the value of the DEBUGMODE key.
To enable a standard debug logging, set the DEBUGMODE key to "debug".

To enable a verbose debug logging, set the DEBUGMODE key to "debugverbose".

The debug logs are written in /private/var/log.

The files titled EasyLAPS-easylaps_date.log and EasyL APS-easylaps_starter_date.log contain

sensitive informations for troubleshooting purpose only, must not be left unattended and can be
read by admin users only.



The corresponding debug flag is automatically created in /Library/Application Support/EasyLAPS.

Warning : Do not forget to disable the debug logging then delete the EasyLAPS debug logs and
the debug flag created once the log analysis is completed.

Note that this setting is ignored if the debug logging has been already enabled by the manual
creation of a debug flag.

Display the debug logs from the Console utility

Open the Console utility located in /Applications/Utilities.

Select Reports > Log Reports > a file named EasyLAPS-easylaps_date.log

Display the debug logs from the Terminal utility

Select Finder > Go > Go to Folder > /private/var/log

Open the Terminal utility located in /Applications/Utilities.

Type : sudo cat

Type a space then drag and drop a file named EasyLAPS-easylaps_date.log

Enter your password.

In the context of a request for support, please attach a verbose debug log to your message.
Run the rotation manually

Open the Terminal utility located in /Applications/Ultilities.

Type one of the following command and enter your password when prompted.

To get EasyLAPS options :

sudo sh "/Library/Application Support/EasyLAPS/Core/easylaps.sh" --help
To trigger the password rotation inside of the rotation schedule :

sudo sh "/Library/Application Support/EasyLAPS/Core/easylaps.sh”

To trigger the password rotation inside of the rotation schedule ignoring the execution intervals :

sudo sh "/Library/Application Support/EasyLAPS/Core/easylaps.sh" --
ignoreintervals



To force the password rotation outside of the rotation schedule :

sudo sh "/Library/Application Support/EasyLAPS/Core/easylaps.sh" --force

When the password rotation is forced, execution probes enabled by the EXECUTION_PROBES
Dictionary and the safeguard that prevents rotation when the management account is currently
logged in are bypassed.

To roll the management account's password back to the initial password defined in the EasyLAPS
configuration file :

sudo sh "/Library/Application Support/EasyLAPS/Core/easylaps.sh" --
rollback

Enable the trace log with Custom configuration profile

To enable the trace log for informative purposes, set the TRACEMODE key with one of these
values :

- "enabled-If" or "enabled" (exactly) to log in the log file /private/var/log/EasyLAPS-
easylaps_trace.log

- "enabled-ul" to log in the Unified Logging under the process "logger"

- "enabled-If,ul" to log to both destinations (the two options can be placed in any order but must
be separated by a comma).

These logs do not contain sensitive informations, can be used to keep track of rotation history
and can be read by any standard or admin user.

Display the trace log of type "log file" from the Console utility

Open the Console utility located in /Applications/Utilities.

Select Reports > Log Reports > EasyLAPS-easylaps_trace.log

Display the trace log of type "Unified Logging" from the Terminal utility
Open the Terminal utility located in /Applications/Utilities.

Type the following command to get the log.

log show --predicate 'process="logger" and eventMessage contains
"EasyLAPS"'

To get the log for the last day only, add the option "--last 1d".

To get the log for the last 60 minutes only, add the option "--last 60m".



Resolve a Custom configuration profile deployment failure

This section only applies if the management solution is Jamf Pro.

In Jamf Pro, open the inventory record of a computer that fails to install the Custom configuration
profile then click on the "Management" tab.

Failed Commands

COMMAND STATUS DATE ISSUED DATE OF LAST PUSH USERNAME

Install Configuration Profile - Profile no longer exists Yesterday at 4:37 PM | Cancel |

If you see this error, you might be in a context where the value of the SYMBOLSLIST key must be
encoded.

1. Open the EasyLAPS configuration file and get the current value of the SYMBOLSLIST key,
e.g. 1@#%%

2. Open the Terminal utility located in /Applications/Utilities.
3. Type the following command to generate the encoded value :

printf "$s" "base64-$(printf "$s" "1@#$3" | base64)"

For the string of symbols !@#$% between double quotes, the generated value is
base64-IUAjJCU=

4. In the EasyLAPS configuration file, replace the current value of the SYMBOLSLIST key with the
generated value, including the prefix "base64-".

5. Save the EasyLAPS configuration file.

6. Refer in this documentation to the section titled "EasyLAPS configuration files to Custom
configuration profiles conversion" to convert your updated EasyLAPS configuration file to a
Custom configuration profile, if applicable.

7. Refer in this documentation to the section titled "Custom configuration profile" included in each
chapter titled "Provisioning MDM", and consult the MDM documentation if necessary, to
distribute the updated Custom configuration profile, replacing the previous one.



Info code matrix

This matrix does not exempt from reading this Integration Guide and is designed to be an help
before contacting EasyLAPS support.

The issues associated with the Info codes referenced in the matrix are expected to be transient.

For each key indicated in this matrix, please refer to the EasyLAPS Dictionary for the expected

value.
Info Message Details
2 EasyLAPS script executed The current management account password is the initial password ; therefore, no rotation to
with option --rollback and this password is due.
current password is already
the initial password. No
rotation required.
3 Current password is already | The current management account password is the determined password ; therefore, no
the determined password. rotation to this password is due.
No rotation required.
4 Management account No password rotation has been defined as being due.
password not expired. No
rotation required.
6 Management account The management account password has been successfully collected and written to storage
password collected. for use by a script.
9 EasyLAPS execution interval = EasyLAPS wakes up every hour, and upon this wake-up, it has determined that the number
not exceeded. of seconds defined by the EXECUTION_INTERVAL key has not yet passed since the last
execution.
71 Rotation deferral : active. The grace period is active, and the message indicates the number of days remaining before
Initial password : yes. [...] the first rotation. The grace period settings are defined in the ROTATION_DEFERRAL
dictionary, with a default of 7 days after the first installation of EasyLAPS.
183 | Directory Service is The Directory Service is unavailable while execution probes are running. The scheduled
unavailable during execution | rotation will be retried during the next EasyLAPS execution.
probes.
185 | Low Battery Charge The laptop battery has less than 2% charge remaining. The scheduled rotation will be retried
detected. during the next EasyLAPS execution, provided the remaining charge exceeds 2% at that
time.
187 | Running Mac App Store An execution probe has detected that a Mac App Store software installation is in progress,
Software Installation. by monitoring the installd and appinstalld processes. The scheduled rotation will be retried
during the next EasyLAPS execution, provided these processes are no longer running.
Although not recommended, this execution probe can be disabled by setting the
EXECUTION_PROBES > MAC_APP_STORE_SOFTWARE_INSTALLATION key to "false".
188 | Running macOS Software An execution probe has detected that a macOS Software Installation is in progress by
Installation detected. monitoring the system_installd and osinstallersetupd processes. The scheduled rotation will
be retried during the next EasyLAPS execution, provided these processes are no longer
running.
Although not recommended, this execution probe can be disabled by setting the
EXECUTION_PROBES > MACOS_SOFTWARE_INSTALLATION key to "false".
189 | Running macOS Software An execution probe has detected that a macOS Software Update is in progress by

Update detected.

monitoring the softwareupdated and com.apple.MobileSoftwareUpdate.UpdateBrainService.
The scheduled rotation will be retried during the next EasyLAPS execution, provided these
processes are no longer running.

Although not recommended, this execution probe can be disabled by setting the
EXECUTION_PROBES > MACOS_SOFTWARE_UPDATE key to "false".



190

191

193

195

197

Sleep State detected.

Running
MacOnboardingMate
Workflow detected.

Postponed
MacOnboardingMate
Workflow detected.

Postponed
MacOnboardingMate Action
detected.

Running Jamf Pro Policy
detected.

An execution probe has detected that the Mac is sleeping by parsing the output of the pmset
-g log command. The scheduled rotation will be retried during the next EasyLAPS execution,
provided the sleep state is no longer detected.

Although not recommended, this execution probe can be disabled by setting the
EXECUTION_PROBES > SLEEP_STATE key to "false".

An execution probe has detected that a MacOnboardingMate workflow is in progress by
monitoring the com.agnosys.mom LaunchDaemon. The scheduled rotation will be retried
during the next EasyLAPS execution, provided the MacOnboardingMate workflow is
completed.

An execution probe has detected that a MacOnboardingMate workflow is pending by
monitoring the com.agnosys.mom_supervisor LaunchDaemon. The scheduled rotation will
be retried during the next EasyLAPS execution, provided the MacOnboardingMate workflow
is completed.

An execution probe has detected that a MacOnboardingMate action is pending. The
scheduled rotation will be retried during the next EasyLAPS execution, provided the
MacOnboardingMate action is completed.

An execution probe has detected that a Jamf Pro policy is in progress by monitoring the
Jamf Binary activity. The scheduled rotation will be retried during the next EasyLAPS
execution, provided the Jamf policy execution is completed.

Although not recommended, this execution probe can be disabled by setting the
EXECUTION_PROBES > JAMF_PRO_POLICY_RUNNING key to "false".



Error code matrix

This matrix does not exempt from reading this Integration Guide and is designed to be an help
before contacting EasyLAPS support.

For each key indicated in this matrix, please refer to the EasyLAPS Dictionary for the expected

value.
Error Message Troubleshooting
1 An issue occurred. Contact EasyLAPS support with a log generated in debugverbose mode.
11 The license policy is Contact EasyLAPS support to obtain the license code.
unknown.
12 | The license policy is Contact EasyLAPS support to obtain the license code.
missing.
13 | The license has expired. Contact EasyLAPS support to renew the license code.
17 | The integrity of the Root cause : the integrity of the PLIST file "/Library/Managed Preferences/
EasyLAPS configuration com.agnosys.config.EasyLAPS.plist" could not be verified.
cannot be verified. If the problem persists after several attempts at rotation, contact EasyLAPS support with a
log generated in debugverbose mode.
19 No MDM Solution defined. Assign the MDMSOLUTION key the name of a supported management solution.
21 MDM Solution [mdm] not Assign the MDMSOLUTION key the name of a supported management solution.
supported.
23 EasyLAPS is configured for = Assign the MDMSOLUTION key the name of the management solution in which
[mdm_a] whereas MacOnboardingMate has enrolled the device.
MacOnboardingMate has In the context of an MDM switching to another supported solution, please contact EasyLAPS
enrolled the device in support to define an action plan.
[mdm_hb].
25 No API URL defined. Assign the APIURL key the URL of the management solution to manage API calls.
27 | No API Authentication Assign the APIAUTHENTICATIONSTRING key the string to be used to authenticate API calls.
defined.
29 No management account Assign the MGTACCOUNT key the management account name whom password will be
defined. rotated.
31 Management account Assign the MGTACCOUNTPASSWORDDETERMINED key a string that does not include the
determined password backslash character.
contains an unsupported
character.
33 Directory Service is 1. If the problem persists after several attempts at rotation, restart the device.
unavailable. 2. Set the MGTACCOUNTREMEDIATE key to "true" to attempt to remediate Open Directory
error -14487 eDSServiceUnavailable at the next rotation attempt.
3. Contact EasyLAPS support with a log generated in debugverbose mode.
4. Once checked the remediation cannot fix the issue, execute a policy that deletes the
management account and forces a rotation.
35 | Management account 1. Assign the MGTACCOUNTUID key a number greater than 501 that is confirmed as not

creation failed.

already being used for another account. Assign the MGTACCOUNTSHELL key the string "/
bin/zsh". Assign the MGTACCOUNTHOME key a full path than can be used for a local home
directory (e.g. /Users/mgtaccount, /private/var/mgtaccount).

2. Try creating the account manually using the expected password to reproduce the problem
outside of EasyLAPS. If the problem is reproducible, investigate a macOS case.

3. Contact EasyLAPS support with a log generated in debugverbose mode.
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39

49

51

53

55

57

59

61

Validation of public key used
to encrypt password stored
in MDM failed.

Account statuses
management was aborted
because the decryption of
exclusions failed.

Undefined Open Directory
error.

Management account is
currently logged in.

Management account is
disabled.

Management account
creation failed because
initial password defined not
compliant with local account
password policy.

Current password for
management account could
not be defined.

New password defined not
compliant with local account
password policy.

Password validation in local
directory failed. Safe mode
enabled.

Applicable to Logic #1 only.

Execute the "easylaps_rsa_keygen_passwd" script to display the encoded RSA Public Key
used to encrypt the password stored in the management solution and ensure that the
displayed encoded RSA Public Key is correctly assigned to the
MDMPASSWORDENCRYPTIONKEY key.

Execute the "easylaps_rsa_engine" script with the value stored in the ADMINACCOUNTS
key after the prefix "enabled-" to ensure that the exclusions are correctly defined.

1. If the problem persists after several attempts at rotation, restart the device.
2. Contact EasyLAPS support with a log generated in debugverbose mode.

1. Logout the management account.
2. If the logout is not possible or wishable, force the rotation executing EasyLAPS with the
"--force" option.

1. Set the MGTACCOUNTUNLOCK key to "true" to attempt to remediate Open Directory
error -14167 eDSAuthAccountDisabled (first method tried when enabled) at the next rotation
attempt.

2. Set the MGTACCOUNTENABLE key to "true" to attempt to remediate Open Directory error
-14167 eDSAuthAccountDisabled (second method tried when enabled) at the next rotation
attempt.

3. Set the MGTACCOUNTREMEDIATE key to "true" to attempt to remediate Open Directory
error -14167 eDSAuthAccountDisabled (third method tried when enabled) at the next rotation
attempt.

4. Contact EasyLAPS support with a log generated in debugverbose mode.

5. Once checked the remediation cannot fix the issue, execute a policy that deletes the
management account and forces a rotation.

1. Assign the MGTACCOUNTPASSWORD key the current password of the management
account which must be compliant with the local account password policy.

2. Temporarily disable the local account password policy until the account is created and the
first rotation to a complex password is successful.

Root cause : the current password of the management account is not the initial password,
nor the password stored in the management solution, nor the password stored in the
EasyLAPS Keychain, nor the determined password.

1. Consider that the password may have been reset on the device outside of EasyLAPS ; ask
people who may have performed this action.

2. If possible, reset the password to the initial password or type the probable password in the
field used by EasyLAPS in the device inventory (clear text).

3. Contact EasyLAPS support with a log generated in debugverbose mode.

4. Once checked the password is unknown, execute a policy that deletes the management
account and forces a rotation.

Assign the following keys the values required to comply with the local account password
policy :

- Password : PASSWORDLENGTH key, SYMBOLSNUMBERMAX and
SYMBOLSNUMBERMIN keys

- Passphrase : PASSPHRASELENGTH key, SYMBOLSNUMBERMAX and
SYMBOLSNUMBERMIN keys, PASSPHRASECAPSMODE key,
PASSPHRASEDIGITSNUMBERMAX and PASSPHRASEDIGITSNUMBERMIN keys.

Root cause : the current password of the management account was changed to the new
password in the local directory but this last cannot be verified right after the change.

- Logic #1 : the new password is escrowed as ever in the EasyLAPS Keychain and another
rotation will be attempted at the next EasyLAPS execution.

- Logic #2 : the new password is escrowed temporarily in the EasyLAPS Keychain and
another rotation will be attempted at the next EasyLAPS execution.

In the waiting, the password stored in the management solution does not match the current
password.



63

67

68

69

70

73

101

102

103

Attempting to change
password failed.

Password read from MDM
does not match password
written in MDM and
password reversion has
succeeded.

Password read from MDM
does not match password
written in MDM and
password reversion has
failed. Safe mode enabled.

Password read from MDM is
neither the current password
nor the new password. Safe
mode enabled.

Password read from MDM
still does not match
password written in MDM
after [x] seconds. Safe mode
maintained.

Rotation deferral : active.
Initial password : yes. [...]
Writing the rotation deferral
message in MDM failed.

Device ID not detected
during a password rotation.

Azure Active Directory
Device ID not detected
during a password rotation.

Device ID not detected
during a password collect.

Root cause : the current password of the management account was not changed to the new
password in the local directory with a returned error.

1. Set the MGTACCOUNTREMEDIATE key to "true" to attempt to remediate Open Directory
error -14915 eParameterError at the next rotation attempt.

2. Contact EasyLAPS support with a log generated in debugverbose mode.

3. Once checked the remediation cannot fix the issue, execute a policy that deletes the
management account and forces a rotation.

Applicable to Logic #1 only.

The value that was written in the management solution is read and the collected value does
not match the expected value ; the password is reversed to the previous one and another
rotation will be attempted at the next EasyLAPS execution.

In the waiting, the password stored in the management solution possibly does not match the
new password.

Applicable to Logic #1 only.

The value that was written in the management solution is read and the collected value does
not match the expected value ; as the local account password policy prevents the password
to be reversed, Safe mode is enabled ; the new password is escrowed as ever in the
EasyLAPS Keychain and another rotation will be attempted at the next EasyLAPS execution.
In the waiting, the password stored in the management solution does not match the new
password.

Applicable to Logic #2 only.

The value that was written in the management solution is read and the collected value is
neither the current password nor the new password. Safe mode is enabled. The new
password is escrowed temporarily in the EasyLAPS Keychain and another rotation will be
attempted at the next EasyLAPS execution.

In the waiting, the password stored in the management solution possibly does not match the
new password.

The value that was written in the management solution is read and the collected value is still
the current password after the waiting period. The issue may be due to replication lag
between MDM cluster instances. The Safe Mode, enabled due to suspected lag, is
maintained. The new password is escrowed temporarily in the EasyLAPS Keychain and
another rotation will be attempted at the next EasyLAPS execution.

In the waiting, the password stored in the management solution does not match the new
password.

1. Check that the device is enrolled in the management solution.

2. Assign the APIURL key the URL of the management solution to manage API calls.

3. Check the credentials used to authenticate API calls with the management solution.

4. Assign the APIAUTHENTICATIONSTRING key the string containing the confirmed
credentials.

5. Check that the "easylaps_rsa_key.pri" file installed on the device by the EasyLAPS-
Content package in /Library/Application Support/EasyLAPS/Content is the file present in the
"easylaps_secrets" subfolder of the EasyLAPS-Toolkit.

1. Check that the device is enrolled in the management solution.

2. Assign the APIURL key the URL of the management solution to manage API calls.

3. Check the credentials used to authenticate API calls with the management solution.

4. Assign the APIAUTHENTICATIONSTRING key the string containing the confirmed
credentials.

5. Check that the "easylaps_rsa_key.pri" file installed on the device by the EasyLAPS-
Content package in /Library/Application Support/EasyLAPS/Content is the file present in the
"easylaps_secrets" subfolder of the EasyLAPS-Toolkit.

This error is likely transient.
If the problem persists after several attempts at rotation, contact EasyLAPS support with a
log generated in debugverbose mode.

1. Check that the device is enrolled in the management solution.

2. Assign the APIURL key the URL of the management solution to manage API calls.

3. Check the credentials used to authenticate API calls with the management solution.

4. Assign the APIAUTHENTICATIONSTRING key the string containing the confirmed
credentials.

5. Check that the "easylaps_rsa_key.pri" file installed on the device by the EasyLAPS-
Content package in /Library/Application Support/EasyLAPS/Content is the file present in the
"easylaps_secrets" subfolder of the EasyLAPS-Toolkit.
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151
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165

167

186

Azure Active Directory
Device ID not detected
during a password collect.

External connectivity
through the proxy has not
been verified.

External connectivity
through the Kerberized
proxy has not been verified.

Extension Attribute ID
undefined.

Custom Attribute creation
failed.

Jamf Pro hosted in Jamf
Cloud is not available.

Jamf Pro is not available.

Timeout while getting bearer
token.

Error while getting bearer
token. Returned status code
: [http_code].

Error while getting device
details. Returned status
code : [http_code].

Jamf Pro Version not
detected.

An error occurred while
validating remote service
client credentials or user not
found.

An error occurred while
retrieving the password from
the MDM. Returned status
code : [http_code].

Maximum API calls per day
reached.

API account password is
expired or password should
be changed.

VMware Workspace ONE is
not available.

Date Incoherence detected.

This error is likely transient.
If the problem persists after several attempts at collection, contact EasyLAPS support with a
log generated in debugverbose mode.

. Check the parameters of the PROXY_CONFIGURATION Dictionary.

. Validate that the URL defined by the URL_PROBE key is accessible behind the Proxy.
. In the debugging log, isolate the line that makes a curl using the --proxy option.

. Try to reproduce the curl manually, in consultation with the Proxy team.

. Contact EasyLAPS support with a successful command in your environment.

a b~ =

. Check the parameters of the PROXY_CONFIGURATION Dictionary.

. Validate that the URL defined by the URL_PROBE key is accessible behind the Proxy.

3. In the debugging log, isolate the line that makes a curl using the --proxy-negotiate --proxy
options

4. Try to reproduce the curl manually, in consultation with the Proxy team.

5. Contact EasyLAPS support with a successful command in your environment.

N =

1. Check that the Privileges assigned to the Jamf Pro API client (OAuth authentication) or
service account (Basic authentication) allow the creation of the "EasyLAPS" Computer
Extension Attribute.

2. Create the "EasyLAPS" Computer Extension Attribute" manually.

1. Check that the Permissions assigned to the SimpleMDM API Key allow writing Custom
Attributes.
2. Create the "EasyLAPS" Custom Attribute manually.

Check the connectivity with Jamf Pro using the Health Check Page. Refer to https://
learn.jamf.com/bundle/jamf-pro-documentation-current/page/
Jamf_Pro_Health_Check_Page.html for details. The expected status is "[ ]".

Check the connectivity with Jamf Pro from the device.

Check the connectivity with Jamf Pro from the device.

Check the credentials used to get a Bearer Token with Jamf Pro and VMware Workspace
ONE.

This error is likely transient.
If the problem persists after several attempts at rotation, contact EasyLAPS support with a
log generated in debugverbose mode.

Contact EasyLAPS support with a log generated in debugverbose mode.

1. Check the credentials used to authenticate API calls with VMware Workspace ONE.
2. Assign the APIAUTHENTICATIONSTRING key the string containing confirmed credentials.

This error is likely transient.
If the problem persists after several attempts at rotation, contact EasyLAPS support with a
log generated in debugverbose mode.

Adjust the maximum number of API calls allowed per day on your VMware Workspace ONE
instance.

1. Check the credentials used to authenticate API calls with VMware Workspace ONE
2. Assign the APIAUTHENTICATIONSTRING key the string containing confirmed credentials.

Check the maintenance status of your instance.

The device’s date has been set to a time earlier than the last EasyLAPS execution. Ensure
the date is not set to a significantly outdated time, such as 1/1/1970 (the Unix epoch start),
or another year far in the past.
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This tool requires macOS
Tahoe (macOS 26), macOS
Sequoia (macOS 15),
macOS Sonoma (macOS

14), macOS Ventura (macOS

13), macOS Monterey

(macOS 12), macOS Big Sur

(macOS 11), macOS
Catalina (macOS 10.15),
macOS Mojave (macOS

10.14) or macOS High Sierra

(macOS 10.13).

This tool requires macOS
High Sierra 10.13.4 and
later.

Password collect for any
device not allowed.

No value for criterion Serial
Number passed to
EasyLAPS.

No value for criterion UUID
passed to EasyLAPS.

Password collect for any
device not supported with
[mdm].

Password collect for any
device by UUID not
supported with [mdm].

Update macOS to macOS 10.13.4 and later.

Update macOS to macOS 10.13.4 and later.

Assign the ALLOWCOLLECTFORANYDEVICE key the value "true".

When using the command easylaps.sh --collect, the option --serialnumber must be followed
by the Serial Number of a device.

When using the command easylaps.sh --collect, the option --uuid must be followed by the
UUID of a device.

Contact EasyLAPS support to express your interest in having this capability supported by
your management solution.

When using the command easylaps.sh --collect, the option --uuid is not supported by your
management solution. Use the option --serialnumber followed by the Serial Number of a
device.



Microsoft Intune - Solve a non-reinstallation issue

This section only applies if the management solution is Microsoft Intune.

To help the MDM determine that the EasyLAPS-Core package and/or the EasyLAPS-Content
package have been successfully installed so these last are not reinstalled in loop at each sync,
EasyLAPS includes two detection apps :

- /Library/Application Support/EasyLAPS/Core/EasyL APS-Core.app

- /Library/Application Support/EasyLAPS/Content/EasyLAPS-Content.app.

The side effect of their presence is that they may prevent a reinstallation of these packages.

To solve this issue, open the Terminal utility located in /Applications/Utilities, type one of the
following command depending of the package to be reinstalled and enter your password when
prompted.

sudo rm -Rf "/Library/Application Support/EasyLAPS/Core/EasyLAPS-
Core.app"

sudo rm -Rf "/Library/Application Support/EasyLAPS/Content/EasyLAPS-
Content.app"

Then trigger an MDM sync to reinstall the targeted package(s).

VMware Workspace ONE - Distribute an updated Custom configuration
profile

This section only applies if :

- the management solution is VMware Workspace ONE

- the current Custom configuration profile was uploaded as a pre-built Custom configuration
profile (.mobileconfig file) according to the legacy provisioning.

The updated Custom configuration profile must be provisioned using the new method detailed in
the section titled "Custom Configuration Profile" in the chapter titled "Provisioning VMware
Workspace ONE".

The known issue is that you may not be able to delete the existing Custom configuration profile
until the last device managed by the MDM has it installed. To circumvent this, EasyLAPS includes
a mechanism that allows reading an updated Custom configuration profile while ignoring the
existing one that is still installed.

To achieve this result, follow these instructions.
1/ Distribute EasyLAPS version 2.08 and later to Macs installed with EasyLAPS. This version is

the first to include the aforementioned mechanism. This new version will continue to use the
existing custom configuration profile until it is updated.



2/ Update your current EasyLAPS Toolkit following the instructions in the section titled "EasyLAPS
Toolkit" in the chapter titled "Updating EasyLAPS". The Custom configuration profile for VMware
Workspace ONE still uses the ".mobileconfig" extension, which is expected at this stage.

3/ Update the EasyLAPS configuration file as needed, such as with a new license code.

4/ Proceed to the conversion of the EasyLAPS configuration file to a Custom configuration profile
by executing the "configs_profiles_generator" script (select the script > right-click > Open). Note
that the Custom configuration profile for VMware Workspace ONE now uses the ".plist" extension.
5/ Provision VMware Workspace ONE with the updated Custom configuration profile following the

instructions in the section titled "Custom Configuration Profile" in the chapter titled "Provisioning
VMware Workspace ONE", noting this critical difference.

Vv Custom Settings

Eb

Custom Settings + ADD

Custom Settings * <dict>
<key>PayloadContent</key>
<dict>
<key>com.agnosys.config.EasyLAPS2</key>
<dict>
<key>Forced</key>
arra

After pasting the whole content in the XML field, rename the key originally named

"'com.agnosys.config.EasyLAPS" to "com.agnosys.config.EasyLAPS2" (or any number
greater than 0).

Once the updated Custom configuration profile is distributed, EasyLAPS will discover in the
"/Library/Managed Preferences" folder two files named "com.agnosys.config.EasyLAPS.plist" and
"com.agnosys.config.EasyLAPS2.plist". It will use the file with the highest version number,
ignoring any others.

If you need clarification about this process, do not hesitate to open an EasyLAPS support ticket.



Collect the password for developments

Both EasyLAPS Logic #1 and EasyLAPS Logic #2 makes the current management account's
password available for the organization's developments.

All commands in this section must be inserted into a script executed by root.

+ EasyLAPS Logic #1

The management account's password is stored in encrypted form in the EasyLAPS Keychain.
To get the password in clear text with EasyLAPS :

sh "/Library/Application Support/EasyLAPS/Core/easylaps.sh” --collect

The collected password is stored in a file located at
/Library/Application Support/EasyLAPS/easylaps_passwd_collected

The file hidden in the Finder is owned by root, associated to the wheel group, with read and write
permissions for root only.

Important notice

The script which triggers the password collect must check the existence and the content of the
file after the command is executed to determine if the password was correctly collected. Once
the password is read, the script is expected to delete the file immediately. Note that the file is
automatically deleted each time EasyLAPS is executed.

To get the password in clear text directly from the EasyLAPS Keychain :
security unlock-keychain -p "$(cat "/Library/Application Support/
EasyLAPS/easylaps.keychain.passwd")" "/Library/Application Support/

EasyLAPS/easylaps.keychain"

security find-generic-password -w -a "management account" -s EasyLAPS "/
Library/Application Support/EasyLAPS/easylaps.keychain" | base64 -D

Please note that the string "management_account" must be kept as is.



- EasyLAPS Logic #2

The management account's password is stored in clear text in the MDM.

To get the password in clear text with EasyLAPS :

sh "/Library/Application Support/EasyLAPS/Core/easylaps.sh" --collect

The collected password is stored in a file located at
/Library/Application Support/EasyLAPS/easylaps_passwd_collected

With Jamf Pro, the command can be augmented with the option "--serialnumber
<serial number>"or"--uuid <hardware uuid>" to collect the management account's

password for any device other than the local device. Note that the
ALLOWCOLLECTFORANYDEVICE key must be set to "true" to allow this capability.

The collected password is stored in a file located at
/Library/Application Support/EasyLAPS/easylaps_passwd_collected

The file hidden in the Finder is owned by root, associated to the wheel group, with read and write
permissions for root only.

Important notice

The script which triggers the password collect must check the existence and the content of the
file after the command is executed to determine if the password was correctly collected. Once
the password is read, the script is expected to delete the file immediately. Note that the file is
automatically deleted each time EasyLAPS is executed.

When the LOCALPASSWORDESCROW key is set to "true", the management account's password
is always escrowed in encrypted form in the EasyLAPS Keychain. In addition to read the
password from MDM as indicated above, the password can also be read directly from the
EasyLAPS Keychain.

To get the password in clear text :

security unlock-keychain -p "$(cat "/Library/Application Support/
EasyLAPS/easylaps.keychain.passwd")" "/Library/Application Support/
EasyLAPS/easylaps.keychain"

security find-generic-password -w -a "management account" -s EasyLAPS "/
Library/Application Support/EasyLAPS/easylaps.keychain" | base64 -D

Please note that the string "management_account" must be kept as is.



Support

Paid support included in EasyLAPS offers

Send your support request to easylaps.support@agnosys.fr
Support is delivered by email in English and French.
Support is opened Monday to Friday 10:00-17:00 Time Zone Europe/Paris.

The first callback is targeted to be done within 4 hours after the reception of the support request.

Free community support

Join our Slack channel at https://macadmins.slack.com/archives/CO02ATFA85B7

The free support is offered as time permits for basic cases, bug report studies and feature request
discussions.

The community is encouraged to help the other adopters and share its findings.

EasyLAPS announcements and public release notes, which are a summary of the release notes,
are published in the Slack channel.

Release notes

The release notes are available in the Dropbox folder where the software is available for
download. They contain a detailed log of the changes introduced with the different released
versions and the one in development.



